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EXECUTIVE SUMMARY

Disinformation has become integral to hybrid warfare tactics, often utilized to polarize societies and
weaken democratic cohesion. The working paper traces different definitions and interpretation of
disinformation elaborated by the EU, NATO, member states, as well as think tanks and academic
community. The Al4Debunk project’s theoretical framework aligns with the European Union’s approach,
characterizing disinformation as an intentional, organized effort with the aim to deceive and, potentially,
cause harm to public welfare. Harm may extend to democratic integrity, public health, and security,
underscoring the need for stringent countermeasures. As the concept of disinformation continues to
evolve, it requires both theoretical and empirical research to expose its complexity.

The analysis of the concept of disinformation provides a background for an in-depth examination
of its threads —context, content, sources, credibility, target demographics, and engagement levels. By
focusing on the European Union’s (EU) efforts to combat disinformation, the paper evaluates EU
regulatory measures, including the Digital Services Act, the 2018 Code of Practice on Disinformation, and
the Al Act, which collectively emphasize content moderation and platform accountability. Despite these
steps, challenges persist, particularly due to the reliance on self-regulation by digital platforms and the
often reactive nature of these policies, underscoring the need for further policy innovation.

Toillustrate the elaborated framework of analysis, the paper focuses on four disinformation case
studies: “French Farmers Against Ukrainian Farmers,” “No More Wind Power in France,” “Ukraine as a
Western Colony,” and “Ukrainian Refugees.” These cases reveal the various strategies used to misinform
target audiences, ranging from manipulated media to emotionally charged false narratives. Each case
demonstrates disinformation’s ability to stir public sentiment, shape perceptions, and potentially
influence political decision-making. The cases show how such narratives can erode Western support for
Ukraine, casting the EU’s policies and democratic ideals in a skeptical light.

The working paper advocates for a multi-disciplinary approach to countering disinformation,
integrating insights from political science, communication theory, psychology, and technology. By
establishing a robust theoretical framework, Al4Debunk aims to support the development of Al-driven
tools that can identify, track, and mitigate disinformation’s spread.
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INTRODUCTION

The first Working paper of the Al4Debunk project offers a comprehensive exploration of the theoretical
framework for analysing disinformation, a pressing concern that has emerged as one of the greatest
security challenges for states and societies over the past decade. With the rapid advancement of
information and communication technologies (ICT), the rise of artificial intelligence (Al), and the
widespread use of social media, the digital landscape has created a fertile ground for the dissemination of
false information, propaganda, and various forms of manipulation, including misinformation,
malinformation, and disinformation. These activities have the potential to influence public opinion, erode
trust in public institutions, and undermine democratic values.

While the manipulation of public opinion through deceptive news is not new, the modern era has
witnessed its expansion to unprecedented global proportions and integration into large-scale warfare and
hybrid attacks. Digital platforms, now the primary source of information for many citizens, have amplified
this phenomenon. Although the promise of a free, unmediated information system appears to uphold the
rights to access and be informed, events such as the U.S. presidential election and the Brexit referendum
have exposed the negative side of this "information disorder"[1]Error! Reference source not found., which h
as facilitated the rise of disinformation campaigns on a global scale.

This working paper examines how definitions of disinformation have evolved in response to the new
digital realities, focusing on perspectives from EU member states, EU institutions, think tanks, and the
academic community. The analysis proposes main threads of disinformation, including its context, content,
sources, credibility, target audience, engagement metrics, and overall impact. Additionally, the
effectiveness of the European Union’s responses to this growing threat—through regulatory measures,
action plans, and collaborative efforts—is evaluated. In the final section, four case studies— "French
farmers against Ukrainian farmers," "No more wind power in France," "Ukraine is a colony of the West,"
and "Ukrainian refugees"—are analyzed using the proposed disinformation framework. These cases
demonstrate the complex structure of disinformation and the diverse pathways through which it reaches
and impacts target audiences.

1 DEFINING DISINFORMATION- Zaneta Ozolina, Sigita Struberga

Disinformation is generally understood as a way to deliberately spread false information to deceive people
or to spread rumours not related to a specific point of history and examples can be found in the ancient
Rome, as well as in commercial history.[2] The term "disinformation" itself roots its origins back in 1923
Russia, derived from the transliteration of the Russian term “gesnHdopmauns” into “dezinformatsiya.”
The State Political Directorate, the intelligence service preceding the KGB, then established a special office
dedicated to disinformation to conduct active intelligence operations. This event marked the first use of
the term “disinformation” as a tactic in intelligence activities which was especially sensitive during the cold
war. The newly established department of the KGB's predecessor was tasked with manipulating national
intelligence systems by injecting deceptive but credible information, a practice now known as “black
propaganda”.[3]

After 1923, disinformation became a key tactic in the Soviet political warfare strategy during the
cold war. It became known as active measures, encompassing activities such as covert media placement,
forgery, and the use of agents of influence. This approach, deeply rooted in Soviet-era practices, aimed to
weaken the West by sowing discord among allies and with attempts to undermine NATO after 1949.
Disinformation has historically been predominantly linked to governmental intelligence agencies but has
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also been utilized by non-governmental organizations and commercial enterprises by various information
channels. Over the past decade, disinformation has been deliberately spread via social media.[4]
Contemporary field of disinformation studies is replete with definitions, interpretations, and conceptual
deliberations. Governments, think tanks, and the academic community have devoted considerable
resources to examining this phenomenon, which has become entrenched in political and daily routines.
Despite numerous definitions and a degree of consensus on the concept of disinformation, ongoing
theoretical discussions persist. Several factors contribute to this ongoing exploration of the realm of
disinformation.

Firstly, the aims, tools, and methods of disinformation are constantly evolving, as perpetrators
seek new avenues to influence and harm their identified target audiences and legitimize their actions. This
necessitates further analysis and understanding of the novel elements of its operation.

Secondly, what was once a fragmented and ad hoc process of disseminating disinformation has
transformed into a well-organized, well financed, and networked phenomenon serving various purposes,
from sowing doubt to intensively deploying during conflicts and wars. Disinformation manifests at
different levels of intensity, hence detailed and in-depth analysis could furnish frameworks for more
effective countermeasures.

Thirdly, the wide spectrum of definitions surrounding disinformation can be viewed as an asset,
but at the outset of large-scale projects such as Al4Debunk, there is a need to reach consensus on which
concepts and approaches will serve as the research departure point. Establishing a theoretical framework
for analysis to be applied across other work packages is imperative.

Fourthly, disinformation has transcended classical boundaries of specific domains and is widely
utilized by policymakers and researchers alike. Thus, a thorough analysis of both the theoretical
underpinnings and practical applications of the concept will contribute to constructing a coherent and
comprehensive understanding of disinformation.

To systematically categorize definitions and approaches to disinformation, our examination will
encompass official documents from EU member states, international organizations, think tanks, and
academic studies. This comprehensive overview aims to harmonize existing perspectives and discern the
most pertinent elements of the disinformation concept. Such insights will prove invaluable in the later
stages of the Al4Debunk project, both theoretically and practically. Notably, thorough compilations of
definitions and examples have been furnished by various entities, including the EU Disinfo Lab.[5]

A parallel endeavor has been undertaken by the NATO Strategic Communications Centre of
Excellence, focusing on the terminology and interpretations of various terms related to disinformation.
This initiative includes the establishment of a specialized Terminology Working Group, which has released
reports elucidating the essence of different terms. Presently, the group has published three reports on this
subject matter.[6] This working paper will integrate diverse perspectives gleaned from previous studies to
enrich the analytical framework. Its aim is to provide valuable insights for the ongoing deliberations of
research teams within the Al4Debunk project.

Regarding official documents produced by EU member states, they generally fall into two broad
categories. Some countries view disinformation as an integral component of a broader concept known as
hybrid threats. For instance, in its document "Danish Security and Defense towards 2035", Denmark does
not provide a specific definition of disinformation. Instead, it references disinformation within the
framework of overarching terms such as 'hybrid threats' and 'hybrid activities': “The term [Hybrid threats]
has also come to encompass a broader agenda covering very varied, non-military security policy
instruments used by opponents against the West”.[7] Similar approach can be monitored also in Security
Strategy of the Slovak Republic stating that “Hybrid threats are coercive and subversive simultaneous
activities, mostly under the threshold of a usual response (...) The most significant hybrid activity is
manifested by the targeted dissemination of propaganda and disinformation against the democratic
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system and the membership of the Slovak Republic in NATO and the EU”.[8] In 2021, the Czech government
also approved a National Strategy for Countering Hybrid Interference.[9]

The other group of countries include the definition of disinformation in their policy documents.
For instance, Belgium claims that “Disinformation is the deliberate dissemination of false, incorrect or
misleading information to cause harm”.[10] The Dutch government offers a comprehensive and all-
encompassing definition, effectively delineating the boundaries of the concept: “Disinformation is the
deliberate, mostly covert, dissemination of misleading information with the aim of harming the public
debate, democratic processes, the open and knowledge economy or public health. This means that it may
affect national security. It is a form of harmful, but often legal, behaviour. Disinformation does not
necessarily contain incorrect information. It may be a combination of factual, incorrect or partially
incorrect information, but it is always intended to mislead people and to do harm”.[11] Similarly, France
views disinformation as false information likely to disturb public order or alter the sincerity of an election,
especially when disseminated deliberately and massively through online public communication
services.[12]

Several countries choose definitions that do not explicitly mention the term "disinformation".
However, the substance of these interpretations and subsequent explanations aligns closely with the
essence of disinformation. For instance, definition used by Greek policy makers serve as an evidence:
“Anyone who publicly or via the internet spreads or disseminates false news in any way, causing fear to an
indefinite number of people or to a certain circle or category of persons, who are thus forced to carry out
unplanned acts or to cancel them, at the risk of cause damage to the country’s economy, tourism or
defence capacity or disrupt its international relations”. [13] Concise and similar definitions are provided
by the governments of the Baltic states — they all refer to intentionally dissemination of false information
(Lithuania’s case)[14] but in Latvia’s and Estonia’s case[15] the meaning is expanded by adding “an
intention to deceive or secure economic or political gain and which may cause public harm”. [16]

Examination of official documents from EU member states reveals that all countries have
incorporated disinformation into their security policy frameworks. They collectively regard the
dissemination of false information as one of the most serious threats to economic, political, and societal
stability. Addressing disinformation is considered a crucial activity for safeguarding societal stability and
democratic values within the EU member states. To enhance the effectiveness of these efforts, the
member countries foster stronger cooperation and continuously adapt strategies for countering evolving
disinformation threat. By doing so, the EU member states can better protect its citizens and maintain the
integrity of its democratic institutions.

Recently, disinformation has emerged as a focal point on the agendas of international
organizations, prompting the development of diverse counteraction plans. A harmonized interpretation of
definitions and the implementation of mitigation tools hold the potential to mitigate the effects of
disinformation and the manipulation of false information. In 2022, the UN issued the "Report of the
Secretary-General: Countering Disinformation for the Promotion and Protection of Human Rights and
Fundamental Freedoms".[17] This report asserts that disinformation is an international phenomenon,
manifesting in various forms across regions. Consequently, it emphasizes the necessity of active
involvement from both governmental and non-governmental actors, as the aim of such malicious actions
is to undermine the human rights and freedoms of individuals. [18]

In response to international concerns and those voiced by allies, NATO has presented its approach
to disinformation arguing that: “Disinformation is false or inaccurate information that a hostile actor uses
deliberately to deceive people. Usually, disinformation seeks to stir up a particular strong emotion (anger,
fear, disgust) and override rational and critical thinking in the intended target”. [19] NATO's approach to
disinformation encompasses a comprehensive interpretation, which includes an emotional component
aimed at diminishing the role of rational arguments. The primary objective of those disseminating false
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information is to undermine reality and facts. Additionally, NATO emphasizes the importance of addressing
target groups when identifying the effects of disinformation.

The EU has identified disinformation as one of the primary threats to democracy in Europe,
requiring concrete actions to mitigate its potential impact. One such document, the Action Plan Against
Disinformation adopted in 2018 outlines specific measures to combat disinformation, in line with the EU
Digital Act which forces online platforms to act against disinformation. Notably, since the adoption of the
plan predates Russia's war against Ukraine, it views the spread of false information through the lens of
comprehensive security, highlighting economic, societal, and environmental aspects: “Disinformation is
understood as verifiably false or misleading information that is created, presented and disseminated for
economic gain or to intentionally deceive the public, and may cause public harm. Public harm includes
threats to democratic processes as well as to public goods such as Union citizens' health, environment or
security”. [20]

Similarly, the European Democracy Action Plan (EDAP) defines disinformation as "verifiably false
or misleading information that is created, presented, and disseminated for economic gain or to
intentionally deceive the public, and may cause public harm".[21] This includes threats to democratic
political processes, public goods such as health, the environment, or security. The plan emphasizes the
need for a comprehensive approach, involving not just legislative measures but also collaboration across
society, enhancing media literacy, and improving transparency and accountability of online platforms.

In addition, the European Strategic Compass underscores the importance of tackling
disinformation within the broader scope of hybrid threats. It stresses the need for enhanced capabilities
to detect, analyse, and respond to disinformation as part of the EU's security and defence strategy.[22]
The Report on Foreign Interference in EU Democratic Processes further elaborates on the significant threat
posed by disinformation, particularly from foreign actors. It calls for robust measures to counter these
threats, including improved situational awareness, training for public administrations, and dedicated
frameworks for rapid detection and response to disinformation and foreign information manipulation and
interference (FIMI).[23] The European External Action Service report for 2023 on FIMI highlights the
growing threat of disinformation and emphasize the need for a comprehensive EU response. This includes
cross-sectoral collaboration, strengthened regulatory frameworks, and media literacy initiatives to
enhance the EU's resilience against these hybrid threats.[24]

The concerted efforts reflected in these documents demonstrate the EU's comprehensive
approach to tackling disinformation. Disinformation is increasingly being contextualized within FIMI,
underscoring its integral role in hybrid threats. Enhanced cooperation, continuous strategy adaptation,
and robust regulatory frameworks are essential to effectively mitigate the impact of disinformation and
FIMI on democratic institutions and societal cohesion.

The think tank community has been rigorously investigating various aspects of disinformation,
blending theoretical and practical perspectives to form a cohesive conceptual framework. The definitions
and interpretations put forth by this community largely encompass the same elements as those found in
policy-relevant documents. Thus, experts from RAND Corporation emphasize the following components:
“False or misleading information spread intentionally, usually to achieve some political or economic
objective, influence public attitudes, or hide the truth (a synonym for propaganda)”.[25] Experts from the
European Council on Foreign Relations (ECFR) echo similar views while also emphasizing the underlying
intentions that contribute to causing harm[26]. A more detailed definition is provided by experts from the
Centre for European Policy Analysis. They broaden the scope beyond mere information, encompassing
narratives, images, and the specific target audience. The disinformation from their perspective could be
defined as “... the intentional use of falsehoods, narratives, and images by malicious actors to mislead
targeted populations”.[27]

The concept of disinformation has garnered significant attention within the academic sphere,
drawing interest from disciplines such as political science, communication, sociology, psychology, and
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history. Scholars have extensively examined how the dissemination of false information can influence the
beliefs and behaviours of individuals and groups. As articulated by Hernon, “Disinformation is false
information, spread deliberately with the intention to mislead and/or deceive”.[28] This definition is
foundational and widely cited in academic literature.[29]

Similarly, Fetzer has elaborated that “Disinformation entails the distribution, assertion, or
dissemination of false, mistaken, or misleading information in an intentional, deliberate, or purposeful
effort to mislead, deceive, or confuse”.[30] Historically, analytical perspectives on disinformation have not
consistently viewed it through the lens of warfare. Fetzer contends that while disinformation may deceive
or confuse, it does not inherently cause public harm. However, recent studies underscore the potential
harm associated with disinformation, highlighting its detrimental effects on society. Consequently, the
conceptualization of disinformation has evolved in light of contemporary practices. For instance, a group
of scholars has proposed an expanded definition, asserting that disinformation encompasses “... all forms
of false, inaccurate, or misleading information intentionally designed, presented, and promoted to cause
public harm or for profit”.[31]

Rubén Arcos et al. observe that “disinformation-related activities can be part of wider hybrid
threats and warfare; information and cyberspace emerge as domains of operations, and battlefields of
information warfare”.[32] Similarly, Nathalie Van Raemdonck and Trisha Meyer emphasize that
disinformation, as a hybrid threat, fundamentally challenges the core of democracy, while also highlighting
the secondary threats posed by responses to disinformation and referencing historical developments
leading to this stage.[33] Additionally, Radoslav Ivanchik and Pavel Necas conclude that in the first two
decades of the new millennium, the widespread use of information and communication technologies has
significantly transformed all areas of contemporary human society—political, social, economic,
technological, and security domains. This "internetization" has created new opportunities for sharing
information but has also enabled the misuse of modern technologies and media to spread false
information for political, economic, or other gains, posing a dangerous threat as part of hybrid threats or
hybrid warfare.[34]

Expanding on these perspectives, Jowett and O'Donnell discuss the strategic use of disinformation
and propaganda/persuasion, noting that it can be deliberately crafted to appear as though it originates
from credible sources, thus increasing its potential impact.[35] This aligns with the views of Benkler, Faris,
and Roberts, who argue that disinformation is often intertwined with media manipulation tactics aimed
at shaping public perception and opinion.[36] Furthermore, researchers like Pennycook and Rand have
explored the psychological mechanisms behind the spread of disinformation, indicating that cognitive
biases and heuristics play significant roles in how individuals process and share false information.[37]

The onset of Russia's full-scale invasion of Ukraine in 2022 has spurred the development of more
refined academic definitions and a deeper understanding of disinformation. Scholars have identified
several critical aspects: disinformation involves the deliberate creation and dissemination of false and
misleading narratives, aimed at deceiving or confusing target audiences. These narratives are designed to
cause public harm, social unrest, and conflicts. Malicious actors utilize strategic and emotional
manipulation techniques, leveraging various technological tools to amplify their impact. This multifaceted
approach poses a significant threat to democratic societies and the stability of democratic political
systems.

Before proceeding, it is essential to clarify that, within the context of this study, we will adopt the
European Union's definition of disinformation, which highlights its intentional and manipulative
characteristic: “Disinformation is understood as verifiably false or misleading information that is created,
presented and disseminated for economic gain or to intentionally deceive the public, and may cause public
harm. Public harm includes threats to democratic processes as well as to public goods such as Union
citizens' health, environment or security”.[38]
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Given the complexity of disinformation, interdisciplinary approaches are essential. Integrating insights
from political science, communication studies, psychology, and technology is crucial for developing
comprehensive counterstrategies.

2 IDENTIFYING DISINFORMATION THREADS — Zaneta Ozolina, Sigita Struberga,
Alessia D’Andrea, Arianna D’Ulizia

Disinformation threads refer to interconnected narratives or chains of false or misleading information
deliberately disseminated across various platforms or social media channels.[39] The interconnection of
these narratives constitutes a critical tactic for misleading recipients, complicating fact-checking processes
and creating the necessary background for deceiving and manipulating public opinion. Disinformation
threads utilize multiple forms of content, including posts, articles, videos, or memes, which are designed
to reinforce one another and create a semblance of credibility or consensus around the false information.
Consequently, these threads serve specific political, social, or economic objectives.

The complexity and diversity of disinformation threads necessitate a multifaceted and
multilayered approach, as disinformation, fake news, or propaganda can have direct and identifiable
targets and aims.[40] However, disinformation also varies in intensity, impact, duration, and scope of
dissemination, making it challenging to counter effectively.

To develop a comprehensive approach for the Al4Debunk project, we outline the primary
elements of disinformation threads that can be applied in analysing the extensive set of facts and case
studies gathered by research teams. Focusing on only one or a few elements of disinformation may
mislead the analysis from the focal point or result in miscalculating the potential impact on political
stability, societal resilience and individual well-being. Moreover, underestimating the complexity of
disinformation threads can undermine trust in institutions, foster social division leading to civil unrest, and
potentially impact election outcomes.

In order to arrive at a comprehensive approach, we propose the following set of disinformation
threads, which will allow to provide in-depth analysis of different components of this phenomenon:
context, content, information sources and following the thread, credibility, target audience and
engagement metrics, and impact.

2.1 CONTEXT

Interpreting context in research literature is a fundamental aspect of understanding the significance and
implications of the findings presented. Context refers to the circumstances or conditions surrounding a
particular phenomenon, including social, cultural, historical, environmental and situational factors that
may influence how individuals and groups perceive, understand and respond to stimuli (in our case
disinformation).[41] Reaction to disinformation, fake news or propaganda does not depend entirely on
media literacy and knowledge about the information unit but on a wide range of diverse circumstances.
Contextual features become increasingly relevant when social media platforms play the leading role in
providing wide spectrum of information, including disinformation.[42] In the situations when individuals
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or groups search for either supporting narratives, references or relations to a particular set of information,
context could become either a guide or motive to affiliate with one or another group of views. At the same
time focus on contextual features can assist in detecting and identifying credibility of presented
information or disinformation[43], as well as introducing effective corrective interventions in social media.
Furthermore, it is essential to analyse different categories of context in correlation, identifying which
contextual features exert a dominant effect on the target audience, which narratives align with the
adversary's content mainstream, and the linguistic peculiarities (e.g., slang, swearing, imprisonment
lexicon, etc.), among other factors.

In social sciences, the following contexts are considered relevant in analysing disinformation, fake
news, and propaganda:
Historical Context: Historical background provides insights into the evolution of certain factors over time
and their ongoing influence on current conditions. Historical context influences political institutions, social
movements, and patterns of conflict and cooperation, and it provides insights into long-term trajectories
and patterns of change. History plays a significant role in different disinformation campaigns, which often
challenge and criticize commonly accepted historical facts. Reinterpretation of history to align with
ideological interests, constructing an imagined reality for domestic consumption and pursuing
imperialistic foreign policy goals is one of the most often used tactics.
Cultural Context: Cultural norms, values, and practices influence various aspects of social life, including
economics, politics, decision-making, societal relations, and even foreign and security policies. Involves
shared beliefs, values, symbols, and practices within a society or community. Cultural context shapes
political identity, ideology, and collective action, and it influences political discourse, rhetoric, and
legitimacy. Cultural context impacts disinformation through the selection of artists participating in
disinformation efforts, financing cultural events that contextualize fake news, and supporting humour
shows that replicate specific narratives, among other methods.
Social Context: This encompasses factors such as demographics, societal norms and values, and social
structures, which characterize relationships and dynamics within communities, societies, and the diaspora
abroad. In examining different disinformation campaigns, it is essential to identify the primary target
groups and understand their roles and positions within the overall social structure. Social context shapes
political attitudes, behaviour, and mobilization, and influences the distribution of power and resources
within society.
Economic Context: The economic system, encompassing wealth distribution, access to resources, and
employment opportunities, forms the foundation of the state and society, and can serve as a favourable
precondition for disinformation campaigns. For instance, the limited EU economic sanctions against Russia
since 2014 have been extensively leveraged for various purposes. These include creating news items about
reforming Russia’s economy based on self-sufficiency, supporting "national companies," and ridiculing
Western actions.
Political Context: Understanding the political context is crucial for grasping the construction,
dissemination, and influence of disinformation threads. The political landscape, governance structures,
policies, and regulations provide insight into the political factors that affect target groups. Analysing the
political context in which disinformation, fake news, and propaganda narratives are constructed helps in
understanding the adversary’s intentions and goals. Therefore, disinformation is considered to be one of
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the most effective tools, which challenges democratic values and democratic political regime, trust in
political institutions, international rules and normes.

Global Context: closely related to political context and demonstrates attitudes towards globalization
trends, participation in international organizations, international relations at large, transnational
networks, level of international engagement and solidarity, and respect to global norms. All the above
mentioned factors shape domestic policy choices, security concerns, and diplomatic relations.

By carefully interpreting the context across these dimensions, it is possible to gain a more nuanced
understanding how disinformation, fake news and propaganda work and what are implications.

2.2 CONTENT

Understanding the core message is critical in identifying whether the dissemination of information is
driven by a political agenda, financial incentives, ideological biases, or mere hooliganism aimed at creating
social disorder. This process involves analysing both the explicit and implicit messages within the content,
as well as scrutinizing the motivations of those propagating it.

Disinformation campaigns typically have strategic objectives, which may include swaying public
opinion on political issues, undermining trust in institutions, promoting regime change, advancing specific
ideologies, securing financial gain, or generating an emotional impact to set the stage for further
campaigns. The content of these messages often contains false information and emotionally charged
components, such as fear, anger, or outrage, designed to provoke a response. By examining the emotional
tone, one can often uncover manipulative intent. For instance, disinformation related to elections
frequently includes false claims intended to delegitimize certain candidates or erode public confidence in
the electoral process. A pertinent example is the malign information operations conducted by the Russian
Federation aimed at undermining confidence in U.S. or European election systems.[44] The ultimate goal
may also be to sow division within society and fuel social unrest, with content crafted to exacerbate
existing social, political, or cultural tensions, thereby driving a wedge between different groups.

The relationship between the context and content of disinformation is also crucial, especially
when assessing the potential impact. It is essential to determine whether a particular message can be
framed within multiple contexts and adapted according to a strategic goal, and whether it supports or
amplifies other similar narratives, thereby multiplying its impact.

The interpretation of a disinformation message can vary significantly depending on language and
tone. The same message, when communicated in different languages, such as Russian and English, can
carry different connotations—not due to poor translation, but because of differences in tone and
context.[45] Language in disinformation efforts often employs various manipulation techniques, such as
repetition, false dilemmas, appeals to the common man, or appeals to authority.

Disinformation content often includes visual elements, which can significantly amplify the impact
of the original message. Misleading images, memes, or videos are commonly used, along with symbols,
logos, or visual cues that may falsely imply official endorsement or credibility. The use of deepfakes is
another tactic that has been extensively employed to support disinformation narratives and manipulate
public opinion.
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When analysing the content of a disinformation message, it is important to determine whether it includes
any call to action, urging the audience to share the content, participate in an event, or adopt a particular
viewpoint or behaviour, which could lead to unrest. Such scenarios may prompt adversaries to interfere in
the domestic affairs of a foreign country, justifying their actions under the guise of "protecting the rights"
of certain population groups.

Answering to the question if we can automatically and accurately classify information as
containing disinformation and being part of disinformation thread enables us to differentiate it from other
types of benign information. There are several algorithms to verify information, to provide series of
classifiers used in research to examine intentionality of the disinformation[46], linguistic clues exhibited
by disinformation, to analyse “clickbaityness”, and to perform fine-grained, veracity-based content
classification through a natural language inference module for automated disinformation verification[47],
as well as do other relevant activities to find evidence supporting identification of information as false
either manually or automatically.

Key questions to analyse the content are as follows:

’—[ What core message is being conveyed?

Is the information provided factual, or does it contain misleading or
manipulated data and if it aims to harm or mislead?

’—[ Is there a clear political agenda? |
’—[ Are there financialincentives? |
(48]

Thus, by analysing the core message and its motives, we can enable us for further unpacking reasoning of

| —| b \/

the disinformation spread and assess the potential harm it may cause.

2.3 INFORMATION SOURCES AND FOLLOWING THE THREAD

Understanding and mitigating the spread of disinformation requires a comprehensive analysis of
information threads, focusing on their origins, dissemination methods, and amplification mechanisms.
This process is inherently interdisciplinary, drawing on tools and methods from data science, social
network analysis, linguistics, and information theory. A central goal in here is to identify the credibility of
information sources, distinguishing reliable data from manipulated or false narratives. This helps in
determining whether the information is trusted or if it might be part of a disinformation thread, larger
disinformation campaign, or malign information operation.

The first step in analysis is an evaluation if the source as such or sources spreading information
unit or set of narratives. Taking in consideration that the disinformation is often designed to mimic
legitimate sources, it might be challenging to discern its authenticity. To overcome it, evaluation of the
source requires addressing key questions about the primary origin of the information, the channels and
methods through which it spreads, and the role of automation in its amplification.
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Agent: official/unofficial; reputable/non-reputable

Transparency:isit possible to identify source; authors and credentials, affilations

Level of Organization: none/loose/tight/networked

Level of automatization: human/cyborg/bot

[49]

According to the EU External Action Service—the body responsible for developing the FIMI
Toolbox—hostile foreign actors aim to manipulate information environments to achieve political, security,
or other strategic goals.[50] These activities can be carried out by both state and non-state actors.
Disinformation, as one of the methods of FIMI, is disseminated by these actors through various channels,
ranging from offline and traditional media to online news platforms and social media, involving complex
interactions across multiple spaces.

At the same time, disinformation campaigns are not confined to hostile foreign actors; they also
involve local ideological groups and activist networks, with state and non-state actors sometimes working
in tandem [51]. Evidence shows that the same disinformation campaigns may advocate for multiple sides
of political issues, making it harder to detect the role of state actors, or sometimes there are even no state
actorsinvolved at all. These campaigns often exploit existing narratives, blurring political or social divisions
to achieve strategic goals. For example, state actors may amplify disinformation created by activist groups,
leveraging it for broader geopolitical objectives. Human influencers play a pivotal role in spreading
disinformation due to their ability to engage audiences and build trust, often more effectively than
automated bots [52].

Social media platforms such as Twitter, Facebook, and Instagram are the primary vectors for
disinformation. According to Seb Butcher, “social media is the primary vector of disinformation online, and
with nearly 5 billion of us now using these platforms, public opinion is widely vulnerable to
manipulation”.[53] Amplification often begins with obscure or smaller sources, gaining momentum
through larger accounts and viral sharing. Algorithms exacerbate this process by prioritizing content that
generates high engagement, creating a feedback loop that rapidly expands the reach of disinformation.
Additionally, blogs, forums, and even once-reputable news outlets can inadvertently or deliberately
become agents of disinformation, further complicating the landscape. According to the EU Disinfo Lab, “a
tendency that calls for media accountability is the case of once reputable news agencies or journalists that
— deliberately or not — go from transmitters of information to agents of disinformation” or the case of
“online “media” outlets pretending to be conventional ones “posing to spread disinformation, which
includes for instance coordinated disinformation campaigns”.[54]

Sometimes disinformation is initially disseminated by small, unknown sources but gains
momentum through larger accounts or media platforms. Tracking amplifiers involves influencer
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identification and re-sharing patterns. Here, for example, such entities as influencers might play a key role
in this process due to their broad reach and ability to build trust with their followers. Disinformation can
be effectively spread through these influencers, who may either intentionally or unintentionally promote
misleading content under the guise of opinion or entertainment. And “the more they talk about it, the
more people ‘like’ and share what they have to say, leading algorithms to recommend their content even
more”[55]. These influencers are not held to the same journalistic standards as traditional media outlets,
which makes them an effective instrument for disinformation spread.

Tracking and analysing disinformation threads requires advanced tools and techniques. Technical
analyses of infrastructure, including domain registrations, SSL certificates, and hosting configurations, can
reveal disinformation sites that may visually resemble legitimate news sources. For example, Austin
Hounsel et. al. state that while disinformation websites may visually resemble legitimate news sources,
there are notable technical differences in aspects such as domain registrations, TLS/SSL certificates, and
web hosting configurations. These infrastructure features are especially useful for detecting
disinformation sites early, as they can be analysed before any content is published or reaches the audience,
allowing for proactive identification.[56]

Social network analysis offers insights into the structure of disinformation networks, identifying
key actors and the flow of information. These tools also help distinguish between human-driven content
and bot-driven amplification, with technologies like Botometer providing a means to assess automated
activities. Taking in consideration extend of the automatic presence, it is crucial to clearly define their role
and place in the spread of disinformation threads. For example, Vosoughi et al., who examined the role of
Twitter users in spreading fake news, found that disinformation often spread further and faster than
factual news due to certain "super-spreaders" within the network, which might be both- either humans
or bots.[57] As suggested by Glesser et al., in most cases the bots are information multipliers and less
often content creators.[58]

There are several ways how to identify automatized activity. One of such instruments is so called
Botometer. It “is a supervised machine learning classifier that assesses the likelihood of an account being
a bot using different features derived from the account, the friendship network, and different linguistic
features” [59]. Thus, it enables to separate human activities from automated ones. Thus, this approach
enables not only to identify multiple actors involved in the spread of the disinformation threads, but also
to detect key actors in disinformation networks.

Working with human-generated content often reverts to traditional methods of evaluating
credibility. At the operational level, it shares several processes with other disinformation detection efforts-
those, which are mentioned above and other similar ones. Thus, by following the thread of how
disinformation spreads, we can often trace it back to its origins or at least understand how coordinated
efforts are used to influence larger audiences, since not always the initial author or the source of the
disinformation thread will be easy to identify. At the same time, recognizing patterns of amplification helps
us expose coordinated efforts that aim to distort reality and manipulate perceptions, making it easier to
counteract these campaigns in real time. This recognition of the amplification patterns helps us expose
coordinated efforts that aim to distort reality and manipulate perceptions, making it easier to counteract
these campaigns in real time or even to do preventive recognition of potential disinformation sources.
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To conclude, other methods for identifying information sources of disinformation may exist;
however, the underlying analytical process is likely to follow a similar logic and address the same categories
outlined above.

2.4  CREDIBILITY

In recent years, linguistic analysis has significantly contributed to the recognition and prevention of
disinformation campaigns. Although the phenomenon of disinformation presents a multifactorial
complexity, the analysis of linguistic and lexical structures can help detect that news created to mislead
and manipulate public opinion. Different branches of linguistics, through various methodologies, have
investigated the presence of specific linguistic indicators in deceptive news, which can be interpreted as
“predictive deception cues”.[60]

A critical comparison of the literature that has focused on the linguistic analysis of unreliable
textual news (articles and/or social network posts) will allow us to highlight those linguistic indicators that
have proven to be statistically significant for the identification of deceptive news. It is essential to keep in
mind that content indicators, but especially context indicators are characterized by a high variability, as
they rapidly evolve in concomitance with social changes and growing information saturation.[61] However,
there are recurring linguistic patterns that can constitute a useful reference framework for reporting
potential unreliable news, even through automated systems. Nevertheless, it is essential that such reports
always undergo a careful human evaluation, in order to avoid hasty conclusions and ensure an accurate
analysis.

The title is certainly one of the primary textual elements that is useful to examine when looking
for linguistic spies. The change in the ways news is consumed, in particular the transition from traditional
media to online platforms, has had a significant impact on reading habits. Today, reading information is
characterized by greater speed and superficiality: users seem to have developed a growing tendency to
read the title alone without further investigation of the content of the article.[62] This evolution has made
the title an interesting text itself for analysis because it is knowingly used by the authors of unreliable
content. Unlike those aimed at clicking bait, typical of marketing, in the titles of deceptive news of political
or social nature it is possible to find characteristics that reflect specific disinformation techniques, which
are typical of the argumentative context in which they operate. Specifically, in these cases the title tends
to be longer than those of authentic news, as it tries to condense the information necessary for a simple
and easily understandable message without requiring further analysis. Consequently, the information
density of disinformative titles is strategically designed to offer rapid and immediate access. Therefore,
the title already includes everything the author wants the user to know, so the complete article does not
usually comprehend more in-depth information.[63] From a lexical point of view, disinformative titles are
characterized by a small presence of function words and a higher concentration of keywords, mainly from
the commonly used vocabulary. Furthermore, a significant frequency of names and verbal expressions is
observed, which suggests a focus on specific individuals and actions, helping to create a sense of urgency
and a more direct connection with the reader. This structure is consistent with the peripheral route to
persuasion model outlined in the Elaboration Likelihood Model (ELM), widely studied in the field of
persuasive communication. According to the ELM, persuasion occurs through two paths: a central one,
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based on a deep and rational elaboration of the message, and a peripheral one, which uses simple and
immediate heuristics.[64] Deceptive news tends to exploit the latter mechanism, playing on superficial
and emotional signals to induce the reader to a rapid and unconsidered reaction. Another relevant
element of analysis is the representativeness of the title compared to the content of the article. The
studies by Zhang et al. and Carvalho et al. have highlighted that a title strictly faithful to the text of the
article it refers to increases the probability that the news is authentic.[65] Although representativeness is
not the most decisive indicator of credibility, it obtained a significant relevance, suggesting that, in many
cases, titles well correlated to the inner content can be used as a signal of authenticity of the news itself.
Focusing on texts of articles or considering the news conveyed through a post, a highly relevant element
useful to identify an implausible news is definitely its level of emotional intensity. In fact, as in the title,
even in a larger portion of text, Carvalho et al. study shows that alternative news uses emotive language
three times more than authentic news.[66] Using the sentiment analysis tool, another relevant aspect is
the correlation between emotionally marked words and those with positive or negative connotations. The
analyses show that texts of deceptive news tend to be more negatively oriented. The presence of strong
emotional intensity in news is an important indicator of unreliability, as it differs greatly from the
deontological principles of journalistic writing, which tend to be as neutral and objective as possible.
Despite this, an automatic analysis of this indicator has not yet given entirely satisfactory results. In fact,
although the amount of emotional linguistic markers in the text may seem irrelevant, even a single
sentence markedly negative can strongly influence the reader's emotional perception.[67]

The presence of emotional markers is therefore also consistent with the peripheral route to
persuasion model, which plays on emotional and superficial elements rather than an elaborate and more
thoughtful reasoning. Thus, another aspect to take into consideration is what we could define as "logos",
referring to the concept of credibility label similar to the nutritional one proposed in the work of Gollub
et al.[68] and Vincentius et al.[69], but enriching it with other elements analysed in the studies by Zhang
et al.[70] and Carvalho et al.[71]. By “logos” it is meant the focus on all the persuasive features of a text
whose presence or absence determines the credibility of an article. Specifically, internal inferences with
logical arguments supported by scientific or single studies are signs of highly trustworthy articles. On the
contrary, arguments that appeal to fear rather than rationality or that reduce complexity in a dichotomous
form without the possibility of alternatives and encourage actions are significant indicators of low
trustworthiness. These expedients together with other less significant ones have been classified as
“fallacies”.[72]

On the syntactic and semantic level, linguistic analysis has produced significant results thanks to
the use of methods typical of forensic linguistics, which are here integrated with other branches of
linguistics to offer a broader and more systematic picture. From a syntactic point of view, one of the
distinctive elements found in news with a low credibility rate is the strategic use of the theme-rheme
structure, often aimed to create sensational effects, rather than ensuring clarity and
comprehensibility.[73] Another syntactic device is the use of relative clauses, used to describe ordinary
people in detail, often with the aim of enriching the text with apparently credible information, but difficult
to verify.[74] These clauses are combined with a more frequent use of other subordinate clauses, again in
contrast with the traditional journalistic approach, which tends to favour information density through
nominal sentences that are primarily observed in reliable news. Deceptive news, on the other hand,
distributes information over several sentences, giving only the illusion of an enriched text, but in reality,
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reducing its clarity and amount of information. Finally, an aspect observed in several studies is the
extensive use of the passive voice, which allows to manipulate the visibility of the agent. In particular, the
passive construction can be used for two main purposes: to emphasize or hide the agent, depending on
the narrative. Specifically, when the verbal action is negatively connoted and the subject of the action is
perceived as an opposing party, the agent is made explicit, in order to emphasize responsibility and
encouraging feelings of anger against it. On the contrary, the agent can be omitted to hide responsibility
when it does not benefit the creator of the news, thus creating ambiguity and limiting the reader's ability
to verify the facts. This linguistic strategy, widely used in unreliable news, allows to manipulate the
interpretation of events, favouring specific interests and hiding or highlighting information selectively.[75]

From a lexical and semantic point of view, news with low credibility shows a marked ambiguity
and vagueness. This phenomenon is manifested through a choice of unspecific vocabulary and a
deliberately imprecise construction of meaning. Text vagueness is also emphasized by several linguistic
indicators, including the excessive use of personal pronouns instead of specific nouns. Although pronouns
are useful tools for ensuring textual cohesion and coherence, their excessive use can also compromise the
clarity and accuracy of the text, making the references between agent and action difficult to follow for the
reader. Rashkin et al. also showed that less reliable news tends to contain a higher frequency of first and
second person pronouns.[76] Another linguistic indicator regarding the lexicon is the use of hedging
words. These expressions, such as claims in a statement or downtoners, such as slightly, somewhat, and a
bit, serve to tone down the intensity of the statements, thus creating an effect of detachment or indecision
of the writer.[77] Although the use of such terms is consistent with psychological theories suggesting that
deceivers tend to use indirect and non-definitive expressions[78], in subsequent studies by Zhang et al.[79]
and Carvalho et al.[80] the annotators gave to uncertainty signals a high credibility value. However, the
credibility value assigned by the experts in the two studies is in line with deception theories. Therefore,
lexical forms of uncertainty and attenuation do not represent definitive indicators of deception
themselves. Rather, it is the management of such uncertainty that affects the overall perception of
credibility. In fact, the uncertainty in inauthentic news is counterbalanced by the equally significant
presence of evaluative and emphatic adverbs that intensify reality, whereas there is an almost total
absence of adverbs of place and time, which are instead common in reliable news.

In line with the results of sentiment analysis, low credibility news is characterized by the common
use of adjectives, which confer a highly subjective and evaluative approach. This style clearly contrasts
with traditional journalistic writing techniques which, as already mentioned, encourage an impartial and
objective narration. A further linguistic indicator is the intensive use of superlatives, compared to
authentic news which tend to use more comparatives, numerical data and precise statistics. These are in
fact characteristic elements of reliable journalistic writing because they serve to contextualize and verify
information, reducing subjectivity and promoting an understanding based on concrete evidence. On the
contrary, the prevalence of adjectives and superlatives highlights a writing that aims to emphasize and
manipulate reality, playing on sensationalism and emotion to capture the public's attention.[81]
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2.5 TARGET AUDIENCE AND ENGAGEMENT METRICS

Up until now, we have focused on the linguistic indicators thanks to which disinformation can be identified,
understood as false or misleading information, intentionally spread to deceive the public. However, the
true power of disinformation cannot be fully understood without analysing the ways in which it is spread.
This is a phenomenon that, with the advent of digital platforms, has undergone radical transformations,
to the point that in 2013, the World Economic Forum (2013) included it among global risks, equating it to
threats such as terrorism.[82] In that period, the full extent of the problem was not yet fully perceived,
but it had already become clear that the optimistic vision of informational pluralism, anticipated initially
by the advent of the Internet and then by social networks, was crumbling.

In the past, communication through traditional media, such as newspapers, radio, and television,
followed a one-way model characterized by a "one-to-many" (1 - n) relationship, where a few centralized
senders diffused information to a large number of receivers. With the beginning of social media, this
paradigm was radically transformed into a “many-to-many” (n <> n) model, where every user can be
producer and consumer of information. This decentralization of communication allowed more people to
become sources of information themselves and to spread it without intermediaries, initially promoting
the idea of the democratization of information. However, this process did not lead to the desired results.
What dynamics concurred into making a process of informative pluralism a global threat? The answer lies
in the logics governing new media distribution and in the way they reinforce our most natural cognitive
processes, hence generating an unprecedented combination in the history of communication.

A crucial aspect to examine is the enormous amount of data daily generated by Internet users,
often unconsciously, through the acceptance of privacy policies that rarely are carefully read and offer
varying levels of protection. The advent of Big Data has radically transformed many sectors, particularly
marketing, allowing larger investments in communication campaigns. The growing hybridization between
marketing and politics, known as "political marketing"”, has expanded the use of Big Data to electoral
campaigns and, inevitably, to disinformation campaigns.[83]

In-depth analysis of Big Data allows the optimization of various types of campaigns—whether they
involve marketing, awareness, politics, or disinformation—by studying the detailed behaviours and
emotions of specific audience segments. In the past, messages were distributed through channels that
forced communication to a broad and undifferentiated audience, inevitably leading to wasted resources.
The evolution of digital technologies made possible to segment audiences into micro-targets, investing in
a specific manner to reach only definite groups. This segmentation has significantly increased
communicative effectiveness, as it allows messages to be tailored to the specific emotional triggers of
each micro-target and to be spread through channels selected based on precise socio-demographic
coordinates[84][85]. A significant example of this strategy is the Russian disinformation campaign during
the war in Ukraine, where messages and distribution channels were chosen based on four distinct target
groups, adapting the narrative to the specific characteristics of each.[86] Micro-targeting thus proves to
be a powerful tool for identifying segments of the population interested in certain topics, analysing their
behaviours, and delivering highly targeted messages. However, micro-targeting alone is not enough to
explain the process of disinformation diffusion, which instead exploits organic mechanisms within digital
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platforms that play on our mental processes and lead users to become not only recipients of
disinformation but also secondary promoters of disinformation through misinformation.[87]

To understand how the structure of social networks profoundly influences our behaviour, it is
essential to consider the concept of "confirmation bias". This cognitive bias causes our minds to reject
information that conflicts with our value system or worldview, while accepting and reinforcing news and
information that confirms our beliefs. Confirmation bias is an economic cognitive process that facilitates
quick decision-making and day-to-day processing. This phenomenon finds particularly fertile ground in
virtual environments, where the structure based on cookies, fingerprinting, and algorithms tends to create
a space that reflects and amplifies the user's expectations. The combination of this mechanism with the
structures of digital platforms has created complex virtual environments, such as echo chambers, where
people are exposed exclusively to information, opinions, and points of view that confirm and reinforce
their beliefs, primarily interacting with individuals who share those convictions.[88]

Echo chambers have demonstrated that social networks tend to close users off in informational
bubbles. Studies on user behaviour have revealed that greater exposure and activity on social media do
not lead to expanded interaction with different communities but rather to further isolation within one's
group.[89] This isolation within bubbles, where only narratives shared by homophilic users circulate, feeds
and consolidates polarization, which in turn manifests as the strengthening of pre-existing beliefs and as
increasing division between groups with opposing views. Once the presence of echo chambers is
identified, studying their impact on the spread of misinformation becomes of great interest. The model
proposed by Petter Tornberg (2018) suggests that echo chambers, defined as clusters of users with
polarized opinions and high internal connectivity, facilitate the spread of disinformation more effectively
than unsegmented networks.[90] In particular, research shows that news from such clusters tends to
propagate more widely due to the inherent virality of these isolated groups. The observed effect is twofold.
On the one hand, internal polarization increases virality up to a certain level (Pn = 0.6), making information
more persuasive within the cluster, as the high connection between users reinforces the credibility and
diffusion of the content. On the other hand, when polarization reaches a critical point, the further isolation
of the cluster begins to limit dissemination outside of it, reducing overall virality. This dynamic suggests
that, although some polarization can accelerate diffusion, excessive isolation can limit its overall
effectiveness. The model indicates that echo chambers not only amplify the spread within homogeneous
groups but also influence global dissemination through a "bandwagon" effect, where the accumulated
consensus within the cluster influences external nodes.

This phenomenon of diffusion is not specific of disinformation but deeply rooted in the structure
of social media and thus applicable to any information. However, the study titled Understanding
engagement with U.S. (mis)information news sources on Facebook by Edelson et al. demonstrated,
through the analysis of engagement metrics, that disinformative posts tend to generate higher
engagement compared to content from reliable sources, with significant differences depending on political
leanings.[91] This phenomenon can be further understood in light of the percentage of emotional intensity
present in disinformative news, already discussed earlier. News that provokes strong emotional reactions,
such as anger and indignation, is amplified by social media algorithms, which prioritize content capable of
altering and increasing user engagement.[92]

The logic behind this dynamic is that social media aim to keep users on their platforms to maximize
profits. But why does it work? Once again, the answer lies outside digital platforms but consolidates within
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them. One aspect to consider is “peer pressure”. The research conducted by social psychologist Solomon
Asch demonstrated that the presence of other individuals, unlike an isolated context, significantly
influences our behaviour.[93] Echo chambers, where not only like-minded people but also friends and
family are present, amplify this social pressure, transforming it into a desire for conformity and approval
within the group. The tools through which the user seeks and obtains the desired approval are
engagement metrics, commonly used by every social network. Among these, "likes" are indicators of social
approval that consolidate the sense of community and mutual support; comments reflect and amplify
polarization, contributing to the construction of a collective identity based on homophily, with
appreciative comments reinforcing the group and negative comments setting the group against outsiders
in an identity dynamic of "us vs. them"; finally, shares act as social validators, practically contributing to
the spread of misinformation.[94]

Engagement metrics, and in particular the sharing function, generate the bandwagon effect, a
phenomenon where an individual tends to adopt a particular opinion or behaviour following the increase
in the number of people doing so. This effect, widely studied in the context of marketing, also manifests
in the spread of disinformation. As exposure to a piece of news increases, the process of acceptance grows,
and consequently, the propensity to share it, which leads to further exposure of other nodes within the
network.[95] Despite significant efforts to develop effective solutions against disinformation, including
automated detection techniques, research conducted by Brendan Nyhan and Jason Reifler has highlighted
that fact-checking and, consequently, debunking not only fail to change opinions but can even trigger a
boomerang effect, known as the "backfire effect".[96] This phenomenon, particularly relevant among
ideologically aligned users, contributes to the radicalization of positions, strengthening initial beliefs rather
than altering them.

Considering what has been discussed so far, one might wonder whether continuing to frame the
research in dichotomous terms, such as true/false or right/wrong, is contributing to the problem rather
than offering a solution.

2.6 IMPACT

The way in which disinformation campaigns spread in digital dynamics raises the legitimate question of
whether, and to what extent, these processes have evident consequences in the real world. This question
is not easy to answer, since the immediate cause-effect relations are not always easily traceable (as in the
case of elections) and, perhaps, they are not even the main object to investigate in order to obtain an
answer. The solution may lie in observing the consequences of disinformation campaigns as part of a
systemic process, rather than sequential. In this sense, it is useful to draw on studies in this field from
different perspectives and disciplines, which "are often entirely complementary windows into a much
larger process".[97]

As illustrated in the previous paragraph, the field of cognitive science has shifted its focus from
the idea of the rational man towards a model of man who uses heuristics to simplify decision-making
problems and reduce cognitive load. This approach perfectly aligns with the structure of social media,
which exploit the confirmation bias mechanisms, inducing individuals to search and find information that
confirms their pre-existing beliefs, while tending to ignore contrary ones.[98] As a result, truth loses
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importance, giving space to a fragmented reality, which has been defined as the “post-truth era”. Each
person’s “truth” develops within their own echo chamber, fostering a polarization of opinions. This
polarization is not created by social networks, but is amplified by them, transforming society into a place
of constant tension of poles, which do not open to comparison, but strengthen their identity of belonging
to the group in an “us vs. them” mechanism.[99]

As several studies have argued, the hostility of online interactions is a key factor in explaining the
escalation of affective polarization. Specifically, partisan criticisms intensify the in-group's identity climate,
leading to a more pronounced distance from the out-group and fostering distorted perceptions of its
members.[100]

Such affective polarization is a tool that certainly has not gone unnoticed by certain segments of
society. In a context where the collection of information about behaviours and needs has become less
difficult (see the Cambridge Analytica case) and where the absence of mainstream media allows everyone
to become an information source, it is not surprising that previously marginalized entities have now
accessed large communication spaces and are using them to spread distrust in institutions and in
traditional media, which are considered the cause of their marginalization.[101] As highlighted in the study
by Jennings et al. about the consequences of the proliferation of disinformation during the covid-19
pandemic, distrust towards the political system and its members goes often with feelings of insecurity,
contempt, fear and anger that can translate into defiance, support for populist challenge.[102]

As Peter Pomerantsev points out, it is therefore not surprising that: “Across the world, from the
US to the UK, from Europe to South Asia and Latin America, politics and the media are caught in a spiral
that enhances divisive rhetoric, hyper-partisanship and disinformation. Those who most benefit from this
spiral is a generation of politicians, often labeled ‘populists’. What they have in common is not their
policies, but their ability to capture attention. They intentionally use heated language and controversial
ideas to grab attention and divide the electorate in rough wars of ‘us’ versus ‘them’”.[103] Also, in this
case we cannot speak of "a direct causal link, but rather of a relationship of assonance and convergence",
as highlighted in the analyses carried out by Hassan and Pinelli.[104]

Therefore, another possible consequence of polarization, observed by Svolik, is how it could
damage the fundamental principles of democracy.[105] Social media, by their nature, are neither
democratic nor antidemocratic; they are a tool useful to those who know how to use them. Just as in
authoritarian regimes oppressed groups have used social media to promote revolt movements - as
happened during the Arab Spring, although with different outcomes in various countries - in the same
way, in some democratic contexts, antidemocratic forces can use access to data to influence and polarize
public opinion, building loyalty through divisive dynamics and orienting it towards their own value
system.[106] Svolik observes that, in a polarized context, voters tend to justify or ignore the authoritarian
behaviours of the leaders of their political camp in order to maintain power, putting party affiliation before
the protection of democratic values.[107] Affective polarization, as highlighted by lyengar and Westwood,
accentuates the importance of emotions and party loyalty, reducing the relevance of facts and rationality
in electoral choices.[108] The daily process of polarization affects the role of centrist voters, who play a
crucial role in the balance of political forces.[109] The result of this dynamic is an increasingly vulnerable
democracy. When polarized citizens accept the concentration of power and the violation of democratic
norms in the name of their party, the boundaries between democracy and authoritarianism become
increasingly blurred.
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In this context, it is relevant to note that, despite the European Union’s concerns about
disinformation campaigns from abroad, the vulnerability of democracy often originates within its very
core. Russian disinformation related to the war in Ukraine represents a symbolic case. Unlike other
destabilization initiatives, in this case the campaign did not achieve the desired results, given the unified
position of the European Union. However, having to face the firm European reaction, which included
sanctions and military supplies to Ukraine, the Russian narrative quickly adapted. It started to highlight
the consequences of the war for the West, raising socio-economic concerns. Central issues include
Europe's dependence on Russian gas and the food crisis, with the aim of spreading discontent in the
European public and creating divisions between government institutions and the citizenry.[110]

These narratives are not isolated but are part of a long-term strategy aimed at destabilizing the
Western socio-political order. However, foreign disinformation campaigns exploit pre-existing frictions,
such as ideological divisions, economic tensions and cultural conflicts, aggravating them through anti-
globalist, anti-liberal, anti-elite and anti-immigration rhetoric, themes that easily take root among populist
forces, conservative groups and Euro-sceptics. Over 17,000 cases of pro-Kremlin disinformation
documented by the EU vs Disinfo[111] database demonstrate how these campaigns are a pervasive
phenomenon, which daily undermines the integrity of Western democratic systems. As Giusti points out,
"disinformation in international relations takes root where divisions, tensions, polarizations and hidden
conflicts already exist. The manipulation of information does not create these fractures, but certainly
exploits and aggravates them".[112] In other words, foreign disinformation campaigns are not the source
of problems, but amplify pre-existing discomforts, taking advantage of the vulnerability that a polarizing
society creates.

Strategies against disinformation campaigns hold a paradox: if not managed with extreme caution,
such strategies can in turn become tools of manipulation, aimed to undermine trust in democratic
institutions. In the complex dynamics of the global information ecosystem, in which authoritarian regimes
operate with fewer constraints than democratic systems, a disproportionate or poorly calibrated response
by the European Union could effectively contain foreign interference on one hand, but on the other hand
it could provide material to reinforce narratives aimed at manipulating public opinion, fostering a growing
distrust towards the institutions themselves. These narratives could, for example, exploit the perception
of an alleged "attack against freedom of speech" to suggest that the institutions themselves act in a
repressive or anti-democratic manner. In this way, the effort to protect democratic systems could
paradoxically lead against democracy itself, undermining its foundations and making it vulnerable to the
very forces it intends to fight.

How can we, then, effectively fight disinformation in the post-truth era, when the search for objective
truth has been replaced by the need to affirm one's own beliefs? This question does not have a single
answer, but requires a systemic and coordinated approach. It is essential to involve all the implicated parts:
national and supranational institutions, private platform operators, traditional media and citizens
themselves. Only a collective action, oriented towards transparency and the protection of fundamental
democratic principles, will be able to stop the progress of disinformation and safeguard the solidity and
cohesion of democratic systems.

Ml Funded by
LWL the European Union 26



Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

3 EFFECTIVENESS OF EU RESPONSES TO TACKLE DISINFORMATION - Pascaline
Gaborit — with contributions from Joen Martinsen & Vishnu Rao

Prompted by the lack of regulations in other Western democracies, the European Union (EU) and its
member states have been actively developing policies and initiatives to tackle disinformation. These
efforts focus on safeguarding democratic processes, protecting citizens, and promoting media
literacy.[113] These policies and initiatives reflect the EU's commitment to addressing the multifaceted
challenge of disinformation and protecting democratic values in the digital age. They differ from other
laws on disinformation, such as those adopted in Malaysia or Singapore, as they do not involve preventive
or reactive censorship except in cases of "incitement to hate or crime".[114] These initiatives are
strengthened by the approval of regulations on disinformation in most EU member states, which
complement the EU regulatory framework. It's important to note that the EU's regulatory approach has
also enabled closer cooperation among member states in cybersecurity and joint efforts to counter
disinformation. We observe an ongoing struggle between EU institutions and major internet platforms to
find the best approach to tackle disinformation. Although all platforms submit yearly plans, the debate
between regulation and self-regulation continues, with further developments expected in the coming
years.

The EU has employed a comprehensive strategy that includes developing guidelines and
recommendations for its member states, as well as implementing its own regulations and initiatives to
curb the spread of false or misleading information. This multifaceted approach reflects the EU's
commitment to addressing disinformation on multiple fronts. In this review, we will examine the EU's
various efforts and initiatives, assess some criticisms, and evaluate the effectiveness of these measures in
countering the pervasive threat of disinformation across the digital landscape.

3.1 THE MAIN RESPONSES: THE ACTION PLAN AGAINST DISINFORMATION, THE
DIGITAL SERVICES ACT AND THE Al ACT

In 2018, the EU Commission created a High-Level Expert Group on Fake News and Online Disinformation,
which outlined five key areas to tackle disinformation: (i) enhancing transparency within the digital
information ecosystem, (ii) promoting media and information literacy, (iii) developing tools to empower
users and journalists while encouraging positive engagement, (iv) ensuring the diversity and sustainability
of the European news media landscape, and (v) conducting ongoing research on the effects of
disinformation in Europe[115]. The report also highlights the importance of fact-checking, advocating for
increased visibility of fact-checking organizations to reach a broader audience.[116]

In December 2018, the European Commission published an Action Plan Against Disinformation,
outlining measures to strengthen the EU's capabilities to counter disinformation campaigns.[117] The plan
includes initiatives to improve detection, analysis, and response to disinformation, enhance coordination
among EU institutions and member states, and promote media literacy and critical thinking.
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The European Democracy Action Plan, adopted in December 2020, aims to safeguard the integrity
of elections and democratic processes in the EU. It encompasses measures to combat disinformation,
enhance transparency in political advertising, bolster quality journalism, and foster media literacy.[118]
The Digital Services Act (DSA) was also proposed by the European Commission to update and harmonize
rules for digital services in the EU[119]. It includes provisions to tackle illegal content, including
disinformation, by imposing obligations on online platforms to take measures to prevent the
dissemination of harmful content while respecting fundamental rights. With the digital Service Act, the
EU transfers the responsibility and accountability of the moderation to the online platforms.

The EU takes a preventive approach by promoting media literacy initiatives to equip citizens with
skills for critical information assessment and disinformation recognition. It funds projects that boost media
literacy and support quality journalism. In 2019, the EU launched a Rapid Alert System to facilitate
information sharing among member states about disinformation campaigns targeting EU elections and
other crucial events. This system allows for swift detection and response to disinformation threats.
Additionally, the European Digital Media Observatory (EDMO), established in June 2020, serves as a
network of fact-checkers, researchers, and academics across Europe dedicated to combating
disinformation. EDMO supports fact-checking efforts, research disinformation trends, and provides
analysis to policymakers and the public. Finally, the Al Act is the first-ever legal framework on Al, which
addresses the risks of Al and positions Europe to play a more visible role globally.[120]

The Al Act aims to provide Al developers and deployers with clear requirements and obligations
regarding specific uses of Al. At the same time, the regulation seeks to reduce administrative and financial
burdens for business, in particular small and medium-sized enterprises (SMEs).

The Al Act is part of a wider package of policy measures to support the development of
trustworthy Al, while possible misuses have been identified by experts in the recent years.[121] The Al Act
ensures that Europeans can trust what Al has to offer. The risks of Al have indeed been identified as critical
by most of the governments, but the EU is the first actor to regulate on the matter. Interestingly, the EU
Al Act proposes a model based on a pyramid, identifying the level of risks.[122]

Limited risk in Al usage relates to transparency concerns. The Al Act introduces transparency
obligations to foster trust by ensuring humans are informed when necessary. For example, when
interacting with Al systems like chatbots, people should know they're communicating with a machine,
allowing them to make informed decisions about continuing the interaction. Providers must also make Al-
generated content identifiable. Moreover, Al-generated text intended to inform the public on matters of
public interest must be labeled as such. This requirement extends to deep fake audio and video content.
Importantly, some Al uses with unacceptable risks will be banned. These include real-time biometric
identification by law enforcement in public spaces, with some clearly defined exceptions. Other
prohibitions encompass untargeted scraping of facial images to create or expand facial recognition
databases, emotion recognition in workplaces and educational institutions (with exceptions for safety and
medical reasons), limited biometric categorization based on specific beliefs or characteristics, and a
targeted ban on individual predictive policing.

The EU institutions are currently discussing this text. Notably, disinformation and malicious
intentions are not the main focus of the risk assessment. Instead, it aims to create a framework for future
uses and automation. The Al Act is expected to provide a safe framework for the responsible use of Al.
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However, it's anticipated that loopholes will be exploited, and the Act cannot entirely prevent malicious
uses.

3.2 COLLABORATION WITH THE PLATFORMS

To achieve their objective of increasing regulation of online misinformation and disinformation, efforts
have been made to collaborate directly with online platforms. This collaborative approach, referred to as
"co-regulation" and "self-regulation," was significantly advanced through initiatives like the 2016 EU Code
of Conduct (COP) on Countering lllegal Hate Speech Online. This code was developed in partnership with
major companies such as Facebook, Microsoft, Twitter, and YouTube.[123]

Introduced in late 2018 as a twelve-month trial, the COP is a cornerstone of the European
Commission's strategy to combat disinformation.[124] It emphasizes commitments from online platforms
and advertisers to enhance transparency in political advertising, including the labelling of paid content
and disclosure of sponsors. Additionally, the Code targets the business models that facilitate
disinformation, urging platforms to demonetize accounts and websites that propagate false information
and to limit ad revenue for producers of fake news.[125]

To improve accountability, platforms are required to equip users with tools for identifying the
sources of information, collaborate with fact-checkers, and prioritize credible content, especially during
crises. The Code also tackles the issue of automated accounts by mandating that platforms detect and
label bots, while implementing stricter measures to shut down fake accounts. Furthermore, platforms are
obligated to regularly report their efforts to combat disinformation through annual self-assessments and
specific crisis reports, particularly during elections.

Collaboration with independent researchers and civil society is encouraged to enhance
understanding of disinformation trends, with the Code aligning with global standards. [126] This initiative
marks a significant step for the EU in promoting media pluralism and safeguarding diverse opinions.[127]
By allowing platforms to self-regulate, the need for direct government intervention may be reduced,
thereby fostering a safer online environment without the complications of legal repercussions. Price and
Verhulst (2004) noted that platforms might be more inclined to self-regulate when faced with the threat
of legal regulation or societal demands for greater accountability.[128] Thus, platforms may prefer self-
regulation as a means to evade stricter legal controls or as a strategy to be perceived as responsible actors
responding to user expectations.

The Digital Service Act requires large platforms to conduct risk assessments and imposes penalties
for non-compliance.[129] However, the reporting of the risk assessment remains an open question.

3.3  LIMITATIONS

3.3.1 LIMITATIONS OF THE FACT CHECKING

Hoes et al. (2024) present a critical view of the recent rise in fact-checking organizations, noting that while
fact-checking can correct misconceptions, it has also heightened overall scepticism toward media and

Ml Funded by
LWL the European Union 2



Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

information.[130] Their findings suggest that although fact-checking plays a key role, it may contribute to
distrust if overemphasized. Conversely, media literacy interventions tend to increase awareness of media
biases without diminishing trust, potentially offsetting the scepticism fuelled by extensive fact-
checking.[131] They argue that excessive focus on fact-checking may do more harm than good, as most
people rarely encounter fake news, and overemphasis on it can lead to greater distrust.[132] This indicates
a potential limitation in the EU's push for broader engagement in fact-checking efforts.

3.3.2 LIMITATIONS OF SELF-REGULATION

The EU has self-reported how the Code of Conduct has been implemented and how the platforms has
complied with the regulatory framework. They found that notable progress has been made, particularly
in the removal of fake accounts and in reducing the visibility of websites that spread disinformation.[133]
However, the Code has also been reported to have some short-comings and faced criticism both for the
implementation and for its design. Self-regulatory measures have struggled to adequately address the
issues of transparency and integrity in political advertising, and enforcement has been inconsistent across
the digital landscape.[134] Consequently, the effectiveness of self-regulation in ensuring openness and
accountability in political advertising practices remains limited.[135] Facebook, in particular, has faced
significant challenges in meeting transparency requirements for political ads, further highlighting the
shortcomings of the EU’s efforts to rely on platform self-regulation.[136]

During the Covid-19 pandemic, there was a significant influx of disinformation, prompting the
release of a report titled Covid check, which evaluated the performance of the Code of Conduct during
this time and identified several shortcomings in both its implementation and scope.[137] The report found
that the framework lacked standardization in the reporting of online disinformation, resulting in
considerable variability in the structure and content of reports submitted by signatories. This inconsistency
hindered effective analysis and comparison, leading Culloty et al. to advocate for greater standardization
in reporting practices.[138] Additionally, the report highlighted notable inconsistencies in the application
of disinformation measures across different countries, raising concerns about the reliability of the
reported metrics.

Furthermore, Kuczerawy points to other limitations with the Code and criticizes the
implementation of it for lacking essential safeguards to adequately protect freedom of expression.[139]
As the Code has a declaration on being "mindful of the fundamental right to freedom of expression and
to an open Internet..." and that this won't replace existing legal framework such as the EU Charter of
Fundamental Rights and the European Convention on Human Rights, Kuczerawy still argues that this code
will still affect the exercise of the right to freedom of expression and access to information online.[140]
The article argues that safeguarding this right requires the introduction of procedural measures to
enhance fairness, ensure proportionality, and incorporate elements of due process into the Code. In his
argument, Kuczerawy outlines four potential safeguards that should be further developed: (1) notifying
content providers, (2) allowing for counter-notifications, (3) establishing appeal mechanisms, and (4)
improving the monitoring of the Code's implementation.[141]

However, early assessments of the DSA have pointed out some potential limitations. For instance,
Griffin argues that developing and updating codes of conduct is complex and resource intensive. The
negotiation process for the updated Code of Practice on Disinformation took over a year, partly due to the
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impact of the Ukraine war, which strained the capacity of both policymakers and platform staff in their
anti-disinformation efforts.[142] Additionally, EU regulators may lack the capacity to oversee multiple
codes simultaneously, potentially leading to inadequacies in the enforcement and oversight of the
DSA.[143]

To sum up, since 2018, there have been concerted efforts to combat the spread of disinformation
across online platforms. The Digital Services Act, along with its predecessor, the 2018 Code of Practice,
marked a significant shift in the approach to content moderation. These initiatives placed the focus of
information oversight under the responsibility of online platforms, fundamentally altering the landscape
of digital content management. Concurrently, the Al Act emerged as a regulatory framework aimed at
governing the use of artificial intelligence technologies. While not explicitly tailored to address
disinformation, this legislation nonetheless has potential implications for how Al might be leveraged in the
creation or dissemination of false information.

The 2018 Code of Practice on Disinformation, in particular, was envisioned as a potent instrument in
the fight against misinformation. However, despite its ambitious goals, it has fallen short of expectations
in curbing the proliferation of disinformation across European nations. This shortcoming can be largely
attributed to two key factors: its reliance on self-regulation by the platforms themselves, and its tendency
towards reactive rather than proactive measures. The self-regulatory nature of the code means that
platforms are essentially policing themselves, which can lead to inconsistent enforcement and potential
conflicts of interest. Additionally, the reactive approach often results in addressing disinformation after it
has already gained traction, rather than preventing its spread in the first place. The responses are at an
early stage.

4 EXPLORING DISINFORMATION THREADS: “FRENCH FARMERS AGAINST
UKRAINIAN FARMERS” AND “NO MORE WIND POWER IN FRANCE” - Georgi
Gotev

The subsequent two chapters of the Working paper undertake a detailed examination of four
disinformation case studies, aiming to operationalize and assess the analytical framework outlined in
Chapter II. This framework applies key dimensions—context, content, information sources and following
the thread, credibility, target audience and engagement metrics, and impact—to systematically analyse
the selected cases. The processes of fact-checking and disinformation identification are crucial in the
broader strategy to mitigate and curb the dissemination of misinformation, propaganda, and other
manipulative tactics. However, revealing the multifaceted nature of disinformation operations is essential
to developing the most effective countermeasures and tools.
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4.1  “FRENCH FARMERS AGAINST UKRAINIAN FARMERS”

4.1.1 CONTEXT

The context is the war in Ukraine following the Russian full-time invasion, the relative lack of success of
this aggression, and Moscow’s attempts to create a negative image of Ukraine in the West with the aim to
discourage Western capitals from helping Ukraine to defend itself and push back the aggressor. One of the
big topics the Russian propaganda has identified is the protests of farmers across the EU. These protests
are traditional at this time of the year (winter and spring); however, the Kremlin propaganda conveys the
message that the protests are mainly due to the imports of cheap Ukrainian cereals. It is worth to
underline that Russia intensively exploits agricultural issues in its disinformation campaigns after the
introduction of EU sanctions in 2014 as a reaction to the occupation of Crimea and interference into
Eastern Ukraine. Russia claimed that sanctions weaken the agricultural sector and impacts the economic
and social situation of farmers in the West, while for Russia sanctions promote new opportunities to
restructure the sector and adapt it to the needs of its population.

4.1.2 CONTENT

The political agenda of this piece of disinformation is clear: to instigate anti-Ukrainian sentiments at a time
when Western countries need to make decisions to support Ukraine further in its resistance against the
Russian aggression.

The obvious signature of this piece of disinformation is Kremlin propaganda. Disinformation is
weaponised in the hybrid war of Putin’s Russia against the West and the troll farms in Russia do not shy
from producing falsifications, as long as they could strike a chord with Western audiences.

4.1.3 INFORMATION SOURCES AND FOLLOWING THE THREAD

The primary source of the information appearing on social media pretends to be a reputable media,
Euronews. The clip posted, bearing the Euronews logo, shows farmers throwing manure at a building, with
a text suggesting that this is the Embassy of Ukraine in Paris, on 11 February 2024. Factcheckers have
found that such a video indeed exists, but the original by @LucAuffret shows farmers throwing manure at
the regional council building on Boulevard de la Trémouille, city of Dijon, on 15 December 2023. The
original video of course has no Euronews label.

In what appears to be an effort to gain credibility, the manipulated clip shows a copy of a letter of
the Embassy of Ukraine in France, dated 7 February 2024, in which the ambassador V. Omelchenko
expresses regret that “the French farmers, confronted with economic difficulties, had turned against the
government of France and the people of Ukraine”.

Further, a French syndicalist is shown in what is presented as a reaction to the letter. Arnaud
Rousseau, President of the Fédération nationale des syndicats d'exploitants agricoles, a French umbrella
organisation charged with the national representation of 20,000 local agricultural unions and 22 regional
federations, is presented as saying “l advise the Embassy of Ukraine to take care of Ukraine. | would not
advise anything to people at whose expense | have been living for two years. Ukraine has no right to ask
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or demand anything from the French”. The text appears as subtitles while the voice of Rousseau is not
audible (music is played instead).

We identified the original video in which Rousseau appears in the clip which is clearly
manipulated. In a 20-minute-long interview for the reputed media RMC Rousseau makes no mention of
Ukraine and certainly didn’t pronounce the words attributed to him.

The interview with Rousseau too comes with the Euronews label. A spokesperson for Euronews

told factcheckers: “We confirm that the video you mention is a fake, it has nothing to do with Euronews."
He added that it imitates Euronews’ journalistic style, graphics and format in a sophisticated way.
The reactions on social media indicate that users took the disinformation for reality. Some blamed the
French media where this information didn’t appear. @UniqueMongolia who posted the clip responded, “I
think they will silence it”. Some of the reactions are clearly hate speech against Ukraine, such as
@StingerDeyan who posted “Down with Ukrainia”.

Apparently from all X users who commented only @AlexAlicus identified the post and the clip as
Russian propaganda. Up to date (26 April 2024) the X platform hasn’t removed the fake video.

All in all, this malicious disinformation is an example of imposter content — an image or video that mimics
an organisation such as a news outlet to push forward a narrative. This type of imposter content is also
known as Doppelganger.

4.1.4 CREDIBILITY

Credibility is built by falsifying a video to make it represent something that never happened (French
farmers didn’t throw manure at the Ukrainian embassy in Paris), by labelling it to suggest it originated
from a reputable media such as Euronews (it didn’t), and by putting words in the mouth of a credible
stakeholder, such as a French syndicalist, which he didn’t pronounce. All in all, this represents a
considerable amount of work which requires technical skills. It is not, certainly, the work of an amateur.

4.1.5 TARGET AUDIENCE AND ENGAGEMENT METRICS

The target audience appears to be Westerners who are vulnerable to the message that the war in Ukraine
costs too much to them as taxpayers and that Ukraine should not join the EU, because it would flood the
internal market with its cheap products.

4.1.6 IMPACT

The malicious impact appears to be successful, judging by the comments of users of the X platform, which
didn’t notice the falsifications. Such posts aim at influencing the public opinion and the political parties
who are opposed to helping Ukraine and say that the EU and its member states have plenty of internal
problems which should be the priority, so the scarce resources should not be spent elsewhere. There are
already member states which officially take this view (Hungary, Slovakia) and the presumed aim of the
disinformation is to add more to the list.
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Since the EU and its member states have become more vigilant as to fake news making their way
into official media, the authors of the disinformation create video clips or articles which pretend to
originate from reputed media, and disseminate them via social media, which are less regarding.

4.2 “NO MORE WIND POWER IN FRANCE”

4.2.1 CONTEXT

The context is the hostility of influential circles in Bulgaria against the EU climate policies, the EU Green
Deal, against renewable energy in general and wind power in particular. The same circles control media
outlets which also circulate pro-Russia and anti-Ukraine messages.

Energy in Bulgaria is a divisive topic with strong lobbies, including the coal and mining lobby, which
finds synergies with political parties with an openly pro-Russian agenda such as Vazrazhdane and the
Bulgarian Socialist Party (BSP), who are also increasingly critical of the EU and its climate change policies.
Russia’s interest is to preserve a status quo in which Bulgaria was 100% dependent on Russian gas as well
as 100% dependent of Russia nuclear fuel supplies for its Kozlodui nuclear power central. This status quo
however has been shattered since Russia invaded Ukraine in February 2022 and today Bulgaria no longer
imports gas from Gazprom and will receive supplies for its nuclear plant from Westinghouse. Russia has
over the years cultivated its own lobbies in the Bulgarian society very vocal on official media.

4.2.2 CONTENT

The core message of the disinformation is that France, a well-developed Western country, has at last
admitted that wind turbines are too noisy, and has taken the decision to put an end to this industry. This
of course is not true; a French authority has only decided to change the protocols for measuring the noise
of wind turbines. The motives for the dissemination of the fake news are clear: Bulgaria too should stop
developing wind energy. The ideological bias is not only in favour of traditional sources of energy, such as
coal, but also against the EU Green Deal, more in general against EU policies, and even more broadly — to
suit the Kremlin agenda.

4.2.3 INFORMATION SOURCES AND FOLLOWING THE THREAD

Saprotivata.bg website (saprotiva means resistance) — presents itself as “representing 60% of the
Bulgarians”, but doesn’t provide information about its ownership, editor, editorial team or address. It only
indicates an email address and a mobile phone number for contact. The article “No more wind power in
France” is signed “Rada Gospozhina”, a pen name. However, this has not prevented the spread of the
publication across a large number of Facebook groups with a combined audience of over half a million
users. The post was also shared on the X social network, with tweets also talking about banning wind
turbines in France.
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Many of the websites in Bulgaria are opaque as to their ownership, editorial team and business
model. Most of the readers don’t question the credibility of the source if it is posted on Facebook. Also,
most of the readers don’t read the article, and many react only after having read its title.

For a professional journalist, the publication has many signs that it lacks credibility. The website is
not known, the author obviously wants to remain anonymous, the article is poorly written and the author
either hasn’t understood the original French publication, or (more probably) has on purpose changed its
meaning. In fact, the French authorities have decided to change the protocols for measuring the noise of
wind turbines. In the interpretation by Saprotiva and ‘Rada Gospozhina’, the decision is to put an end to
wind energy in France.

It is a recurrent trick for authors of fake news in Bulgaria to present an article from a Western
media by completely misinterpreting it, and by fabricating a title that sparks emotions on social media.
The reliable website Factcheck.bg published a detailed article about this fake news in particular and also
about the networks for spreading misinformation about green energy in Bulgaria. This check showed that
the "Man-Nature-Life" association is connected with individuals and organisations around the "Historical
Park" (a nationalist group with pro-Russian sympathies and a Facebook group with 153,000 followers) and
around the "Free and Peaceful Bulgaria" Facebook group with its 30,000 followers. They are all part of a
network for the coordinated distribution of anti-European content, anti-green energy disinformation and
the promotion of anti-aid messages against Ukraine.

The path of publications claiming that France has banned wind turbines follows exactly this
distribution model. It was shared, for example, by the profile of Sarnela Vodenicharova, who is part of the
initiative committee of the "Free and Peaceful Bulgaria" initiative, by the "Free and Peaceful Bulgaria"
Facebook group itself, by the "Narodna Media" group associated with it, and by the "Bulgaria" Facebook
page" with its almost 180,000 followers, which is among the administrators of "Free and Peaceful
Bulgaria". These posts also receive additional shares from other individual profiles, through which they
reach several more groups.

There are also shares of the post in groups related to "Historical Park", including "Beautiful
Vetrino" and "Beautiful Silistra". A link to the publication was also shared on the X profile of the founder
of "Historical Park" Ivelin Mihailow.

4.2.4 CREDIBILITY

The author has quoted French institutions, which at first sight sounds credible, but the real meaning of
the original sources has been completely falsified. Fact-checkers in Bulgaria have identified many examples
of this type of manipulation — false translation of a text from a reputed Western website.

4.2.5 TARGET AUDIENCE AND ENGAGEMENT METRICS

The target of this fake news is clearly the nationalist and Eurosceptic audience in Bulgaria which translates
into several political forces, of which some are represented in the Bulgarian and in the European
Parliament. Foreign interference cannot be directly identified, but the fake news plays in the hands of the
Kremlin both for feeding anti-EU sentiments and for giving priority to fossil fuels.
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The fake news “No more wind power in France” was spread across a large number of Facebook
groups with a combined audience of over half a million users. The post was also shared on the X social
network, with tweets also talking about banning wind turbines in France.

It can be safely assumed that the vast majority of the readers of the articles of the obscure website
Saprotivata come from social media, mostly Facebook which is the number one social media in Bulgaria.
Despite media publications about this particular fake news, Facebook has not removed the article from
the platform.

4.2.6 IMPACT

The malicious impact appears to be overall successful, judging by comments by Facebook users, despite
that some have realised the manipulation. With Bulgaria in a political crisis with successive elections
unable to elect a viable government, such publications over time increase the weight of anti-EU and anti-
green policies forces.

5 EXPLORING DISINFORMATION THREADS: “UKRAINE IS A COLONY OF THE
WEST” AND “UKRAINIAN REFUGEES” - Alona Hryshko

5.1  “UKRAINE IS A COLONY OF THE WEST”

5.1.1 CONTEXT

Before February 22, 2022, Russian narratives regarding Ukraine's relationship with the West were shaped
by historical tensions between Russia and Western powers over institutional enlargement policies and
individual countries' foreign and security decisions. Russia's negative attitudes were particularly evident
during the Euromaidan in 2014, following Ukraine's decisive move to join the EU and NATO. At that time,
Russia's criticism focused on the US and the EU, accusing the West of colonizing Ukraine. This context also
included Russia's perception of its sphere of influence in the post-Soviet space and its opposition to the
eastward expansion of the EU and NATO. Russia has attempted to hinder the consolidation of Ukrainian
society and its rapprochement with the EU and NATO.

5.1.2 CONTENT

1) “Pawn of the West”
The idea that Ukraine is only a tool or pawn used by Western powers, especially the US and its allies, is a
recurrent motif. According to this narrative, Ukraine's allegiance to the West—including its goals of joining
the EU and NATO—was forced or manipulated by outside forces rather than being a sovereign choice.

2) The West is to blame for stirring up Russia
The material usually implies that Western initiatives, including NATO expansion and military assistance to
Ukraine, are calculated provocations directed towards Russia. This narrative presents Russia's engagement
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in Ukraine as a defensive reaction to perceived threats that were manufactured by the West, so absolving
it of accountability for its actions.

3) Geopolitical interests
It is implied that certain Western nations, especially the US, have geopolitical interests in the “crisis” in
Ukraine. This contains allusions to military-industrial complexes, energy concerns, and more general
tactics meant to limit or weaken Russia's power in the area.

4) Discrediting Western leadership
Another part of the Narrative involves casting Western institutions and leaders in a negative light by
depicting them as careless or malicious individuals looking to prolong hostilities for personal benefit.
Allegations of deception, hypocrisy, and disdain for the welfare of the Ukrainian people are included in
this.

5.1.3 INFORMATION SOURCES AND FOLLOWING THE THREAD

Before February 22, Russian narratives often relied on state-controlled media outlets such as RT (formerly
Russia Today) and Sputnik, which have been criticized for their pro-Kremlin bias. After February 22, Russian
and pro-Kremlins sources worldwide continued to disseminate narratives portraying Ukraine as a pawn of
the West, while also utilizing social media platforms (e.g., Telegram, VKontakte, Facebook-Meta, TikTok,
YouTube, and Twitter) and online forums to amplify these messages and target specific audiences, both
domestically and internationally. These messengers have become a medium for the exchange of
information between their users and have also provided a platform for the media and journalists to
continue their work without censorship. Offering both encrypted and unencrypted chat features, they
have continued to grow in popularity since the start of Russia's war against Ukraine, and have become a
source of propaganda, disinformation, the spread of deepfakes, and more.

The amplification of information was taking place through following threads.

TEXT (PART OF RUSSIAN MFA LAVROV’S SPEECH)

RUSSIAN ENGLISH

«KAK MNMPU TUTAEPE, MPOTNB POCCUN “LIKE UNDER HITLER, 54 COUNTRIES UNITED
OBBbEANHUINCDL 54 CTPAHbI» — JTABPOB AGAINST RUSSIA” - LAVROV

COBPEMEHHbIE 3AMAZHbIE MOJIUTUKM MAYT MO
CTOMAM TUTNEPA Y HAMOEOHA, U YXKE
OBbEANHWIIN 54 TOCYIAPCTBA [/151 BOMHbI
MPOTUB POCCUW. OB 3TOM 3AABU MUHUCTP
WHOCTPAHHbIX [E/1 YKPAVHbI CEPTEV JIABPOB.

«YKPAUHCKMI KPU3NC, MO BOJIbLLOMY CHETY,
ABNAETCA UCMbITAHUEM A19 ®OPMUPYIOLLIETOCA
MWPOMNOPAAKA. UCTIbITAHUEM A1 MUPOBOIO
BO/IbLLUMHCTBA, KOTOPOE BCE BOJIbLLE OCO3HAET
BECMNEPCMNEKTMBHOCTb MNOJIATATbCA
NCRIHOYUTE/IBHO HA TE MEXAHWU3MbI
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MODERN WESTERN POLITICIANS ARE FOLLOWING IN
THE FOOTSTEPS OF HITLER AND NAPOLEON, AND
HAVE ALREADY UNITED 54 STATES FOR THE WAR

AGAINST RUSSIA. THIS WAS STATED BY THE MINISTER

OF FOREIGN AFFAIRS OF UKRAINE SERGEI LAVROV.

“THE UKRAINIAN CRISIS, BY AND LARGE, IS A TEST
FOR THE EMERGING WORLD ORDER. A TEST FOR THE
WORLD MAJORITY, WHICH IS INCREASINGLY
REALIZING THE FUTILITY OF RELYING EXCLUSIVELY ON
THOSE MECHANISMS OF INTERNATIONAL LIFE THAT
WERE CREATED BY THE COLLECTIVE WEST. AND
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MEXAYHAPOHOW ¥M3HW, KOTOPBIE BEbl/IN
CO3JAHbI KONINEKTUBHbBIM 3AMAAOM. U
KOTOPbIE 3TUM XE KOJIJIEKTUBHbIM 3AMNALOM

3KCMNYATUPYHOTCA HELLAAHO. C EAMHCTBEHHOM

LENbIO — MPOAO/TKATb HEOKO/IOHNAJIbHOE
OTPABJIEHUE, N }UTb 3A YYXKOM CYET», — CKA3A/
JIABPOB.

OH NOAYEPKHY/I, YTO BALLUMHITOH MbITAETCA
ONATb HATPABUTb OBbEANHEHHYIO EBPONY AN14
HANALEHWA HA POCCUIO.

«CLUA W OPYTUE 3AMAOHbLIE CTPAHbI OTKPOBEHHO
PACCKA3bIBAIOT 1 OMWUCBIBAKOT TO, YTO BUAAT B
YKPAUHE. OHW EE PACCMATPUBAIOT KAK OZINH U3
WHCTPYMEHTOB CAEPXMBAHMA POCCUN, B
KAYECTBE OBOPOHMUTE/IbHOTO BAJIA NEPE/,
POCCUEN. MEHTAJINTET TAKOW: BCE, YTO CBA3AHO
C YKPAMHOW, HEOBXOAMMO WUCMOb30BATb /14
HAHECEHWA CTPATETMYECKOIO NOPAXKEHNA
POCCUW. TAK Bbl/I0 M BO BPEMA
HAMOJIEOHOBCKMX BOWH, 1 BO BPEMS BTOPOW
MMPOBOW BOMHbI, KOFAA TUT/IEP MPAKTUYECKM
BCE EBPOMEMCKME CTPAHbI NOAYMHWM CBOEN
LLENW HAMAZEHMA HA COBETCKMIA COO3. U Bbl
3HAETE, YEM 3TO KOHYM/IOCb. A CEFOHA
MEHTA/IMTET OCTA/ICA TEM KE CAMbIM. CLLA
OBbEAMHWUNN BCEFO 54 CTPAHbI B JIATEPb,
KOTOPbI HAKAYUBAET YKPAUHbI OPYKUEM,
MOCTABJIAET BOEHHbIX CMELINA/INCTOB,
SKCMEPTOB. MOMOTAIOT HABOAMUTb HA LLEENN. U
BCE 3TO JIEJIAETCA TO/IbKO 414 TOT0, YTOBbI
POCCUA HE MOBEANAY, — AOBABU MUHUCTP.

g Al4Debunk

RUSSIAN ENGLISH

WHICH ARE MERCILESSLY EXPLOITED BY THE SAME
COLLECTIVE WEST. FOR THE SOLE PURPOSE OF
CONTINUING THE NEO-COLONIAL ROBBERY AND
LIVING AT THE EXPENSE OF OTHERS,” LAVROV SAID.

HE EMPHASIZED THAT WASHINGTON IS AGAIN
TRYING TO INCITE A UNITED EUROPE TO ATTACK
RUSSIA.

“THE USA AND OTHER WESTERN COUNTRIES OPENLY
TALK AND DESCRIBE WHAT THEY SEE IN UKRAINE.
THEY VIEW IT AS ONE OF THE TOOLS TO CONTAIN

RUSSIA, AS A DEFENSIVE RAMPART IN FRONT OF
RUSSIA. THE MENTALITY IS THIS: EVERYTHING
CONNECTED WITH UKRAINE MUST BE USED TO
INFLICT A STRATEGIC DEFEAT ON RUSSIA. THIS WAS
THE CASE DURING THE NAPOLEONIC WARS AND
DURING THE SECOND WORLD WAR, WHEN HITLER
SUBORDINATED ALMOST ALL EUROPEAN COUNTRIES
TO HIS GOAL OF ATTACKING THE SOVIET UNION. AND
YOU KNOW HOW IT ENDED. BUT TODAY THE
MENTALITY REMAINS THE SAME. THE UNITED STATES
HAS UNITED ONLY 54 COUNTRIES INTO A CAMP THAT
PUMPS WEAPONS INTO UKRAINE AND SUPPLIES
MILITARY SPECIALISTS AND EXPERTS. HELP GUIDE
UKRAINE. AND ALL THIS IS BEING DONE ONLY TO
ENSURE THAT RUSSIA DOES NOT WIN,” THE
MINISTER ADDED.

SOURCES
ONLINE MEDIA

ORIGINAL (IN RUSSIAN)

IN ENGLISH

HA 3ANAAE NOHUMAILOT, YTO HAYAJICA

1.1 CPbIB "MPOEKTA YKPANHA"

30/01
/2024
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IN THE WEST, THEY UNDERSTAND THAT THE
“UKRAINE PROJECT” HAS BEGUN TO FAIL
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L HA 3ANAZIE NOHWMALOT, Y4TO CPbIB IN THE WEST, THEY UNDERSTAND THAT THE
' "MPOEKTA YKPAVHA" HAYA/ICH “UKRAINE PROJECT” HAS BEGUN TO FAIL
IN THE WEST THEY UNDERSTAND THAT THE
1.3 SATIAL VIKE NOHAT, STO HASANICA CPBIB | 1) UPTION OF THE “UKRAINE PROJECT” HAS
«TPOEKTA YKPAWHA
BEGUN
14 JIABPOB: HA 3AMNAJIE OCO3HA/IU, YTO LAVROV: THE WEST REALIZED THAT THE
‘ "CPbIB" "YKPAMHCKOIO “DISRUPTION” OF THE “UKRAINIAN PROJECT”
3ANA/ZL OCO3HAET "CPbIB" NMPOEKTA
15 YKPAVIHA, HO BOVITCA .. THE WEST IS AWARE OF THE “DISRUPTION”
AT GBS, T Y OF THE UKRAINE PROJECT, BUT IS AFRAID...
YKPAMHCKOTO MPOEKTA VKE ...
JIABPOB: HA 3ANIAZIE NOHUMAIOT, YTO
HAYA/ICA CPbIB WX
L6 JIABPOB: 3AMA/ MOHWMAET, YTO LAVROV: THE WEST UNDERSTANDS THAT
‘ HAYA/ICSA CPbIB «TPOEKTA ... THEIR DISRUPTION HAS BEGUN
NIABPOB: HA 3ANAZIE MOHWMALOT, YTO
CPbIB «MPOEKTA YKPAWUHA
. KOHELL "MPOEKTA YKPAMHA", IbBOBCKME | THE END OF THE "UKRAINE PROJECT", LVIV
' BOPLibI C "MAONAMM ... FIGHTERS AGAINST "IDOLS...
THE WEST HAS REALIZED THAT THE
3ANA/L OCO3HA/, YTO CPbIB “DISRUPTION” OF THE UKRAINIAN PROJECT
YKPAMHCKOTO NPOEKTA HAYA/CH ... HAS ALREADY...
18
3ANAZ NOHWUMAET, YTO «CPbIB» THE WEST UNDERSTANDS THAT THE
YKPAMHCKOTO NPOEKTA HAYA/ICH “DISRUPTION” OF THE UKRAINIAN PROJECT
HAS BEGUN

OFFICIAL WEBSITE OF RUSSIAN MINISTRY OF FOREIGN AFFAIRS

2
21 KPYTJZIOIO CTOJ1A» MO TEMATUKE ROUND TABLE" ON THE TOPIC OF RESOLVING
' YPEIYJIMPOBAHUA CUTYALIUA THE SITUATION
TELEGRAM
| ORIGINAL (IN RUSSIAN) IN ENGLISH |
:;TP:ZQT'M:/RI_::S:;:AAAI:?_I(SZ?I_ZI_; CPbIB THE WEST UNDERSTANDS THAT THE
I'IPOEKTAAA YKPAVHA H'A‘-IAIICFI HO DISRUPTION OF THE “UKRAINE PROJECT” HAS
« » o ! BEGUN, BUT THEY CAN’T STOP SUPPORTING IT
OCTAHOBUTbCA B CBOEU NOAOAEPXKE
YIE HEMOTYT THE WEST HAS ALREADY ALLOCATED MORE
3 31 SANIAL SA HEMOZHBIE [BA TOAA VIKE THAN $200 BILLION TO UKRAINE IN LESS THAN
BblAENNN YKPAUHE BOJIEE 200 TWO YEARS U
MWNNUAPLOOB AONNAPOB. ’
OTCTAMBAHUUN «®OPMY/1bl BNAAVMUPA
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3EJIEHCKOIO» HE OCTAB/IAET COMHEHMWI, | ZELENSKY” LEAVES NO DOUBT THAT THE
YTO 3ANA/Z CAM EE HAMMUCAN. WEST ITSELF WROTE IT.
170 REACTIONS IN TOTAL 170 REACTIONS IN TOTAL
10,9K VIEWS 10,9K VIEWS
10 COMMENTS 10 COMMENTS

3.2 HTTPS://TLGRM.RU/CHANNELS/@RUBEZHIZARUBEZH/6018
HTTPS://T.ME/TASS LIVE/5039

3.3 21 REACTIONS IN TOTAL
1,7K VIEWS

> HTTPS://WEB.TELEGRAM.ORG/K/#@TASS AGENCY

: 31,4K VIEWS

VKONTAKTE (RUSSIAN SOCIAL NETWORK)

HTTPS://VK.COM/WALL-24136539 8670334
4 |41 21K VIEWS

: 114 REACTIONS
7 SHARES
HTTPS://VK.COM/KRASNODARNEWSNET
19 VIEWS

4.2

X (EX-TWI)

HTTPS://TWITTER.COM/HD7PR5YZBN59013/STATUS/1752308322227626044

5 |o4 264 VIEWS
: 16 LIKES
5 SHARES
HTTPS://TWITTER.COM/ANEWS/STATUS/1752332138773438635
5.2
95 VIEWS
6 INTERNATIONAL MEDIA
6.1 RUSSIA SAYS WEST UNDERSTANDS 'UKRAINE PROJECT' HAS BEGUN
6.2 ANEWS
6.3 WEST STARTS TO REALIZE FAILURE OF 'UKRAINE PROJECT,' LAVROV SAYS
6.4 WEST STARTS TO UNDERSTAND THAT UKRAINE PROJECT 'FAILING'***
Frx PRO-RUSSIAN AFFILIATED SPUTNIK

5.1.4 CREDIBILITY

Assessing the credibility of the sources disseminating these narratives is essential. State-controlled media
outlets like RT and Sputnik, known for their pro-Kremlin bias, may lack objectivity and present a skewed
perspective of events. This bias raise doubts about the credibility of the information they provide.
However, users in social media spread news as well commenting the statement.
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5.1.5 TARGET AUDIENCE AND ENGAGEMENT METRICS

5.1.5.1 "PAWN OF THE WEST" NARRATIVE

The target audience for this message includes individuals within Russia and other pro-Russian
communities who are predisposed to distrust Western powers. It aims to reinforce the idea that Ukraine's
alignment with the West is not a genuine choice but a result of manipulation, appealing to nationalist
sentiments and historical narratives of Western interference.

5.1.5.2 BLAMING THE WEST FOR STIRRING UP RUSSIA

This narrative resonates with audiences who perceive Western actions, such as NATO expansion or military
support to Ukraine, as aggressive moves against Russia. It targets individuals sympathetic to Russian
perspectives on geopolitics and may seek to sow doubt about Western intentions, particularly among
those who are already sceptical of Western involvement in Eastern Europe.

5.1.5.3 GEOPOLITICAL INTERESTS

The implication of Western nations pursuing agendas to weaken Russia's power appeals to audiences
concerned about preserving Russian influence in the region. This narrative may resonate with nationalists,
anti-Western groups, and individuals who prioritize Russia's geopolitical interests over those of the West.

5.1.5.4 DISCREDITING WESTERN LEADERSHIP

This message is designed to undermine confidence in Western institutions and leaders, appealing to
individuals disillusioned with Western policies or sceptical of Western intentions. It may target audiences
critical of Western interventionism or those who perceive Western leaders as hypocritical or self-serving.
While the exploration of engagement metrics primarily focuses on social media platforms, it's essential to
acknowledge that disinformation campaigns can extend beyond these platforms to various mediums,
including messaging apps like Telegram, news websites, and social networks like VKontakte. Each platform
offers unique engagement metrics that provide insight into the reach and impact of the Rudisinfo content.
For instance:
o Telegram: The post garnered significant attention with 170 reactions and 10.9K views, indicating
a relatively high level of engagement.
e TASS Telegram Channel: While the post received fewer reactions (21) compared to Telegram, it
achieved a considerable number of views (1.7K), suggesting a significant reach.
e TASS Website: With 31.4K views on the TASS website, the post reached a substantial audience.
e VKontakte: The post on VKontakte generated 21K views, 114 reactions, and 7 shares, indicating
moderate engagement. Additionally, the post on another VKontakte page received 19 views,
suggesting lower reach or interest compared to the previous post.
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5.1.6 IMPACT

Disinformation campaigns aimed at portraying Ukraine as a pawn of the West or blaming the West for
stirring up Russia can shape public perception and influence policy-making. By framing Western actions as
“aggressive or manipulative”, these narratives may fuel anti-Western sentiment and hinder diplomatic
efforts to resolve conflicts. Geopolitical narratives that highlight Western agendas to weaken Russia's
power can exacerbate tensions and may contribute to a cycle of escalation from Russia’s side like “Russia
is forced to defence itself”.

Additional cases at the beginning of Russian full-scale invasion are presented in the Annex 1.

5.2 “UKRAINIAN REFUGEES”

5.2.1 CONTEXT

Two years after Russia's invasion, the repercussions on Ukraine's population have been profound, with
approximately one-fifth of the nation's 37 million citizens seeking refuge abroad. This mass exodus reflects
the severe impact of the conflict on civilians, compelling many to flee their homes in search of safety and
stability.

Of the 37 million citizens who call Ukraine home, an estimated 7.4 million individuals have sought
refuge elsewhere, either internally displaced within Ukraine or seeking asylum abroad. Among these
displaced individuals, a staggering 4 million have been granted refugee-like protection in various European
Union (EU) countries. This statistic underscores the scale of the humanitarian crisis sparked by the invasion
and the urgent need for international assistance and support.

The decision of over half of Ukraine's displaced population to seek refuge in EU countries reflects
both the proximity of these nations to Ukraine and the perceived opportunities for safety and assistance
within the EU.

The narratives exploit social tensions and fears surrounding immigration and refugees in Europe.
They tap into existing prejudices and stereotypes to paint Ukrainian refugees in a negative light. References
to historical events, such as Nazism and war, are used to evoke emotional responses and frame Ukrainian
refugees as potentially dangerous or undesirable.

The ongoing Russian war against Ukraine influences how Ukrainian refugees are perceived. The
narratives may serve political agendas by attempting to undermine support for Ukraine and manipulate
public opinion in favour of Russia.

The narratives overlook the humanitarian aspect of the refugee crisis, failing to acknowledge the
dire circumstances that force individuals from Ukraine to flee their homes and seek refuge elsewhere.
Claims about refugees being a burden on the economy or taking advantage of social services overlook the
potential contributions that refugees can make to their host countries and ignore the economic benefits
of diversity and inclusion.

Overall, the context in which these fake claims are presented is characterized by a combination of
social, cultural, historical, geopolitical, and economic factors.
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5.2.2 CONTENT

The main narratives were as follow:

1) “Ukrainian refugees are dangerous for Europe”.
This claim lacks sufficient evidence and context. While refugees may face challenges and discrimination in
some instances, it is misleading to generalize that Ukrainian refugees are universally dangerous for Europe.

2) “Europe is tired of refugees from Ukraine”
This claim oversimplifies complex societal attitudes towards refugees and lacks empirical evidence to
support it. It fails to consider the diverse responses and support mechanisms provided by different
European countries and communities.

3) “Governments care more about Ukrainian refugees than their own citizens”
This claim lacks evidence and ignores the reality of government policies and priorities. It oversimplifies
complex decision-making processes and fails to acknowledge the efforts made by governments to address
the needs of both refugees and citizens.

4) “Other migrants suffer because of refugees from Ukraine”
It fails to recognize the broader systemic factors that contribute to challenges faced by migrants and
refugees alike, such as immigration policies, economic disparities, and social integration issues.

5) “Real refugees from the war zone went to Russia”
This claim is misleading and lacks evidence. It ignores the fact that many Ukrainian refugees have sought
asylum in various countries, including those in Europe, due to the ongoing Russian war and humanitarian
crisis in Ukraine. At the same time, many Ukrainians were forcibly deported to Russia near the frontline or
on the temporarily occupied territories.

6) “Refugees are a burden on the economy”
This claim lacks empirical evidence and fails to consider the potential economic contributions of refugees,
such as labour participation and entrepreneurship. It overlooks studies that have shown the positive
economic impact of refugee resettlement programs.

7) “Refugees are used to blackmail European countries”
This claim lacks evidence and relies on conspiracy theories. It fails to provide concrete examples or data
to support the assertion that refugees are being used as a tool for blackmail.

8) “Refugees from Ukraine are actually economic migrants”
This claim ignores the reasons why individuals flee their countries, such as persecution, violence, and
Russian war against Ukraine. It oversimplifies the complex motives behind migration and fails to
acknowledge the humanitarian aspect of the refugee crisis.

9) “Refugees don’t want to look for a job and work”
It overlooks the challenges faced by refugees in accessing employment opportunities and ignores studies
that have shown their desire to contribute to the labour market.

5.2.3 INFORMATION SOURCES AND FOLLOWING THE THREAD

Russian narratives, often criticized for their pro-Kremlin bias, have increasingly relied on state-controlled
media outlets such as RT and Sputnik, especially after February 22. These sources, along with a network
of pro-Kremlin platforms, have actively spread disinformation about Ukrainian refugees, utilizing social

Funded by
the European Union 23



Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

media platforms like Telegram, VKontakte, Facebook, TikTok, YouTube and Twitter. Russian narratives have
also infiltrated support groups for Ukrainian refugees abroad, including Facebook and Telegram
communities like "SOS! Dopomoga ukraintsiam! Dopomozhemo razom!", "Ukrainian Canadians," and
Telegram channels such as "Infodopomoga. EU" and "Ukrainians in Germany" etc. They disseminated their
propaganda narratives in the comments of these groups' posts, posing as residents of Europe: "ukrainians

are lazy and want to live off social benefits without working"; "ukrainians are taking jobs from our (the
locals) people"; "why go if you don't know the language?"; "wealthy people left Ukraine in expensive cars,
and their behaviour shocks the reserved Europeans”. Notably, in European countries where a significant
number of Ukrainian asylum seekers reside, there has been a particularly concentrated effort to promote
these narratives within refugee support groups. The primary goal of this disinformation campaign is to
cultivate negative attitudes towards Ukrainians among EU citizens, reduce Western support for Ukraine,
and influence public and political sentiment in Europe.

Such narratives are spread via anonymous Telegram groups that play rhetoric supportive of the

Kremlin. The post cites an article from CNews, a French television network, and claims that illegal
immigrants from Africa are being housed in France by ejecting Ukrainian refugees onto the streets.
The French TV channel's story, according to analysts from the Center for Countering Disinformation, was
not about Ukrainians, but rather about an African migrant refuge housed in a school. The school building
used to be the actual home of Ukrainian refugees, but by the time African migrants moved in, the
Ukrainian refugees had already departed the shelter.

Therefore, Russian propagandists are attempting to fabricate the idea that the allies of Ukraine
are tired of the war and no longer want to help Ukrainians.

SOURCES
ONLINE MEDIA

ORIGINAL (IN RUSSIAN) IN ENGLISH
BO ®PAHUMN YKPAUHCKWX BEMEHLIEB | IN FRANCE, UKRAINIAN REFUGEES ARE

BbIFTOHAKOT HA YINLLY PAOWN HENETAJZIOB 13 | DRIVEN OUT ONTO THE STREETS FOR THE
ADPPUKN SAKE OF ILLEGAL IMMIGRANTS FROM AFRICA
4K VIEWS 4K VIEWS
125 LIKES 125 LIKES
10 COMMENTS 10 COMMENTS

TELEGRAM |
| ORIGINAL (IN RUSSIAN) IN ENGLISH |
BO ®PAHUMU YKPAUHCKWMX BEXEHLIEB | IN FRANCE, UKRAINIAN REFUGEES ARE

BbIFTOHAKOT HA YINLLY PAOWN HENETANOB U3 | DRIVEN OUT ONTO THE STREETS FOR THE
ADPUKU SAKE OF ILLEGAL IMMIGRANTS FROM AFRICA

1.1

26/09/2023

OPAHLIY3CKUE BJIACTU HAYA/IN BbICENATL | FRENCH AUTHORITIES BEGAN TO EVICT
2 M3 YBEXWMLW, YKPAMHCKMX BEXEHLIEB B | UKRAINIAN REFUGEES FROM THEIR SHELTERS
2.1 MONb3Y HEJETAJ/IbHbIX MWIPAHTOB W3 | IN FAVOR OF ILLEGAL MIGRANTS FROM
ADPUKN. AFRICA.

K TMPUMEPY, BEXEHUEB C VYKPAMUHbI | FOR EXAMPLE, REFUGEES FROM UKRAINE
BbICEIMIM U3 34AHMA  3AKPbITOM | WERE EVICTED FROM THE BUILDING OF A
HAYANIbHOM LLKO/bI 7-FO OKPYTA MAPUMKA | CLOSED PRIMARY SCHOOL IN THE 7TH
N MOCENNNN 25 HENTETAJIOB U3 TBUHEN. HA | ARRONDISSEMENT OF PARIS AND 25 ILLEGAL
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HUX KE

33,9 VIEWS
896 REACTIONS
19 COMMENTS

3 3.1

MEPEPACIMPEAE/INN
TYMAHWUTAPHbIW NAEK U3 OAEMXAbI U ELbI.

®PAHLY3CKOE MMMOPTO3AMELLEEHUE.

 VKONTAKTE (RUSSIANSOCIALNETWORK)

BO ®PAHUWW YKPAUHCKUX BEXMEHLIEB BbITOHAIOT HA YAULY PAAWN HEJETA/IOB K3

IMMIGRANTS FROM GUINEA  WERE
ACCOMMODATED. HUMANITARIAN RATIONS
OF CLOTHING  AND FOOD  WERE
REDISTRIBUTED TO THEM.

FRENCH IMPORT SUBSTITUTION.

33,9 VIEWS
896 REACTIONS
19 COMMENTS

ADPPUKU

TEXT IN NEWS (RUSSIAN DISINFO)

RUSSIAN

ENGLISH

CKAHOANBHbIA 3AKOH O TOTA/ILHOM
MOBMW/IN3ALIMN HA YKPAUHE MOC/IE }KAPKMX
MENMHBIX BOEB M MOMbITOK MEPE/IOXUTH

OTBETCTBEHHOCTb 3A EFO MPUHATUE OPYT HA
[PYTA BCE-TAKW MPOTALLM/IV YEPE3 BEPXOBHYIO
PAZY. MOKA YTO B MEPBOM YTEHUW, XOTA MA/IO

KTO COMHEBAETCA B TOM, YTO C
ONPEAENEHHBIMW MPABKAMW BCKOPE YTBEPAAT
OKOHYATE/IbHO.

3TO — AOKYMEHT, CBUAETE/IbCTBYIOLLMIA OB
OTHAAHUN YKPAMHCKOTO PEXVNMA,
MNbITAIOLLErOCA HAMTU HY}KHOE KOJIMYECTBO
MYWEYHOIo MACA, KOTOPOE OH COBUPAETCA
BEPOCUTb B MACOPYEKY BOMHbI. MOXHO CKA3ATb,
YTO 3ENEHCKUW YXKE HAXOQMTCA B NOJTOMKEHUN
T'MTNEPA B OKTAGPE 1944 TOAA, KOTOA TOT
NPW3BAJI NMOJ, PYXXbE CTAPMKOB M JETEN.
HEMELKAA LUYTKA TEX AHEM BNOJIHE TEMNEPb
MPUMEHUMA K YKPAUHE: "B ®OIbKCLUTYPME
BYAOYT CNYXMUTb TE, KTO YKE YMEET XOAUTb, U TE,
KTO ELLE MOXET XOOUTb".

CyaA 1o 3aTOMY 3AKOHOMMPOEKTY, PEXUM
OENAET OAQHY U3 OCHOBHbIX CTABOK HA
YKPAUHLUEB, KOTOPbIE BbICKOJIb3HY/TU U3-MNOJ
EFO KOHTPO/IA M OKA3AINCH 3A TPAHULIEN. KUEB
MLLET CNOCOBbI AOTAHYTLCA A0 HAX U BEPHYTb
OO0MOW "XOTb YYYE/IOM, XOTb TYLLKOW". ANA
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THE SCANDALOUS LAW ON TOTAL MOBILIZATION IN
UKRAINE, AFTER HEATED MEDIA BATTLES AND
ATTEMPTS TO SHIFT RESPONSIBILITY FOR ITS
ADOPTION ONTO EACH OTHER, WAS FINALLY
DRAGGED THROUGH THE VERKHOVNA RADA. SO FAR
IN THE FIRST READING, ALTHOUGH FEW DOUBT THAT
WITH CERTAIN AMENDMENTS IT WILL SOON BE
FINALLY APPROVED.

THIS IS A DOCUMENT TESTIFYING TO THE
DESPERATION OF THE UKRAINIAN REGIME, TRYING
TO FIND THE RIGHT AMOUNT OF CANNON FODDER

THAT IT IS GOING TO THROW INTO THE MEAT
GRINDER OF WAR. WE CAN SAY THAT ZELENSKY IS
ALREADY IN THE POSITION OF HITLER IN OCTOBER

1944, WHEN HE CALLED THE ELDERLY AND CHILDREN
TO ARMS. THE GERMAN JOKE OF THOSE DAYS IS
NOW QUITE APPLICABLE TO UKRAINE: “THOSE WHO
CAN ALREADY WALK AND THOSE WHO CAN STILL
WALK WILL SERVE IN THE VOLKSSTURM.”

IN THIS BILL, THE REGIME IS MAKING ONE OF ITS
MAIN BETS ON UKRAINIANS WHO SLIPPED OUT OF
ITS CONTROL AND ENDED UP ABROAD. KYIV IS
LOOKING FOR WAYS TO REACH THEM AND BRING
THEM HOME “BE IT AS A STUFFED ANIMAL OR AS A
CARCASS.” FOR THIS PURPOSE, THE BILL PROVIDES
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RUSSIAN ENGLISH

3TOTrO B 3AKOHOTPOEKTE MPEAYCMOTPEHA
OBA3ATE/IbHAA MOCTAHOBKA HA BOMHCKUIA YYET
B SATPAHMUYHbIX YYPEXAEHNAX YKPAUHDI. B
NPOTUBHOM C/NYYAE NIIOAEN BYAYT INLIATD
KOHCY/IbCKUX YCNYT, A 3HAYUT, B OANH
NMPEKPACHbI MOMEHT OHWM OKAXYTCA BE3
[AEVICTBYIOLLMX MACMNOPTOB, 3A YEM MOXET
MOC/IEANOBATb AEMOPTALIMA HA POANHY. KPOME
TOrO, ELLE AAXKE OO MNPUHATUA 3AKOHA B LIE/IOM
YKPANHA HAYAJTA SAMOPAXKMBATb GAHKOBCKUE
CYETA BbIEXABLLUMX 3A PYBEX MYXYNUH — TAKMNX
C/TYHAEB CTAHOBUTCA BCE BOJIbLLE. M 3TO TOXE
CTAHET CMOCOBOM AAB/TIEHNA HA BEXKEHLLEB.

YKPAMHA YAKE OABHO NOABOAUT EBPOMY K
MbIC/I1 O TOM, 4YTO TA OO/TKHA
CNOCOBCTBOBATb BO3BPALLEHNIO CBEXKABLLWX. B
AHBAPE 3E/IEHCKMI, HAXOZACH B 3CTOHWUM,
MPAMO 3AABWN O CYAbBE BEXEHLEB: "EC/TN Y
HWX NPWU3bIBHOM BO3PACT, TO OHU [IOJIXKHbI
MOMOTATb YKPAMHE N AOJTKHbI BbITb HA
YKPAUHE".

ETO COBETHWK CEPTEM NIELLEEHKO TOTAA KE
MOLLEN ELLLE AANBLLE. B UHTEPBBIO
LIBEMLAPCKOMY U3AHMIO OH NMPAMO 3AABUI:
"MPUHUMAIOLLLME CTPAHbI JOMKHbI MPEKPATUTb
NOAAEPXKKY BEMKEHLLEB, YTOBbI OHU MO
BEPHYTbCA [JOMOW". HAMOMHMM, YTO POBHO
LECATb /IET HA3AZ, NIELLEEHKO Bbl1 OAHMUM U3
"NOMEEB" EBPOMAMOAHA M OBELLLAN TOTAA
PAMCKME KYLLW W BECMPEMATCTBEHHbIE
MYTELECTBMA NO EBPONE. YTO-TO B ETO
NO3ULMMN U3MEHWOC.

3TN HAMEKM U NPAMBbIE MNMPU3bIBblI KNEBCKOIO
PEXMWMA HAXOOAT OTK/IMK HA 3ANAAE. ELLE C
OCEHM NPOWWINOIO rogA NnoJiblUA AKTUBHO

HAYAJIA BbIOABJ/IMBATb YKPAMHCKUX BEXKEHLLEB,
MCNonb3ya AnA 3TOro /II0bYHO BO3MOMXHOCTb.
YEMY COAENCTBYIOT U COEAUHEHHBIE LUTATbI —
FTOCOEMAPTAMEHT OAME BbIAE/NA TPAHTbI AN1A

MOJIbCKUX YPHA/IMCTOB, KOTOPbIE JOJ/TKHbI

OCBELLUATb YCMNELIHOE BO3BPALLLEEHUE
YKPAMHCKWUX BEXEHLIEB JOMOW.

SRl Funded by
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FOR MANDATORY MILITARY REGISTRATION IN
FOREIGN INSTITUTIONS OF UKRAINE. OTHERWISE,
PEOPLE WILL BE DEPRIVED OF CONSULAR SERVICES,
WHICH MEANS THAT AT ONE POINT THEY WILL FIND
THEMSELVES WITHOUT VALID PASSPORTS, WHICH
MAY BE FOLLOWED BY DEPORTATION TO THEIR
HOMELAND. IN ADDITION, EVEN BEFORE THE
ADOPTION OF THE LAW AS A WHOLE, UKRAINE
BEGAN TO FREEZE THE BANK ACCOUNTS OF MEN
WHO HAD GONE ABROAD - SUCH CASES ARE
BECOMING MORE AND MORE FREQUENT. AND THIS
WILL ALSO BECOME A WAY OF PUTTING PRESSURE
ON REFUGEES.

UKRAINE HAS LONG BEEN LEADING EUROPE TO THE
IDEA THAT IT SHOULD FACILITATE THE RETURN OF
THOSE WHO ESCAPED. IN JANUARY, ZELENSKY,
WHILE IN ESTONIA, DIRECTLY STATED THE FATE OF
REFUGEES: “IF THEY ARE OF CONSCRIPTION AGE,
THEN THEY SHOULD HELP UKRAINE AND SHOULD BE
IN UKRAINE.”

HIS ADVISER SERGEI LESHCHENKO THEN WENT EVEN
FURTHER. IN AN INTERVIEW WITH A SWISS
PUBLICATION, HE BLUNTLY STATED: “HOST

COUNTRIES MUST STOP SUPPORTING REFUGEES SO

THAT THEY CAN RETURN HOME.” LET US REMEMBER

THAT EXACTLY TEN YEARS AGO LESHCHENKO WAS
ONE OF THE “DJS” OF EUROMAIDAN AND THEN
PROMISED HEAVEN AND UNHINDERED TRAVEL
AROUND EUROPE. SOMETHING IN HIS POSITION

CHANGED.

THESE HINTS AND DIRECT CALLS FROM THE KYIV
REGIME RESONATE IN THE WEST. SINCE THE FALL OF
LAST YEAR, POLAND HAS ACTIVELY BEGUN TO
SQUEEZE OUT UKRAINIAN REFUGEES, USING EVERY
OPPORTUNITY TO DO THIS. THE UNITED STATES IS
ALSO CONTRIBUTING TO THIS - THE STATE
DEPARTMENT HAS EVEN PROVIDED GRANTS FOR
POLISH JOURNALISTS TO COVER THE SUCCESSFUL
RETURN OF UKRAINIAN REFUGEES HOME.
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CY[A O TOMY, YTO MNOAOBHbIE CTATHU
NOABAAIOTCA U B APYTUX
BOCTOYHOEBPOMEMCKMX CTPAHAX, MOJbLLEW
TPAHTOBAS NPOrPAMMA HE OFPAHUYU/ACD.
MPABJA, CTATbU 3TW HUKAK HE MOTYT
N30BPA3UTb "MCTOPUIO YCTEXA". TAK, YELLICKME
W30AHWSA NMPU3HAIOTCSA, YTO YKPAMHCKME
BEKEHLLbI, IMLUMBLUMCb NMOCOBUI B MOJIbLLE,
YEXMM U CNIOBAKUM, EAYT HA YKPAUHY,
MOCKO/IbKY "Y HUX HET MIHOTO BbIXOAA, KPOME
KAK BEPHYTbCA JOMOW, [IE OHW HUYETO HE
MONYYAIOT U MBYT 3A CYET T'YMAHUTAPHOWM
MOMOLLM U BNATOTBOPUTE/IBHOCTU". A
HEKOTOPbIE BCE PABHO, JAMKE HUYETO HE
MOMIYYAS B YEXMM, JEPKATCA HA CBOMX
CBEPEMKEHWAX U HAZLEIOTCA 3APABOTATb
CAMOCTOATE/IbHO HA TOPFOBJIE C... POCCUEIN.
JA-JIA, CO "CTPAHOW-ATPECCOPOM", KAK HAC
NPEACTABNSAIOT 3ANALHbBIE CMMU.

MOKA ELLE PELLEHWME O MACCOBOM BblABOPEHNNA
YKPAMHLEB HE MPUHATO, HO PA3/TMYHbIE
MPABWUTE/IbCTBA EBPOIMbI MOCTEMEHHO
COKPALLAKOT NI NPOCTO OTMEHAIOT BbITI/IATHI,
NOCOBWA, BbIAENIEHWE NOMELLEHUA NOA,
BPEMEHHOE XMJ1bE. B HEKOTOPbIX CTPAHAX
(HAMPUMEP, B PYMbIHWW) YKPAUHLbI OAXKE
MbITAMNCb YCTPAMBATb AKLUMM NMPOTECTA MO
NoBOAY 3TOTO. ELLE Bbl, BEAb BCETO ABATOAA
HA3AJ UM OBELLIA/IN, YTO EBPOTMA BYAET UX

BCTPEYATb "KAK BOTOB, CMYCTUBLLUUXCA C HEBEC".

BMAMMO, YTO-TO MOLWWNO HE TAK.

JUDGING BY THE FACT THAT SIMILAR ARTICLES
APPEAR IN OTHER EASTERN EUROPEAN COUNTRIES,
THE GRANT PROGRAM IS NOT LIMITED TO POLAND.
TRUE, THESE ARTICLES CANNOT IN ANY WAY DEPICT

A “SUCCESS STORY.” THUS, CZECH PUBLICATIONS
ADMIT THAT UKRAINIAN REFUGEES, HAVING LOST

BENEFITS IN POLAND, THE CZECH REPUBLIC AND

SLOVAKIA, GO TO UKRAINE BECAUSE “THEY HAVE NO
CHOICE BUT TO RETURN HOME, WHERE THEY
RECEIVE NOTHING AND LIVE OFF HUMANITARIAN
AID AND CHARITY.” . AND SOME PEOPLE STILL, EVEN
WITHOUT RECEIVING ANYTHING IN THE CZECH
REPUBLIC, RELY ON THEIR SAVINGS AND HOPE TO
EARN MONEY ON THEIR OWN BY TRADING WITH...
RUSSIA. YES, YES, WITH THE “AGGRESSOR COUNTRY”,
AS THE WESTERN MEDIA PRESENT US.

THE DECISION ON THE MASS EXPULSION OF
UKRAINIANS HAS NOT YET BEEN MADE, BUT
VARIOUS EUROPEAN GOVERNMENTS ARE
GRADUALLY REDUCING OR SIMPLY CANCELING
PAYMENTS, BENEFITS, AND THE ALLOCATION OF
PREMISES FOR TEMPORARY HOUSING. IN SOME
COUNTRIES (FOR EXAMPLE, ROMANIA), UKRAINIANS
EVEN TRIED TO ORGANIZE PROTESTS ABOUT THIS. OF
COURSE, JUST TWO YEARS AGO THEY WERE
PROMISED THAT EUROPE WOULD GREET THEM “LIKE
GODS DESCENDING FROM HEAVEN.” APPARENTLY
SOMETHING WENT WRONG.

SOURCES
ONLINE MEDIA
IN ENGLISH

ORIGINAL (IN RUSSIAN)

the European Union

11 EBPONA 3AAYMAJIACb, KAK BbITONIKATb
‘ § YHPAMHCKAX BEMENUES .. EUROPE IS THINKING ABOUT HOW TO
1.2 S EBPONA SALYMAJIACD, KAK BbITONKATL PUSH UKRAINIAN REFUGEES TO THE
<) YKPAUHCKUX BEXEHLIEB ... FRONT
13 o\ EBPOMNA 3AOYMA/IACH, KAK BbITOJIKATb
YKPAUHCKUX BEXKEHLIEB ...
Funded by
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*PRO-RUSSIAN SPUTNIK SOUTH OSSETIA
EBPOMA 3AAYMAJIACb, KAK BbITO/IKATb
1.4 YKPAUHCKUX BEXEHLIEB ...

** PRO-RUSSIAN SPUTNIK GEORGIA

KAK BbITOJIKATb YKPAUHCKUX BEXXEHLIEB HA
®POHT

***PRO-RUSSIAN MEDIA ON TEMPORARILY
OCCUPIED UKRAINIAN TERRITORY

EBPOMA 3AAYMAACH, KAK BbITO/IKATb
YKPAMHCKUX ... - ZOV KUEB

EBPOIMA 3AAYMAJIACbH, KAK BbITOJIKATb

YKPAUHCKUX BEXEHLIEB ...

TELEGRAM |

ORIGINAL (IN RUSSIAN) IN ENGLISH ‘
2.1 HTTPS://T.ME/KORNILOV1968/22119 EUROPE, AT THE CALL OF ZELENSKY, IS
EBPOIMA no MPU3bIBY 3E/IEHCKOIO | BEGINNING TO COME UP WITH
09/02/23 | HAYMHAET TMPUOYMbIBATb MEXAHM3MbI | MECHANISMS FOR PUSHING
2 BbITA/IKUBAHUA YKPAMHCKMUX BEXEHLIEEB | UKRAINIAN REFUGEES BACK - UKRAINE
OBPATHO - YKPAUHA LWUMBKO HYXKOAETCA B | ISIN DIRE NEED OF CANNON FODDER.
MYWEYHOM MACE.

40,4K VIEWS 40,4K VIEWS
1000 REACTIONS 1000 REACTIONS
NO COMMENTS ON THE CHANNELS NO COMMENTS ON THE CHANNELS

5.2.4 CREDIBILITY

The text is sourced from a Russian-language publication and website, possibly with a pro-Russian bias,
given the references to Sputnik media and the portrayal of Ukraine in a negative light. Pro-Russian sources
have a particular agenda in shaping perceptions about Ukrainian politics and policies.

5.2.5 TARGET AUDIENCE AND ENGAGEMENT METRICS

Disinformation campaigns frequently target EU citizens to influence their opinions and behaviors regarding
various political, social, and economic issues. These campaigns may exploit existing societal divisions,
manipulate emotions, or spread false narratives to sway public opinion on specific policies or political
candidates. By targeting EU citizens, Russian actors seek to undermine trust in democratic institutions,
sow discord, and advance their own geopolitical interests.

Russian actors also target policymakers and government officials within the EU to influence
decision-making processes. By disseminating disinformation and propaganda, these actors aim to shape
policy outcomes in ways that align with their own agendas. The other potential target audience is media
outlets and journalists to amplify false narratives and generate media coverage.

EU institutions and organizations are also potential targets of Russian interference, as they
connect a role in shaping EU policies and regulations. By infiltrating these institutions or influencing key
decision-makers, Russian actors undermine the EU's unity and effectiveness.
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https://sputnik-georgia.ru/20240211/evropa-zadumalas-kak-vytolkat-ukrainskikh-bezhentsev-na-front-286235338.html
https://sputnik-georgia.ru/20240211/evropa-zadumalas-kak-vytolkat-ukrainskikh-bezhentsev-na-front-286235338.html
https://dnr-pravda.ru/kak-vytolkat-ukrainskih-bezhentsev-na-front-evrosoyuz/
https://dnr-pravda.ru/kak-vytolkat-ukrainskih-bezhentsev-na-front-evrosoyuz/
https://news-kiev.ru/society/2024/02/09/300763.html
https://news-kiev.ru/society/2024/02/09/300763.html
https://e-news.su/in-world/480109-evropa-zadumalas-kak-vytolkat-ukrainskih-bezhencev-na-front.html
https://e-news.su/in-world/480109-evropa-zadumalas-kak-vytolkat-ukrainskih-bezhencev-na-front.html
https://t.me/kornilov1968/22119
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The engagement metrics associated with these fabricated narratives, such as views, likes,
reactions, and comments, reflect its resonance across various media channels. While social media
platforms play a significant role in amplifying disinformation due to their wide reach and viral nature, it’s
also spread in online media resources.

5.2.6 IMPACT

The ongoing Russian war against Ukraine has a profound impact on the perception of Ukrainian refugees
across Europe and beyond. Through a sophisticated disinformation campaign, Russian narratives like
“Ukrainian refugees are dangerous for Europe”, “Europe is tired of refugees from Ukraine” are strategically
crafted to serve political agendas that seek to undermine international support for Ukraine and may fuel
anti-Western sentiment and hinder diplomatic efforts to resolve conflicts.

The ultimate goal is to disrupt the flow of Western aid to Ukraine, diminish the resolve of European
nations, and create divisions within societies that have been providing refuge to those fleeing the war.
More detailed collection of narratives portraying Ukrainian refugees are presented in Annex 2.

6 CONCLUSIONS

The first working paper of the Al4Debunk project establishes a foundational theoretical framework to
guide the analysis of diverse case studies, which will later support a range of objectives, including
assessments in communication, sociopolitical dynamics, and the development of Al-driven
countermeasures against malicious disinformation efforts. The Al4Debunk project is predicated on the
notion that disinformation has evolved into a sophisticated, organized phenomenon that permeates both
state and non-state actors, exacerbated by social media, with profound implications for democratic
institutions, public health, and societal stability.

The examination of disinformation has gained traction among governments, international
organizations, and policy think tanks, each striving to understand and mitigate its impacts. Diverse
interpretations and frameworks reflect the multifaceted nature of disinformation, which is increasingly
viewed as a component of hybrid threats designed to manipulate emotions and disrupt rational discourse.
Key international stakeholders, including the European Union, NATO, and the United Nations, recognize
disinformation as a significant security threat, necessitating strategic and policy-based responses.

The Al4Debunk project’s theoretical framework aligns with the European Union’s approach,
characterizing disinformation as an intentional, organized effort with the aim to deceive and, potentially,
cause harm to public welfare. Harm may extend to democratic integrity, public health, and security,
underscoring the need for stringent countermeasures. As the concept of disinformation continues to
evolve, it requires both theoretical and empirical research to expose its complexity.

The proposed structure of disinformation threads encompasses motives, tools, and
consequences, offering a multi-dimensional approach to understanding its diverse facets. Disinformation
is thus analysed as a dynamic process involving context, content, source credibility, targeted
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demographics, and potential impacts. Counter-disinformation strategies require a coordinated, systemic
response rooted in a comprehensive analysis of these dimensions.

Focusing on the European Union’s response to disinformation, the working paper outlines the
regulatory trajectory from 2018, when the EU intensified its approach to content moderation through the
Digital Services Act and the 2018 Code of Practice on Disinformation. These policies shifted the
responsibility for content oversight to digital platforms, marking a significant evolution in content
governance. Simultaneously, the Al Act introduced regulations around artificial intelligence, which, while
not specifically targeting disinformation, has the potential to shape Al’s role in both disinformation
dissemination and detection.

The 2018 Code of Practice on Disinformation aimed to be a key tool against interference in the
European public sphere, but its outcomes have been limited. Two primary issues undercut its
effectiveness: its reliance on platform self-regulation, which can lead to inconsistent enforcement and
conflicts of interest, and its reactive rather than preventive measures. Consequently, responses to
disinformation remain nascent and require further refinement to achieve substantive impact.

To test the applicability of the proposed disinformation threads framework for analysing case
studies, the Al4Debunk project examined four cases illustrating different elements of disinformation:
French Farmers Against Ukrainian Farmers: The manipulation of a protest video along with the
falsification of a respected media outlet's logo and the fabrication of quotes attributed to a prominent
French syndicalist, illustrates how disinformation can be weaponized to undermine public support for
Ukraine in its ongoing conflict with Russia. The broader implications of this case are clear: disinformation
campaigns like this one are designed not just to deceive individuals, but to influence public opinion and,
by extension, political decision-making in the West. By fostering division and scepticism about support for
Ukraine, Russia aims to weaken the EU’s unified stance and reduce the resources dedicated to Ukraine’s
defence.

No More Wind Power in France: This case exemplifies a disinformation campaign aimed at manipulating
public opinion in Bulgaria to promote anti-EU and anti-renewable energy sentiments. This false narrative
misrepresents a decision by French authorities to modify wind turbine noise measurement protocols as a
complete ban on wind power in France. The disinformation aligns with the interests of pro-Russian and
fossil fuel advocates in Bulgaria, who are resistant to the EU Green Deal and renewable energy policies,
particularly wind energy. This disinformation targets Bulgarian audiences, particularly Eurosceptics and
nationalists, using emotionally charged false headlines to stir opposition against the EU's climate policies.
Ukraine as a Western Colony: The case reveals how Russia uses disinformation to frame Ukraine as a pawn
of Western powers, portraying the country’s alignment with the EU and NATO as manipulated rather than
a sovereign choice. This narrative appeals to pro-Russian, nationalist, and anti-Western audiences by
fostering distrust of the West and suggesting that Ukraine’s geopolitical direction is dictated by foreign
interests. Such messages are strategically deployed to diminish Ukraine's autonomy and to justify Russia's
aggression as defensive rather than expansionist. By framing the West as manipulative and exploitative,
the disinformation seeks to erode trust in Western institutions and leaders, complicating diplomatic efforts
and potentially reducing international support for Ukraine.

Ukrainian Refugees: By exploiting existing social tensions, prejudices, and fears related to immigration in
Europe, Russian narratives aim to undermine support for Ukrainian refugees and, by extension, weaken
Western solidarity with Ukraine. These fabricated claims about Ukrainian refugees are part of a larger
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strategy to erode public and political backing for Ukraine. This case highlights how disinformation can
manipulate sensitive topics like immigration to serve broader political agendas, in this instance, to weaken
European support for Ukraine and bolster Russia’s standing in the conflict.

Disinformation represents a complex and evolving threat, which requires constant adaptation in
order to elaborate comprehensive responses. By integrating insights from political science,
communication theory, psychology, and technology, policymakers and researchers can better understand
the complex nature of disinformation's mechanisms and develop more effective counter strategies, thus
minimizing its impact. The Al4Debunk project, along with other international initiatives, will benefit from
this multi-faceted approach, fostering a more resilient and informed society capable of countering
disinformation in its many forms.
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ANNEX 1- ADDITIONAL CASES AT THE BEGINNING OF RUSSIAN FULL-SCALE
INVASION- NARRATIVE IN FOREIGN PRO-RUSSIAN MEDIA: UKRAINE IS A COLONY
OF THE WEST | THE WEST CONTROLS UKRAINE AND USES IT FOR ITS OWN
PURPOSES

Link

Date: 02.03.2022

Original text: Miért indit hdborut Oroszorszdg? Az ériilettel nem tudunk mit kezdeni, de ha Putyin raciondlis
alapon déntétt az Ukrajna elleni hdboru meginditdsdrdl, akkor meg kellene érteniink miért tette ezt. Ha
Putyin megdriilt, ha Putyin GOriilt meg, akkor ezt a hdborut csak tul kell éiniink valahogy, nagyon mds
dolgunk nem lehet vele. De mi van akkor, ha a Nyugat cselekedetei vezettek, akdr az oroszok meg nem
értésébdl kévetkez6en ehhez a helyzethez? A hibdi és a gonosz cselekedetei alél nem ment fel senkit az,
hogy mds is gonosz és ostoba volt. Ha Putyin nem G@riilt meg, hanem a szdmdra relevdns tények
ismeretében déntétt a hdboru mellett, akkor ez a hdboru az USA és az EU felelGssége is.

A torténelemben sok nyugatrdl érkez6 hadsereg jart mdr ezeken a tdjakon, igaz most csak amerikai
vdllalatok vannak ott, de mindig igy szokott kezdédni, és az amerikai beszivdrgds meg mdr nyolc éve zajlik.
Translation: Why is Russia starting a war? We cannot deal with madness, but if Putin made a rational
decision to go to war against Ukraine, we should understand why he did so. If Putin is mad, if Putin is mad,
then we will just have to survive this war somehow, we have very little else to do with it. But what if it was
the actions of the West, even the incomprehension of the Russians, that led to this situation? The fact that
others were also evil and stupid did not absolve anyone of their mistakes and evil actions. If Putin is not
mad, but has decided to go to war knowing the facts that are relevant to him, then this war is also the
responsibility of the US and the EU.

There's a history of armies from the West coming into these landscapes, it's true that only US companies
are there now, but that's how it always starts, and the US infiltration has been going on for eight years.

Link

Date: 06/03/2022

Original text: Ukrajna eddig is a Nyugat és Oroszorszdg egyre élesedd geopolitikai szembendlldsdnak
felvonuldsi terepe volt, és most valddi csatatérré valtozott.

Translation: Ukraine has always been the staging ground for the growing geopolitical confrontation
between the West and Russia, and now it has become a real battlefield.

Link

Date: 26/02/2022

Original text: A politika mozgatdrugdja kéztudomdsulag az érdek. Az olykor nagyon kicsinyes anyagi érdek.
Szerintem, minden homdlyos térténelmi és nemzetkézi jogokra vald hivatkozds helyett, azt kellene keresni
Ukrajna esetében is... Taldn ide tartozik, taldn nem, de a hir szerint legaldbb 120 palagdzzal megrakott
amerikai és eurdpai hajo indult el az USA-bdl Eurdpa felé. Ami kéztudomdsulag — legaldbbis ez idé szerint
—drdgdbb, mint az orosz gdz, és a tdroldsa sem megoldott. Mit lehet erre mondani? Gdz, az van...
Translation: /t is well known that the driving force of politics is interest. Sometimes very petty material
interest. | think that, instead of all the vague references to history and international law, that is what we
should be looking for in the case of Ukraine... Maybe it is relevant, maybe it is not, but there are reports
that at least 120 US and European ships loaded with shale gas have left the US for Europe. Which is known
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to be - at least at this time - more expensive than Russian gas, and the storage of it is not solved. What can
be said? Gas, that is...

Link

Date: 28/02/2022

Original text: Ha azt a véd6hdlot sem merték nekik megadni, hogy NATO tagok lehessenek, akkor meg
mégis mire szamitottak? Miért lebegtették Ukrajna statuszdat, mint egy léggémbdét, ha nem tértént semmi?
Mi ez, ha nem egy jol dtgondolt, szdndékos és bujtatott provokdcid, amivel az oroszok bajuszdt rdngtattdk?
Translation: If they didn't dare to give them the safety net to become NATO members, what did they
expect? Why did they float Ukraine's status like a balloon if nothing happened? What is this if not a well
thought-out, deliberate and covert provocation to pull the Russians' moustaches?

Link

Date: 09/03/2022

Original text: Ha lehet, most még ennél is aggasztobb azonban a haldlos fegyverek Ukrajndra éntése
kapcsdn Idthaté lelkesedés. Ugy tiinik, Eurépa semmit nem tanult a multjdbdl, de a mostani hdborihoz
vezetd hibdibdl sem. Rdaddsul ezek a fegyverek a hadi helyzet megforditdsahoz kevesek, a vérontdshoz, a
hdboru elhuzéddsdhoz azonban éppen elegendbek. S akkor arrél még nem beszéltiink, hogy Eurdpa ezzel
lassan mdr a konfliktusban érintett féllé valik, ezzel pedig elvdgja az esélyét annak, hogy béketeremtéként
Iépjen fel. Mintha tudatosan taszitand el magdtdl ezt a lehetdséget az Eurdpai Unid! Ez a politika végképp
lezdrja a pdrbeszéd lehet6ségét Oroszorszaggal is. Ami pedig egydltaldn nem erdsiti az eurdpai
biztonsdgot.

Translation: But even more worrying, if anything, is the enthusiasm for pouring lethal weapons into
Ukraine. It seems that Europe has learned nothing from its past, nor from the mistakes that led to the
current war. Moreover, these weapons are not enough to turn the tide of war, but they are just enough to
cause bloodshed and prolong the war. And we have not even mentioned the fact that Europe is slowly
becoming a party to the conflict, thereby cutting off its chances of acting as a peacemaker. It is as if the
European Union were deliberately denying itself this opportunity! This policy is also closing the door to
dialogue with Russia. And that does not strengthen European security at all.

Link

Date: 23/03/2022

Original text: Profesor politologie - za vinika oznacluje Zdpad, ktery z Ukrajiny délal clena NATO, i kdyZ
oficidlné clenem nebyla. USA pry budou ,bojovat do posledniho Ukrajince’, a pokud by Rusové zacali
prohrdvat, tak dle Mearsheimera vytdhnou vétsi zbrané a Ukrajinu znici. ,,Pokud by Ukrajinci byli chytri,
tak by se od USA distancovali,” mini.

Translation: The article mentions the fault of the West, which made Ukraine a member of NATO, although
it was not officially a member. The US is "fighting to the last Ukrainian", and if the russians begin to lose,
then, according to Professor Mearsheimer, they will pull out bigger weapons and destroy Ukraine. "If
Ukrainians were smart, they would distance themselves from the US," he says.

Link

Date: 24/02/2022

Original text: Cldnek uvddi, Ze vdlka ruské federace proti Ukrajiné je viastné vojenskou operaci ruska proti
kyjevskému reZimu, nastolené pred osmi lety stdatnim prevratem a likvidaci demokraticky zvoleného
prezidenta a jeho vlddy. rusko nici vojenskou infrastrukturu instalovanou Zdpadem na uzemi Ukrajiny.
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Translation: The article states that the russian Federation's war against Ukraine is actually russia's military
operation against the Kyiv regime, established eight years ago through a coup d'état and liquidation of the
democratically elected president and his government. russia is destroying the military infrastructure
installed by the West on the territory of Ukraine.

Link

Date: 07/03/2022

Original text:Vdlka na Ukrajiné byla plodem jednostranné ruské, hegemonické, ,,imperialistické” vile, viile
,paranoika“, ,diktdtora”. Podivejme se na fakta. Od ,revoluce” v roce 2014 se Ukrajina posunula ke
sbliZovadni se zdpadnimi zajmy pod americkym vlivem. Od té doby Ukrajina neustdle Zadd o vstup do NATO,
véetné moZnosti instalovat tam jaderné zbrané.

Translation: The war in Ukraine was the result of a unilateral russian, hegemonic, "imperialist" will, the
will of a "paranoid", a "dictator". Let's look at the facts. Since the "revolution" of 2014, Ukraine has moved
to align with Western interests under American influence. Since then, Ukraine has continuously applied to

join NATO, including the possibility of installing nuclear weapons there.

Link

Date: 27/02/2022

Original text: Ukrajinskd armdda a vodcovia nacistickych prdporov pldnuju pripravit rozsiahlu USA se o
zdkladnu NATO snaZila jiz na Krymu, kde jim to nevyslo a proto jiz osmym rokem podporuji a financuji
vdlecny konflikt na vychodé Ukrajiny.

Translation: The Ukrainian army and the leaders of the Nazi battalions plan to prepare a large-scale US
already tried for a NATO base in Crimea, where they failed, and that is why they have been supporting and
financing the war conflict in the east of Ukraine for the eighth year.

Link

Date: 16/03/2022

Original text: ruskd rozvédka zjistila, Ze Daes teroristé byli podrobeni vycviku na americké vojenské
zdkladné al-Tanfv Syrii a posldni na Ukrajinu. Bylo to nékolik desitek téch, které Ameri¢ané vypustili z vézeni
a vycvicili je v rozvratnych a teroristickych bojovych metoddch s pfimym zamérenim na situaci v Donbasu.
Jejich pouZivani civilisti jako Zivy lidsky stit je jedna z bojovych metod teroristické skupiny ISIS, kterou
Ameri¢ané rovnéz? zaloZili a vycvicili.

Translation: russian intelligence has discovered that Daesh terrorists were trained at the US military base
al-Tanf in Syria and sent to Ukraine. It was several dozen of those who were released from prison by the
Americans and trained in subversive and terrorist combat methods with a direct focus on the situation in
Donbass. Their use of civilians as human shields is one of the fighting methods of the ISIS terrorist group,
which the Americans also founded and trained.

Link

Date: 07/03/2022

Original text: Tak zwani «partnerzy zachodni», ktdrzy sq scisle zaangazowani w zarzgdzanie ukrairiskimi
sitami zbrojnymi w obecnych warunkach i ktdrzy wczesniej petnili role instruktorow dla armii ukrainiskiej,
nie moggq nie rozumiec, ze nieletni i niewyszkoleni mtodzi mezczyzni nieuchronnie zging w trakcie dziatan
bojowych.

Translation: The so-called "Western partners", who are closely involved in the management of the
Ukrainian armed forces under the present conditions and who previously acted as instructors for the
Ukrainian army, must not fail to understand that underage and untrained young men will inevitably die in
the course of combat operations.
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Link

Date: 30/03/2022

Original text: Chojnos¢ polskich wtad:z... tylko nie dla Polakow.
Translation: The generosity of the Polish authorities... but not for Poles.

Link

Date: 26/02/2022

Original text: Ucraina, il Presidente & una marionetta nelle di Macron! E stato lui ad imporgli di non
negoziare: vuole una guerra prolungata per interessi superiori

Translation: Ukraine, the President is a puppet in Macron's! It was he who forced him not to negotiate: he
wants a prolonged war for superior interests.

Link

Date: 25/02/2022

Original text: A che gioco sta realmente giocando I’Ucraina di Zelensky? Una verita inquietante. “Zelensky
avesse scelto di sacrificare l'interesse nazionale del suo popolo al superiore interesse della NATO degli stati
uniti e dalla promessa di ingresso nell’'unione europea. La vicenda politica di Zelensky ripeto dopo aver
dismesso i panni del comico.” “La NATO e I’America usano I’"Ucraina come bastone per colpire la Russia di
Putin.”

Translation: What game is Zelensky's Ukraine really playing? A disturbing truth. “Zelensky had chosen to
sacrifice the national interest of his people to the superior interest of the US NATO and the promise of entry
into the European Union. The political story of Zelensky | repeat after leaving the role of the comedian.”
"NATO and America use Ukraine as a stick to hit Putin's Russia."

Link

Date: 09/03/2022

Original text: La Russia per la pace chiede neutralita dell’Ucraina. Ma UE e USA non accetteranno!
Translation: Russia for peace calls for the neutrality of Ukraine. But the EU and the US will not accept!

Link

Date: 06/03/2022

Original text: Ucraina, la doppia bomba del professor Contri: Soros e quei laboratori suivirus. Il delinquente
ammette candidamente che Zelensky sia un suo burattino, e gli Usa confermano di fare ricerche pericolose
per 'umanita

Translation: Ukraine, Professor Contri's double bomb: Soros and those virus labs. The delinquent candidly
admits that Zelensky is a puppet of him, and the US confirms that it is doing research that is dangerous for
humanity

Link

Date: 08/06/2022

Original text: Atlantické namornivelmoci — predevsim USA a Velkad Britdnie — si toho jsou védomy a investuji
velké mnoZstvi prostredku, aby Rusko na Ukrajiné krvdcelo aZ do pripadného zhrouceni, nebo aby uvdzio v
Pyrrhové vitézstvi spojeném s neunosnymi ndklady, i kdyby samotnd Ukrajina méla byt srovndna se zemi.
Washington a Londyn potfebuji podkopat geopolitické vyhledy Ruska dfiv neZ rozvine néjaké partnerstvi s
Némeckem, a pouZiti Ukrajiny jako potravy pro déla je prakticky zp(sob, jak toho dosdhnout, aniZ by sami
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https://pl.news-front.info/2022/03/30/chojnosc-polskich-wladz-tylko-nie-dla-polakow/
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byli zataZeni do pfimé konfrontace s Ruskem. Takhle nemusi délat nic vic, neZ podpofit Kyjev Stédrymi
doddvkami zpravodajskych informaci, zbrani, diplomatické podpory a hotovosti.

Translation: The Atlantic naval powers - especially the USA and Great Britain - are aware of this and are
investing large amounts of resources to bleed Russia in Ukraine to the point of possible collapse, or to get
stuck in a Pyrrhic victory associated with unbearable costs, even if Ukraine itself were to be razed to the
ground . Washington and London need to undermine Russia's geopolitical outlook before it develops any
partnership with Germany, and using Ukraine as cannon fodder is a practical way to do this without being
drawn into a direct confrontation with Russia themselves. That way, they don't have to do anything more
than support Kyiv with generous supplies of intelligence, weapons, diplomatic support and cash.

Link

Date: 18/06/2022

Original text: Na druhej strane, britsky premiér Boris Johnson navrhol zacat rozsiahly vycvikovy program
pre vojakov ukrajinskych ozbrojenych sil. Jonson navrhol zacat program s moZnostou vycviku aZ 10 tisic
vojakov ukrajinskej armddy kaZdych 120 dni. Asi vypocital ,systém ubytku vojakov” vopred. Kolko takych
vycvikovych programov chce zorganizovat? Zjavne chce bojovat proti Rusku do posledného Ukrajinca...
Translation: On the other hand, British Prime Minister Boris Johnson proposed to start a large-scale
training program for soldiers of the Ukrainian armed forces. Jonson suggested starting a program with the
possibility of training up to 10,000 soldiers of the Ukrainian army every 120 days. He probably calculated
the "soldier loss system" in advance. How many such training programs does he want to organize?
Apparently, he wants to fight against Russia to the last Ukrainian...

Link

Date: 27/06/2022

Original text: Vecer ukrajinské média informovali, Ze britsky premiér Boris Johnson pocas samitu
G7 nahovdral francuzskeho prezidenta Emmanuela Macarona, aby v Parizi podporili pokracovanie vojny
aZ do pre Ukrajinu vitazného konca /presnejsie — do posledného Ukrajinca/.

Translation: In the evening, the Ukrainian media reported that during the G7 summit, British Prime
Minister Boris Johnson persuaded French President Emmanuel Macaron to support the continuation of the
war in Paris until a victorious end for Ukraine /more precisely - until the last Ukrainian/.

Link

Date: 26/06/2022

Original text: No predsa zasa inym konfliktom, na dobrej a starej Ukrajine. Treba pripomenut, Ze Barack
Obama, ked’ sa ako mlady sendtor z Chicaga, ktory sa nevelmi vyznal vo svete, dostal do Bieleho domu,
spomenul si na svojho mudreho ucitela z Colombia university Zbigniewa Brzezinského, ktory sa stal jeho
poradcom. Obama si znovu presStudoval Velku Sachovnicu a zvldst kapitolu o Ukrajine a vypocul si
neocenitelné autorove rady. Na opdtovné pripomenutie: na statnom prevrate v roku 2014 v Kyjeve sa
podielali Americania nielen zdkulisnymi tahmi, ale aj piatimi miliardami doldrov. /Pozri vyjadrenie pani
Viktorie Nulandovej, vtedajsej namestnicky Hillary Clintonovej, ministerky zahranicia prdve vo vldde
Baracka Obamuy/.

Translation: But after all, another conflict, in the good old Ukraine. It should be remembered that Barack
Obama, when he got to the White House as a young senator from Chicago who did not know much about
the world, remembered his wise teacher from Colombia University, Zbigniew Brzezinski, who became his
advisor. Obama re-studied The Great Chessboard and especially the chapter on Ukraine and listened to the
author's invaluable advice. To remind again: the Americans participated in the coup d'état in 2014 in Kyiv
not only with behind-the-scenes moves, but also with five billion dollars. /See the statement of Mrs.
Viktoria Nuland, Hillary Clinton's deputy at the time, Secretary of State in Barack Obama's government/.
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Link

Date: 29/06/2022

Original text: A Donbassz régiot egyiittesen alkoto kéztdrsasdgok 2014-ben kikidltottak ki
fliggetlenségliket Ukrajndtdl, miutdn egy nyugati tadmogatdsu puccs megbuktatta a demokratikusan
megvdlasztott eln6két, Viktor Janukovicsot.

Translation: The republics that together make up the Donbass region declared independence from Ukraine
in 2014, after a Western-backed coup overthrew the democratically elected president, Viktor Yanukovych.

Link

Date: 24/06/2022

Original text: Oroszorszdgot modszeres provokdciokkal belerdntottdk egy lokdlis habortiba abban a
reményben, hogy az id6kézben odakészitett fegyverekkel felszerelt ukrdn ellendlldsba beletérik majd az
oroszok bicskdja.

Translation: Russia has been systematically provoked into a local war, in the hope that the Ukrainian
resistance, now armed with weapons, will be cut by the Russian knife.

Link

Date: 25/06/2022

Original text: Hogy az egész vildg kezd belefdaradni az Ukrajndban folytatott amerikai proxy haboruba, azt
jol jelzik a kiilbnb6z6 német, amerikai szakérték és tandcsaddk megnyilvdnuldsai.

Translation: The fact that the whole world is getting tired of the US proxy war in Ukraine is well illustrated
by the statements of various German and American experts and advisors.

Link

Date: 10/06/2022

Original text: Ukrajna sem fog ledlini, mert ez az elit bukdsdt hoznd, rdaddsul a nyugati segitséggel képes
elhizni a hdaborut. Ha nem is a végtelenségig, de nagyon sokdig. A Nyugat, elsésorban az angolszdszok
pedig most mdr az ,,utolsé ukrdnig” készek harcolni.

Translation: Ukraine will not stop either, because that would bring the downfall of the elite, and with
Western help it can drag out the war. If not indefinitely, then for a very long time. And the West, especially
the Anglo-Saxons, are now prepared to fight to the 'last Ukrainian'.

Link

Date: 01/06/2022

Original text: Ertelemszertien az amerikaiak szémdra meg az a legfontosabb pozicid, hogy egy dltaluk
irdnyitott ukrdn kormdny legyen, amit legaldbb a maradék Ukrajna lakossdga elfogad, hogy a
proxyhdborujuk mikédéképes maradjon.

Translation: The most important position for the Americans is, of course, to have a Ukrainian government
that they control and that is accepted by at least the rest of the Ukrainian population, so that their proxy
war can remain viable.

Link

Date: 07/06/2022

Original text: Mert ahogy Zelenszkij, ugy Fekete-Gyér, ahogy A Nép Szolgdja, ugy a Momentum is: abszolut
ligynokék, akik idegen érdekeket szolgdlnak ki, a sajat hazdjukkal szemben.

Translation: Because like Zelensky, like Blacky-Gyor, like the Servant of the People, like Momentum: they
are absolute agents, serving foreign interests against their own country.
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https://www.vadhajtasok.hu/2022/06/29/sziria-elismeri-a-donbassz-koztarsasagokat
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Link

Date: 15/06/2022

Original text: Az amerikai védelmi miniszter Briisszelbe utazott, hogy kitaldljgk, miként lehetne rdvenni
Ukrajndt a hdboru folytatdsdra.

Translation: The US Secretary of Defence has travelled to Brussels to try to find a way to persuade Ukraine
to continue the war.

Link

Date: 02/06/2022

Original text: Mds kérdés, hogy vajon tisztaban vannak-e azzal, hogy nekik készénheté a kijevi Majdan
téren kirobbant polgdrhdboru, amelyben rengetegen életiiket veszitették, és amely utdn egy olyan — féként
amerikai irdanyitdssal mozgatott — kormdny jétt létre, amelynek tagjai kéziil volt, aki aznap tette le az
dllampolgdri eskiit, amikor parlamenti képviseld lett...?

Translation: The other question is whether they are aware that they are responsible for the civil war in
Majdan Square in Kyiv, in which many people lost their lives, and which led to the creation of a government
- mainly led by the Americans - whose members included one who took the oath of citizenship on the day
he became a Member of Parliament...?

Link

Date: 19/06/2022

Original text: Mivel a kijevi politikai elit nagyban fligg a washingtoni irdnyitdstol, igy valdszintsithets, hogy
az ukrdn vezérkar csak mdsodlagos tisztséget t6lt be a sajat hadseregében, és ha nem is nyugati katondk,
de a Nyugat dltal irdnyitott politikai vezeték kezében 6sszpontosul a katonai irdnyitds.

Translation: With the political elite in Kyiv heavily dependent on Washington's leadership, it is likely that
the Ukrainian general staff will be a secondary function in its own army, with military control concentrated,
if not in the hands of Western soldiers, then in the hands of Western-directed political leaders.

Link

Date: 20/06/2022

Original text: Zelenszkij ukran muzeumi miitdrgyakkal fizet a Nyugatnak a fegyverekért
Translation: Zelensky pays the West for weapons with Ukrainian museum artefacts

Link

Date: 09/06/2022

Original text: A DNR Ukrajndt vddolja katonai agresszioval a szakaddr dllam ellen, amely el6szér 2014-
ben, az Egyesiilt Allamok dltal tdmogatott kijevi puccsot kvetSen kidltotta ki fiiggetlenségét.
Translation: Neo-Nazi "Azov" fighters held out for a month in an industrial complex in the Black Sea port
city before surrendering on 20 May.

The DNR accuses Ukraine of military aggression against the breakaway state, which first declared
independence in 2014 following a US-backed coup in Kyiv.

Link

Date: 20/06/2022

Original text: Ha a Biden-adminisztrdcid eléri a maodjdt, Kijev tovdbbra is bazisként fog miikédni a Moszkvat
fenyegetd uj erék felépitéséhez.

Translation: /f the Biden administration gets its way, Kyiv will continue to act as a base for building up new
forces that threaten Moscow.
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Link

Date: 11/06/2022

Original text: "Kriegshetzer": Ungarischer Ministerprasident Orban gibt dem Finanzier Soros Schuld an
Ukraine-Krise. Der ungarische Ministerprasident Viktor Orbdn erklart, bestimmte Finanzkreise hatten ein
Interesse daran, den Krieg in der Ukraine zu verlangern. Der Milliardar George Soros sei einer der
NutznieRer des Ukraine-Konflikts, betont er.

Translation: "Warmongers": Hungarian Prime Minister Orban blames the financier Soros for the Ukraine
crisis. Hungarian Prime Minister Viktor Orban says certain financial circles have an interest in prolonging
the war in Ukraine. Billionaire George Soros is one of the beneficiaries of the Ukraine conflict, he
emphasizes.

Link

Date: 16/06/2022

Original text: Papst wirft NATO gezielte Provokation des Ukraine-Kriegs vor — "Das werden wir auch
weiterhin tun". Wir werden so weitermachen wie bisher, rechtfertigte NATO-Generalsekretar Jens
Stoltenberg die Russland-Strategie der Allianz, nachdem Papst Franziskus dem Westen erneut eine
Mitschuld am Ukraine-Krieg gegeben hat.

Translation: Pope accuses NATO of deliberate provocation of the Ukraine war - "We will continue to do
that". We will continue as before, NATO Secretary General Jens Stoltenberg justified the alliance's Russia
strategy after Pope Francis once again blamed the West for the Ukraine war.
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ANNEX 2- ADDITIONAL CASES AT THE BEGINNING OF RUSSIAN FULL-SCALE
INVASION- NARRATIVE PORTRAYING UKRAINIAN REFUGEES

Link

Date: 03/06/2022

Original text: Mert az elmult hdrom honapban mdr nem egyszer olvashattuk, hogy az ukrdn menekdiiltekre
is raépiiltek biin6z6i kérék. Lengyelorszagban példdul egész banddk foglalkoztak az elmenekiilt hélgyek
becserkészésével, elszéditésével, elrabldsdval. Ujabb lendiiletet kapott a prostitucid, ezzel megnétt a
veszélye a nemi betegségek, az AIDS, a tuberkuldzis vagy éppen a Covid-19 terjedésének.

Translation: Because we have read more than once in the last three months that Ukrainian refugees have
been targeted by criminal networks. In Poland, for example, entire gangs have been involved in stalking,
seducing and kidnapping the women who have fled. Prostitution has been given a new impetus, increasing
the risk of the spread of venereal diseases, AIDS, tuberculosis and even Covid-19.

Link

Date: 21/06/2022

Original text: Sprawa ukrainiskich nacjonalistow w Polsce nabiera tempa. Problem uchodZcow z Ukrainy
jest dotkliwy w catej Europie, ale przede wszystkim w Polsce, zaréwno ze wzgledu na relacje historyczne,
jak i geografie. Zaczeto sie od umieszczania flag ukrairiskich na instytucjach paristwowych (zaréwno razem
z polskq, jak i zamiast niej), na centralnych placach, a nawet na pomnikach i cmentarzach. Biegajgcych i
krzyczgcych agresywnych uchodZcow ukrainskich, a takze ttumy ,,sympatykow” lub tych, ktérzy po prostu
chcq krzyczec z byle powodu, mozna teraz spotkac niemal na catym swiecie. Kwestia ukrairiska jest obecnie
tak nudna dla dotknietych kryzysem ekonomicznym obywateli Europy, ze starcia, bojki, a czasem zabdjstwa
rodzimych obywateli i tzw. uchodzcéw ukrairiskich sq na porzqdku dziennym.

Translation: The case of Ukrainian nationalists in Poland is gaining momentum. The problem of refugees
from Ukraine is acute throughout Europe, but above all in Poland, both in terms of historical relations and
geography. It started with placing Ukrainian flags on state institutions (both together with and instead of
Polish ones), on central squares, and even on monuments and cemeteries. Running and screaming
aggressive Ukrainian refugees, as well as crowds of "sympathizers" or those who simply want to shout for
any reason, can now be found almost all over the world. The Ukrainian issue is so boring for European
citizens affected by the economic crisis that clashes, fights, and sometimes killings of native citizens and
the so-called Ukrainian refugees are on the agenda.

Link

Date: 03/06/2022

Original text: Premier Polski bardziej troszczy sie o Ukrairicéw niz o Polakow
Translation: The Prime Minister of Poland cares more for Ukrainians than for Poles

Link

Date: 21/06/2022

Original text: Sprawa ukrairiskich nacjonalistow w Polsce nabiera tempa. Problem uchodZcow z Ukrainy
jest dotkliwy w catej Europie, ale przede wszystkim w Polsce, zaréwno ze wzgledu na relacje historyczne,
jak i geografie. Zaczeto sie od umieszczania flag ukrairiskich na instytucjach paristwowych (zaréwno razem
z polskg, jak i zamiast niej), na centralnych placach, a nawet na pomnikach i cmentarzach. Biegajgcych i
krzyczgcych agresywnych uchodZcow ukrainskich, a takze ttumy ,,sympatykow” lub tych, ktérzy po prostu
chcqg krzyczec z byle powodu, mozna teraz spotkac niemal na catym swiecie. Kwestia ukrairiska jest obecnie
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tak nudna dla dotknietych kryzysem ekonomicznym obywateli Europy, ze starcia, béjki, a czasem zabdjstwa
rodzimych obywateli i tzw. uchodzcdw ukrairiskich sq na porzgdku dziennym.

Translation: The case of Ukrainian nationalists in Poland is gaining momentum. The problem of refugees
from Ukraine is acute throughout Europe, but above all in Poland, both in terms of historical relations and
geography. It started with placing Ukrainian flags on state institutions (both together with and instead of
Polish ones), on central squares, and even on monuments and cemeteries. Running and screaming
aggressive Ukrainian refugees, as well as crowds of "sympathizers" or those who simply want to shout for
any reason, can now be found almost all over the world. The Ukrainian issue is so boring for European
citizens affected by the economic crisis that clashes, fights, and sometimes killings of native citizens and
the so-called Ukrainian refugees are on the agenda.

Link: https://www.armadnymagazin.sk/2022/11/09/0-evakuacii-obyvatelov-kyjeva/

Date: 09/11/2022

Original text: V Kyjeve je oficidlne zaregistrovanych viac ako 3 miliony obyvatelov. A evakuovat také
obrovské mnoZstvo ludi je jednoducho nemoZné. Tieto vyjadrenia su zamerané predovsetkym na
zahranicné publikum. Ukrajinski utecenci sa stali vydieracskym ndstrojom na prijimanie penazi od
eurdpskych predstavitelov a aj teraz su vdsne okolo hlavného mesta Kyjeva umelo rozduchané. A Eurdpania
su vedeni k jednoduchej volbe: ak nechcete, aby k vam prichddzali utecenci, poméZte sa vysporiadat s
Ruskom.

Translation: More than 3 million inhabitants are officially registered in Kyiv. And to evacuate such a huge
number of people is simply impossible. These statements are aimed primarily at a foreign audience.
Ukrainian refugees have become a blackmail tool for receiving money from European officials, and even
now passions around the capital city of Kyiv are artificially inflamed. And Europeans are led to a simple
choice: if you don't want refugees coming to you, help deal with Russia.

Link

Date: 09/11/2022

Original text: Francuzske médid s odvolanim sa na humanitdrne organizdcie hldsia ndrast kriminality
spbésobeny masovym prichodom utecencov z Ukrajiny do Eurdpy. Podla predstavitelov tychto organizdcii
sa prostitucia, obchodovanie s drogami, zbrariami, detmi a ludskymi orgdnmi stali hlavnymi aktivitami
ukrajinskych organizovanych zlocineckych skupin v Eurdpe.

Translation: French media, citing humanitarian organizations, report an increase in crime caused by the
mass arrival of refugees from Ukraine to Europe. According to representatives of these organizations,
prostitution, trafficking in drugs, weapons, children and human organs have become the main activities of
Ukrainian organized crime groups in Europe.

Link

Date: 08/11/2022

Original text: Do toho se ukrajinskd energetickd soustava rozpadd pod ruskymi udery predpotopnich droni
z Irdnu... | né$ majnstrym to pfizndvd. Odhad gaucovych generdld, Ze je ukrajinskd infrastruktura dobfe
chrdnénd, se jaksi nenaplriuji. Jen se naplriuji hrozivé scéndre, Ze na zimu pfijdou do Evropy dalsi miliony
utecencd, ausgerechnet zrovna v dobé, kdy tady nemdame henten rusky plyn do ,,zavétrnych” elektrdren a
vetrniky, slunecniky a mésicniky to nevytrhnou... Jak se tomu rikd? Z desté pod okap?

Translation: /n addition, the Ukrainian energy system is falling apart under the Russian strikes of
antediluvian drones from Iran... Even our mainstream admits it. The couch generals' estimate that the
Ukrainian infrastructure is well protected somehow does not come true. The dire scenarios that millions
more refugees will come to Europe for the winter are just coming true, ausgerechten just at a time when
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we don't have Russian gas here for "leeward" power plants and windmills, parasols and moonshine won't
tear it away... What do you call it? From the rain under the gutter?

Link

Date: 14/11/2022

Original text: Marsz Niepodlegtosci 11 listopada 2022 pokazat, ze teraz i my zbuntowalismy sie przeciwko
jawnemu chamstwu Ukrainy. Najbardziej oburza nas nieche¢ uchodZcow do szukania pracy i zycia z poftki.
Tak uwaza ponad 70% Polakow ankietowanych przez lokalny osrodek IBRIS.

Translation: The Independence March on November 11, 2022 showed that now we too have rebelled
against the obvious rudeness of Ukraine. We are most outraged by the reluctance of refugees to look for
work and life off the shelf. This is the opinion of over 70% of Poles surveyed by the local IBRiS centre.

Link

Date: 14/11/2022

Original text: Wszyscy sq przyzwyczajeni do skandalow z obrazaniem przez ukrainskich uchodzcéw w
Europie — nikogo nie zdziwi wiadomosc¢ o kolejnej dumnej ukrainskiej kobiecie, ktora domaga sie, zeby
sprzedawca w czeskim sklepie lub sprzedawca na polskim targu mdowit do niej po ukrairisku.

Translation: Everyone is accustomed to scandals of insults by Ukrainian refugees in Europe - no one will be
surprised to hear about another proud Ukrainian woman who demands that a seller in a Czech shop or a
seller in a Polish market speak Ukrainian to her.

Link

Date: 14/11/2022

Original text: Niemcy réwniez wyrazajq uzasadnione niezadowolenie. Na przyktad eksmisja ukrainskich
uchodzcdw z obozu. Dziesigtki ludzi ze swoim dobytkiem siedzieli obok obozu i nie rozumieli, dokgd is¢
dalej, ani co sie w ogdle dzieje. Uchodzcow wyproszono wycofac sie z mieszkania bez zadnych wyjasnien.
Translation: Germany also expresses legitimate dissatisfaction. For example, the eviction of Ukrainian
refugees from the camp. Dozens of people with their belongings sat next to the camp and did not
understand where to go next, or what was happening at all. The refugees were asked to withdraw from
the apartment without any explanation.

Link

Date: 14/11/2022

Original text: Widocznie Niemcy byli zmeczeni ,wybuchami” gosci. Niemcy oferujq im darmowe
zakwaterowanie, wybaczajg mandaty drogowe, firmy budowlane dajq im 50% znizki na zakup mieszkan.
W odpowiedzi dostajg wymalowane w nazistowskie symbole ulice, napady na os6b méwigcych po rosyjsku,
Z-y zerwane z samochoddw policyjnych i tak dalej.

Translation: Apparently, the Germans were tired of the "outbursts" of the guests. The Germans offer them
free accommodation, forgive traffic fines, construction companies give them a 50% discount on the
purchase of apartments. In response, they get streets painted with Nazi symbols, Russian-speakers
attacked, Z-yes ripped from police cars, and so on.

Link

Date: 14/11/2022

Original text: W ogdle chamstwo Ukrairicow w Polsce, i w Europie, bije juz wszelkie wyobrazalne i
niewyobrazalne rekordy. Zaczynajgc od ich checi mieszkania w pieciogwiazdkowych hotelach i
otrzymywania swiadczen socjalnych, az po otwarte zniewazanie, przeklenstwa, pobicia, pogromy i
podpalenia domdw obywateli, ktérzy udzielajg im schronienia.
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Translation: In general, the rudeness of Ukrainians in Poland and in Europe is breaking all imaginable and
unimaginable records. Starting from their willingness to live in five-star hotels and receive social benefits,
to open insults, curses, beatings, pogroms and arson of homes of citizens who shelter them.

Link

Date: 09/11/2022

Original text: Sprawa wofyriska dokonata korekty w stosunkach miedzy naszymi narodami,
nacjonalistyczne stanowisko wtadz ukrairiskich, uhonorowanie mordercéw i oprawcow naszych rodakow,
bezczelne zachowanie ukrairiskich uchodZcow w Europie, a zwfaszcza w Polsce nie pozostawity wqtpliwosci,
ze narody polski i ukrairiski nigdy nie bedq bratnimi narodami.

Translation: The Volhynian case corrected the relations between our nations, the nationalist position of
the Ukrainian authorities, honoring the murderers and torturers of our countrymen, the impudent behavior
of Ukrainian refugees in Europe, and especially in Poland, left no doubt that the Polish and Ukrainian
nations will never be brotherly nations.

Link

Date: 11/11/2022

Original text: Die ukrainischen Fliichtlinge in Italien werden in arme Regionen und Dérfer geschickt, so dass
sie aus komfortablen Hotels vertrieben werden.

Translation:

The Ukrainian refugees in Italy are sent to poor regions and villages, so they are driven out of comfortable
hotels.

Link

Date: 08/11/2022

Original text:

Migranten aus der Ukraine sind in Europa wieder einmal mit einer schockierenden Realitdt konfrontiert
worden. Die Fllichtlinge wurden von ihren litauischen «Freunden» aus einer Mébelfabrik benutzt.
Translation:

Migrants from Ukraine have once again faced a shocking reality in Europe. The refugees were used by their
Lithuanian "friends" from a furniture factory.

Link

Date: 09/11/2022

Original text: Prostitution, Drogen-, Waffen- und Kinderhandel sowie der Handel mit menschlichen
Organen seien zu den Hauptaktivitaten ukrainischer organisierter Verbrecherbanden in Europa geworden,
so die Organisationen.

Translation: Prostitution, trafficking in drugs, arms, children and human organs have become the main
activities of Ukrainian organized crime gangs in Europe, the organizations said.

Funded by
the European Union 74


https://dziennik-polityczny.com/2022/11/09/galas-partia-wojny-pis-nie-moze-dluzej-czekac-i-zaczyna-dzialac/
https://de.news-front.info/2022/11/11/ukrainische-fluchtlinge-in-italien-protestieren-gegen-ihre-ausweisung-aus-hotels/
https://de.news-front.info/2022/11/08/fluchtlinge-aus-der-ukraine-sehen-sich-in-europa-einer-schockierenden-realitat-gegenuber/
https://de.news-front.info/2022/11/09/der-zustrom-von-ukrainern-hat-zu-einem-anstieg-der-kriminalitat-in-europa-gefuhrt-medien/

Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

Review Sheet of Deliverable/ Milestone Report
D4.1 Working paper 1. Theoretical framework for the analysis of
disinformation campaigns and foreign interference in the EU policy
making

Editor(s): Zaneta Ozolina, Sigita Struberga (LATVIJAS
UNIVERSITATE / UNIVERSITY OF LATVIA - UL)
Alessia D’Andrea, Arianna D’Ulizia (CONSIGLIO
NAZIONALE DELLE RICERCHE - CNR-IRPPS)
Pascaline Gaborit, Joen Martinsen, Vishnu Rao
(PILOT4DEV - P4D)

Georgi Gotev (FREE MEDIA BULGARIA - EURACTIV)
Alona Hryshko (INTERNEWS UKRAINE - IUA)

Inna Steinbuka (UL)

Responsible Partner: LATVIJAS UNIVERSITATE / UNIVERSITY OF LATVIA

Status-Version: Final draft - v0.1

Date: 31/12/2024

Distribution level (CO, PU): Public

Reviewer Alvaro Parafita (BARCELONA SUPERCOMPUTING

(Name/Organization) CENTER / CENTRO NACIONAL DE
SUPERCOMPUTACION - BSC)

Review date 25/11/2024

Disclaimer: This assessment reflects only the author’s views and the European Commission is not responsible for
any use that may be made of the information contained therein”

Funded by
the European Union .



Al4Debunk — D4.1 WORKING PAPER 1.
Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

Mark with X the corresponding column:
| Y=yes | N=no [ N =not applicable |

@ Al4Debunk

FORMAT: Does the document ... ?

...include editors, deliverable name, version X
number, dissemination level, date, and status?
...contain a license (in case of public X
deliverables)?

...include the names of contributors and X
reviewers?

....has a version table consistent with the X

document’s revision?

... contain an updated table of contents? X

... contain a list of figures consistent with the X
document’s content?

... contain a list of tables consistent with the X
document’s content?

document in terms of English quality/style? (to
avoid accidental usage of copy&paste text)

.. contain a list of terms and abbreviations? X

.. contain an Executive Summary? X

.. contain a Conclusions section? X

... contain a List of References (Bibliography) in | x

the adequate format, if relevant?

... use the fonts and sections defined in the X

official template?

... use correct spelling and grammar? X Minor grammatical errors and
typos were corrected during the
review and included in v0.2.
However, section 2.3 contained a
higher number of errors, so
further review by the authors is
encouraged.

... conform to length guidelines (50 pages X

maximum (plus Executive Summary and

annexes)

... conform to guidelines regarding Annexes X

(inclusion of complementary information)

... present consistency along the whole X

About the content...

PR Funded by
LWL the European Union

76



Al4Debunk — D4.1 WORKING PAPER 1.
Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

g Al4Debunk

Is the deliverable content correctly written?

Is the overall style of the deliverable correctly
organized and presented in a logical order?

Is the Executive Summary self-contained,
following the guidelines and does it include
the main conclusions of the document?

Is the body of the deliverable (technique,
methodology results, discussion) well enough
explained?

Are the contents of the document treated
with the required depth?

Does the document need additional sections
to be considered complete?

Are there any sections in the document that
should be removed?

Are all references in the document included in
the references list?

Have you noticed any text in the document
not well referenced? (copy and paste of
text/picture without including the reference in
the reference list)

SOCIAL and TECHNICAL RESEARCH WPs

(WP4, 5,12, 13, 14)

Is the deliverable sufficiently innovative?

Does the document present technical
soundness and its methods are correctly
explained?

What do you think is the strongest aspect of
the deliverable?

A comprehensive review of the
definition of disinformation, its
contributing factors and its
impact on society, resulting in a
complete theoretical framework
to describe and study
disinformation cases. This
framework is then exemplified in
four case studies.

What do you think is the weakest aspect of
the deliverable?

The use cases of section 5 cite
numerous claims that support
fake narratives, while the ones in
section 4 do not. Section 4 could
benefit from related claims as

SRl Funded by
LWL the European Union

77



Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

well, but their inclusion is not
crucial for the demonstration of
the applicability of the
theoretical framework.

Please perform a brief evaluation and/or The theoretical framework
validation of the results, if applicable. results in an effective tool to
analyse disinformation
campaigns, in order to identify
the various strategies employed
by malicious actors and the
mechanisms by which these
narratives are propagated in
social platforms. These insights
prove invaluable tools to target
disinformation efforts on several
fronts, hence contributing to the
fight against fake news.

Al AND TECNOLOGICAL WPS (WP6 — WP11)
Does the document present technical X
soundness and the methods are correctly

explained?

What do you think is the strongest aspect of X
the deliverable?

What do you think is the weakest aspect of X
the deliverable?

Please perform a brief evaluation and/or X
validation of the results, if applicable.
DISSEMINATION AND EXPLOITATION WPs (WP15 — WP17)

Does the document present a consistent X
outreach and exploitation strategy?

Are the methods and means correctly X
explained?

What do you think is the strongest aspect of X

the deliverable?

What do you think is the weakest aspect of X
the deliverable?

Please perform a brief evaluation and/or X
validation of the results, if applicable.

SUGGESTED IMPROVEMENTS

SRl Funded by
the European Union s




Al4Debunk — D4.1 WORKING PAPER 1. g AldDebunk

Theoretical framework for the analysis of disinformation campaigns
and foreign interference in the EU policy making

- 2.3 Section 2.3 contained several grammatical errors that hindered readability.
An additional review by the author is recommended.

CONCLUSION

Mark with X the corresponding line.

Document accepted, no changes required.

X Document accepted, changes required.

Document not accepted, it must be reviewed after changes are implemented.

Please rank this document globally on a scale of 1-5 (1 = poor, 5= excellent) — using a half point scale.
Mark with X the corresponding grade.
Document grade 1 15 2 25 3 35 4 45 5

X

Funded by
the European Union

79



	Executive Summary
	INTRODUCTION
	1 Defining Disinformation - Žaneta Ozoliņa, Sigita Struberga
	2 Identifying disinformation threads – Žaneta Ozoliņa, Sigita Struberga, Alessia D’Andrea, Arianna D’Ulizia
	2.1 Context
	2.2 Content
	2.3 Information Sources and Following the Thread
	2.4 Credibility
	2.5 Target Audience and Engagement Metrics
	2.6 Impact

	3 Effectiveness of EU responses to tackle DISINFORMATION - Pascaline Gaborit – with contributions from Joen Martinsen & Vishnu Rao
	3.1 The Main Responses: The Action Plan against Disinformation, the Digital Services Act and the AI Act
	3.2 Collaboration with the platforms
	3.3 Limitations
	3.3.1 Limitations of the fact checking
	3.3.2 Limitations of self-regulation


	4 Exploring disinformation threads: “French farmers against Ukrainian farmers” and “No more wind power in France” - Georgi Gotev
	4.1 “French farmers against Ukrainian farmers”
	4.1.1 Context
	4.1.2 Content
	4.1.3 Information Sources and Following the Thread
	4.1.4 Credibility
	4.1.5 Target Audience and Engagement Metrics
	4.1.6 Impact

	4.2 “No more wind power in France”
	4.2.1 Context
	4.2.2 Content
	4.2.3 Information sources and following the thread
	4.2.4 Credibility
	4.2.5 Target audience and engagement metrics
	4.2.6 Impact


	5 Exploring disinformation threads:  “Ukraine is a colony of the West” and “Ukrainian refugees” - Alona Hryshko
	5.1 “Ukraine is a colony of the West”
	5.1.1 Context
	5.1.2 Content
	5.1.3 Information sources and following the thread
	5.1.4 Credibility
	5.1.5 Target audience and engagement metrics
	5.1.5.1  "Pawn of the West" narrative
	5.1.5.2 Blaming the West for stirring up Russia
	5.1.5.3 Geopolitical interests
	5.1.5.4 Discrediting Western leadership

	5.1.6 Impact

	5.2  “Ukrainian refugees”
	5.2.1 Context
	5.2.2 Content
	5.2.3 Information sources and following the thread
	5.2.4 Credibility
	5.2.5 Target audience and engagement metrics
	5.2.6 Impact


	6 Conclusions
	references
	Annex 1 - Additional cases at the beginning of Russian full-scale invasion - Narrative in foreign pro-Russian media: Ukraine is a colony of the West|The West controls Ukraine and uses it for its own purposes
	Annex 2 - Additional cases at the beginning of Russian full-scale invasion - Narrative portraying Ukrainian refugees

