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community, public opinion shapers, and the Russian-speaking diaspora—the 
research underscores both the breadth and depth of the challenge, while also 
identifying practical policy responses. Addressing this challenge requires a shift 
beyond traditional fact-checking toward anticipatory, collaborative, and 
inclusive strategies supported by innovative technological solutions like AI. 
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EXECUTIVE SUMMARY 

The spread of disinformation poses an increasingly complex and serious threat to democratic societies 
across the European Union (EU). It functions as a strategic tool of foreign influence and political warfare—
most notably driven by the Russian Federation, with growing concerns about China and various non-state 
actors. This working paper offers an in-depth examination of the societal groups most affected by foreign 
disinformation, the tactics and mechanisms employed by different actors, and provides actionable 
recommendations to strengthen resilience across sectors. Based on 43 qualitative interviews conducted 
in six countries and covering four key societal groups—policymakers, the business community, public 
opinion shapers, and the Russian-speaking diaspora—the research underscores both the breadth and 
depth of the challenge, while also identifying practical policy responses. 

The study highlights that other groups—such as young people, the elderly, minorities, rural 
populations, and individuals with lower levels of digital literacy—are particularly vulnerable to 
disinformation. Beyond analysing target audiences, the paper also explores the strategies of the key actors 
involved in disinformation efforts. Given the rapid and evolving nature of disinformation, there is a clear 
need for ongoing and detailed analysis of the sources and platforms used to facilitate foreign interference 
in Europe’s democratic processes.  

The findings emphasize that disinformation is not a marginal or isolated problem—it is a direct threat 
to democratic resilience, societal trust, and cohesion within the EU. Addressing this challenge requires a 
shift beyond traditional fact-checking toward anticipatory, collaborative, and inclusive strategies 
supported by innovative technological solutions like AI.  
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INTRODUCTION 

In recent years, the rise of disinformation has become a central challenge for democratic societies, 
particularly in the European Union (EU), where coordinated foreign information manipulation seeks to 
undermine trust, polarize communities, and destabilize political processes. Disinformation is no longer 
limited to sporadic misinformation or fake news, it has evolved into a strategic tool of influence deployed 
by both state and non-state actors, often with significant technological sophistication. In this context, 
Russia remains one of the most prominent actors orchestrating long-term and targeted campaigns aimed 
at advancing geopolitical objectives, especially within EU member states. 

This working paper explores the vulnerability and exposure of specific societal groups within Europe 
to foreign disinformation, with a particular focus on the war in Ukraine and climate change. The working 
paper is based on 43 qualitative interviews with stakeholders from six countries (Belgium, Italy, Latvia, 
Norway, Slovakia, UK, Ukraine), representing four key societal sectors: policymakers, business leaders, 
public opinion shapers (including media, academia, and civil society), and the Russian-speaking diaspora. 
These groups were selected due to their critical roles in shaping democratic processes and their varying 
degrees of susceptibility to manipulation.  

The working paper is organized into thematic chapters, each addressing key dimensions of 
disinformation. The first two chapters draw on a combination of qualitative interview data and existing 
academic literature to examine the multifaceted ways in which disinformation manifests across different 
societal sectors. These chapters explore the responses of affected communities and assess the relative 
effectiveness of various counter-strategies, with particular attention to pre-bunking and de-bunking 
interventions. The third chapter concentrates on identifying the most vulnerable target groups—
populations that often lack the necessary media literacy, critical thinking skills, or access to reliable 
information to effectively recognize and counter disinformation. In addition to analysing the 
characteristics and vulnerabilities of these groups, the working paper also addresses broader structural 
aspects of the disinformation, including the identification of key threat actors, the origins and pathways 
of disinformation, and the digital platforms that serve as its primary hosts and amplifiers. 
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1 DISINFORMATION TARGET GROUPS IN EUROPE - Žaneta Ozoliņa, Sigita Struberga 

Effective debunking of disinformation relies not only on fact-checking and the dissemination of accurate 
information but also on skilful engagement and targeted strategies tailored to the audience that was the 
primary focus of the disinformation campaign. 

The analysis of potential target groups is crucial for several reasons. Different social groups exhibit 
varying levels of susceptibility to disinformation due to cognitive biases, political affiliations, and media 
consumption habits. Individuals with lower digital literacy or strong partisan alignment are more likely to 
engage with misleading content (Guess et al., 2019; van der Linden et al., 2020). Disinformation campaigns 
often exploit existing societal divisions, leading to increased polarization (Tucker et al., 2018). Research 
indicates that social media algorithms amplify divisive content, reinforcing ideological echo chambers. 
Identifying the demographics most affected by this process enables policymakers to implement strategies 
that promote diverse information consumption and mitigate algorithmic reinforcement of misinformation 
(Barberá, 2020). Identifying the most vulnerable or exposed target groups assists governments and 
regulatory bodies in developing, adopting, and implementing effective policy measures. Studies suggest 
that tailored regulatory responses, such as stricter content moderation on social media platforms, can 
help reduce the spread of disinformation (Persily & Tucker, 2020). As research (Nyhan & Reifler, 2015) 
highlights, debunking efforts are more effective when they target specific groups—either vulnerable or 
more exposed—and are framed in ways that align with the audience’s pre-existing beliefs and values. 

Addressing the spread of disinformation can be approached through various target group categories: 
1) Clearly Defined Target Group: Disinformation is specifically crafted using messages relevant to a 
particular group. This method involves creating highly tailored content that resonates deeply with the 
targeted audience's beliefs, values, and concerns: 2) Several Overlapping Target Groups: Disinformation 
is designed with a specific yet somewhat generalized message to appeal to multiple groups that share 
certain characteristics or interests. This approach leverages commonalities between the groups to 
maximize the impact of the disinformation; 3) General Public: Disinformation is disseminated through a 
random selection of messages that can be adapted to fit the situation and attitudes of individuals. This 
broad approach aims to influence a wide audience by adjusting the narrative to align with the diverse 
perspectives and contexts of various individuals. 

Each category requires a nuanced understanding of the source of disinformation, its strategic 
interests based on domestic and international conditions, and the rationale behind targeting a specific 
group. A comprehensive understanding of target groups under the disinformation "umbrella" enables the 
strategic deployment of countermeasures to effectively neutralize the impact of disinformation. 
Moreover, it should be noted that disinformation targeting a specific group can have unintended 
consequences, such as influencing other segments of society, creating an overlap effect, and resulting in 
a greater impact than initially anticipated. In such cases, the application of corrective mechanisms can 
help mitigate the spread of disinformation. 

Various scholars have identified target groups in Russia's disinformation campaigns. For instance, 
Ozoliņa et al. (2017), while examining the role of humour in Russian propaganda and disinformation 
campaigns, identified a broad range of target groups, including factors such as age, gender, social ties, 
and in-group/out-group dynamics. Brandon et al. (2024), using negative binomial regression analysis, 
concluded that disinformation attacks are most frequent when (1) a country is holding a national election 
that year and (2) the country is experiencing significant political unrest. Therefore, individuals or groups 
who are directly or indirectly involved with, or sympathetic to, radical or extremist movements for various 
reasons can become targets of Russian disinformation in both scenarios—either as a tool to influence 
election outcomes or as a catalyst for exacerbating domestic unrest in the targeted countries. 
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A more specific target audience analysis was conducted by Watts (2022), who examined Russia’s 
messaging strategies in the first 48 hours of an event using the classification framework from his previous 
study (2019). He (2022) categorized the targeted audiences into four groups: 

1. Domestic Russian Audience: Messaging aimed at the general public in Russia, emphasizing that 
the Ukrainian military was surrendering, incompetent, and that the Ukrainian government was fleeing to 
the West. 

2. Ukrainian Public: Messages in both Russian and Ukrainian languages claiming that the Ukrainian 
government had abandoned the country, the West was not supporting Ukraine, and that President 
Zelensky was no longer in the country. 

3. Russian-Speaking Diaspora: Messaging in Russian and languages of certain Baltic states, 
suggesting that the EU and NATO were discriminating against Russians and that Ukraine was controlled 
by Nazis. Notably, countries such as Armenia, Azerbaijan, Georgia, Kazakhstan, and Kyrgyzstan were not 
targeted in the first 48 hours. 

4. Western Audiences: Messages predominantly in English, French, German, and Spanish, focusing 
on themes such as Ukrainian military surrender, Russia executing a humanitarian mission, preventing 
civilian casualties, and clearing Ukraine of Nazis. 

The adaptation of messaging to respective target audiences is a common tactic in Russia’s 
manipulation campaigns. A study commissioned by the NATO Strategic Communications Centre of 
Excellence, Euro-Atlantic Values and Russia’s Strategic Communication in the Euro-Atlantic Space (2015), 
provides a detailed analysis of how the same event is framed and adapted for audiences consuming 
information in Russian and English languages. 

The focus of the project AI4Debunk is on spread of disinformation in the EU, therefore this working 
paper approaches those target groups, which most likely could be exposed and influenced by Russia’s 
malign activities. Based on the analysis of the previous classification efforts, there are two major groups 
of target audiences: 1) the most exposed to Russia’s disinformation campaigns due to its geopolitical and 
economic interests falling in the category of clearly defined groups; 2) vulnerable groups, which could be 
manipulated and used as one of overlapping groups serving the core interests of Russia. 

The most exposed and clearly defined groups are 1) EU political elites and decision-makers on 
European and national levels; 2) representatives of business community; 3) media, public opinion leaders, 
NGOs, academic and think tanks community; 4) Russian speaking diaspora in European countries. 
According to this classification the research team of the WP5 conducted 43 interviews with members of 
all those four groups. 
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2 MOST EXPOSED TARGET GROUPS IN EUROPE: PERCEPTIONS AND REACTIONS  - 
Žaneta Ozoliņa, Sigita Struberga, Zane Zeibote, Inna Šteinbuka, Joen Martinsen, 
Pascaline Gaborit, Alessia D’andrea, Arianna D’ulizia, Alona Hryshko, Karina 

Polischuk, Dzenyslava Shcherba 

This chapter will present the key findings derived from interviews conducted with representatives of the 
four primary target groups most directly affected by disinformation. These findings provide valuable 
insights into the perspectives, experiences, and concerns of each group, offering recommendations for de-
bunking and pre-banking efforts. 

2.1 POLITICAL DECISION MAKERS 

Russian disinformation and propaganda operate through a highly coordinated strategy of political 
interference and destabilization, leveraging fake news, manipulation, political sponsorship, and direct 
influence over decision-making processes. The primary objective of these efforts is to weaken democratic 
institutions, deepen societal divisions, and erode public trust in governance. Russia employs a 
multifaceted approach, which includes supporting far-right political figures and orchestrating large-scale 
influence operations designed to shape electoral outcomes and policy discussions. By distorting political 
narratives, obstructing governance, and fostering instability, the Kremlin seeks to undermine democratic 
systems, fracture European unity, and expand its geopolitical influence through systematic interference 
and control. 

A fundamental component of this strategy is the infiltration of political discourse through extensive 
disinformation networks. By disseminating false narratives about the war in Ukraine, discrediting 
European Union (EU) leaders critical of Russian policies, and exploiting social and ideological divisions, 
these campaigns aim to manipulate public opinion and disrupt democratic processes. A notable example 
is the 2024 "Storm-1516" campaign, in which Russia established over 100 AI-generated websites to 
interfere in Germany’s elections by amplifying divisive rhetoric and misinformation (Xhoi Zajmi, 2025). 

https://stratcomcoe.org/pdfjs/?file=/publications/download/Full-stratcom-laughs-report_web_15-03-2017.pdf?zoom=page-fit
https://stratcomcoe.org/pdfjs/?file=/publications/download/Full-stratcom-laughs-report_web_15-03-2017.pdf?zoom=page-fit
https://miburo.substack.com/p/russias-lies-in-four-directions-the?utm_source=url
https://miburo.substack.com/p/russias-lies-in-four-directions-the?utm_source=url
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These tactics exemplify how Moscow weaponizes information technology and artificial intelligence to sow 
discord and influence political landscapes across Europe. 

Respondent: The use of artificial intelligence in information campaigns is no longer a question of the future. It is the 
present. In my journalism career, I have already witnessed the application of AI both in news generation and spread 

of disinformation. It now enables a new, significantly cheaper form of production—and in the spread of 
disinformation. In both cases, costs are significantly reduced, and efficiency is increased. 

Beyond digital disinformation, Russia actively engages in direct political sponsorship to bolster 
extremist leaders and parties. The Kremlin has provided support to far-right politicians such as Călin 
Georgescu in Romania, whose rhetoric glorifying fascist figures and promoting xenophobic, racist, and 
antisemitic narratives has contributed to the erosion of democratic norms and strained EU relations. 
Furthermore, Russia strategically manipulates both ends of the political spectrum to advance its interests. 
For example, it has deployed targeted disinformation campaigns to undermine environmental movements 
while simultaneously co-opting certain green politicians when doing so aligns with its geopolitical goals. 
The 2021 disinformation campaign against German Green Party leader Annalena Baerbock, who was 
critical of Kremlin policies, illustrates how Russia systematically targets perceived adversaries. Similarly, in 
the 2016 U.S. elections, Russia provided covert support to figures like Jill Stein to disrupt the political 
landscape (Hirch, 2024). 

Russian disinformation and manipulation campaigns have targeted far-right and far-left political 
parties and their sub-groups. In Poland, for example, research shows that Russian propaganda exploited 
both far-left and far-right fringe groups to influence mainstream political discourse. By amplifying anti-
Western, nationalist, and anti-Ukrainian narratives, these campaigns strengthen extremist political 
factions, foster distrust in democratic governance, and deepen societal divisions. Notably, some right-wing 
politicians unknowingly align with Kremlin messaging, reinforcing narratives that serve Russian interests 
(Lucas & Pomerantsev, 2016). 

The Kremlin has also forged alliances with radical social conservatives and anti-EU nationalists across 
Europe and the U.S., offering them media exposure and ideological support. Figures like Patrick Buchanan, 
Marine Le Pen, Nigel Farage, and groups like the World Congress for Families have openly praised Putin, 
receiving extensive coverage on Kremlin-backed media in return. Additionally, far-right activists, white 
supremacists, neo-Nazis, and anti-Semites frequently collaborate with Russian ideologues at conferences 
across Europe, while Kremlin advisors provide direct guidance to European far-right parties, such as in 
events held in Yalta (Pomerantsev & Weiss, 2014). 

In addition to disinformation and political sponsorship, Russia engages in corruption and direct 
influence over policymakers. Investigations have uncovered Russian efforts to bribe European Parliament 
deputies and manipulate legislative outcomes through media platforms such as "Voice of Europe," which 
function as instruments for advancing Kremlin interests (Vinocur et al., 2024). These revelations highlight 
the extensive and sophisticated nature of Russian influence operations, which extend beyond digital 
propaganda to include financial inducements and direct manipulation of policy frameworks within 
European institutions. 

Interviews conducted with European policymakers corroborate the prevalence of the aforementioned 
disinformation strategies. While none of the respondents reported being directly targeted by Russian or 
Chinese disinformation campaigns, they unanimously recognized the omnipresence of these tactics in 
contemporary information flows. They noted that key issues such as climate change and Russia’s war in 
Ukraine remain dominant topics, often exploited by disinformation campaigns. Notably, in countries like 
Italy, climate change issues receive greater attention, whereas in Latvia, disinformation related to the war 
in Ukraine overshadows other narratives due to the high volume of Russian influence operations in the 
region. 
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Respondent: I have seen many European colleagues fall into the traps of disinformation. Their way of 

thinking did not allow for the possibility that someone could lie so blatantly. But this cannot be avoided 
anymore. We must look for new ways to deal with disinformation 

 
A common sentiment among respondents was that disinformation has become the "new normal," 

necessitating adaptive strategies and countermeasures from the EU and its member states. Consequently, 
policymakers commended the establishment of specialized governmental and parliamentary units 
dedicated to combatting disinformation and enhancing strategic communication. Latvian respondents 
emphasized the resilience of their political elite and society at large, attributing this to their historical 
experiences, recent political decisions, widespread media literacy education efforts in schools, and the 
proactive engagement of civil society in countering false narratives. 

 
Respondent: The meaning of continuously debunking disinformation is diminishing. It is becoming 

increasingly difficult to do so. Soon, it will be impossible to distinguish AI-generated content from real. 
Therefore, the primary focus should be on training citizens in critical thinking and the ability to step outside 
of their comfortable information consumption habits. 

 
Policymakers proposed a range of countermeasures to address the growing threat of disinformation. 

Key recommendations included: 
 Targeted Debunking Initiatives: Counter-disinformation efforts should be tailored to specific 

demographic groups, with a particular emphasis on the younger generation, given their extensive 
use of social media platforms. 

 Strengthening Civil Society Partnerships: Non-governmental organizations (NGOs) and civil 
society actors should play a central role in debunking disinformation, as they can effectively 
engage communities and foster grassroots resistance to propaganda. 

 Enhancing Public Education and Awareness: Efforts should include a combination of public 
education campaigns, policy reforms, and technological solutions. A synergy of these approaches 
is essential to achieving sustainable results in the fight against disinformation. 

 Cybersecurity and Media Literacy Training: Several respondents highlighted the equal importance 
of cybersecurity training alongside media literacy and critical thinking programs. Given the 
increasing sophistication of disinformation tactics, bolstering digital resilience is imperative. 

Looking ahead, European policymakers identified several pressing challenges that must be addressed 
to mitigate the impact of disinformation. These include: 

 Declining Trust in Government Institutions: The erosion of public confidence in democratic 
institutions creates fertile ground for disinformation to take root and spread. 

 Rising Geopolitical Tensions and Competition: Intensifying global rivalries will likely lead to more 
aggressive disinformation campaigns aimed at destabilizing European societies. 

 Risk of EU Fragmentation: Political divisions within the EU could be exacerbated by 
disinformation, further complicating efforts to implement cohesive countermeasures. 

 Advancements in Deepfake Technology: The rapid development of AI-generated deepfake 
content poses a significant threat, as it enhances the credibility and effectiveness of 
disinformation campaigns. 

 Shifting Focus to Information Integrity: While countering disinformation remains crucial, there is 
a growing need to prioritize strengthening European information integrity to foster a more 
resilient and informed public discourse. 

To provide policy recommendations the authors have analysed several levels public and political 
engagements. The first is related to EU level. At EU level, there are already several indicatives established, 
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such as, for example, EU East Stratcom Task Force and the Rapid Alert System. However, there remains a 
gap in the form of a permanent, centralized EU Disinformation Task Force with dedicated rapid response 
capabilities during elections or crises. Member states have urged several times for a need to establish such 
institution for robust counter measures, specially under the EU Digital Services Act1.  

Another counter measure relates to an urgent need to regulate more extensively political sponsorship 
and foreign influence in EU political processes. The EU has proposed a directive to establish harmonised 
transparency requirements for interest representation on behalf of third countries.  Unfortunately, not all 
EU member states have engaged with or supported recent EU initiatives, such as the 2023 Democracy 
Defence Package, aimed at increasing transparency in foreign interest representation.  

Thus, the real question on both dimensions- coordinated fight against disinformation and preventive 
steps for deterring foreign malign forces from interfering in EU political processes-  is how to achieve 
consolidation among the member states so that the initiatives of the European External Action Service or 
other responsible institutions—including those already in place as well as those yet to be established—
are generally accepted among the member states. This kind of consolidation may, in fact, prove to be the 
most challenging aspect in implementing common European initiatives in a fight against foreign 
information manipulation and interference, including disinformation. This aspect should rather be viewed 
as a limitation for which immediate solutions are difficult to offer. 

2.2 BUSINESS COMMUNITY 

During the war in Ukraine and the period preceding it, Russian disinformation campaigns have not only 
targeted Western countries and governments but also Western businesses, including companies and 
major brands. The overarching objective of these campaigns is to deepen economic crises and create 
chaos in Western nations. By targeting European business communities, Russian propaganda seeks to 
destabilize economic systems, manipulate public perception, and amplify uncertainty among business 
leaders and consumers. Through the dissemination of false narratives about economic downturns, 
distortions in energy markets, and direct attacks on key industries, these disinformation efforts aim to 
weaken European economies, erode trust in governments, and foment widespread dissatisfaction. 

One of the primary goals of Russian propaganda is to exacerbate economic instability by targeting 
businesses across various sectors, particularly those affected by sanctions, supply chain disruptions, and 
fluctuations in energy markets. The war in Ukraine has significantly impacted trade networks, leading to 
rising costs, inflation, and supply chain disruptions that have adversely affected European business profits. 
Russian narratives often emphasize the defense industry's financial gains at the expense of social welfare, 
seeking to stoke resentment among European citizens. 

For instance, Russian disinformation has specifically targeted Poland, portraying it as a country that 
prioritizes aid to Ukraine while neglecting its own citizens. According to Visegrad Insight (2022), pro-
Kremlin narratives have sought to incite domestic unrest in Poland by alleging that its government is 
diverting essential resources to Ukraine while Polish citizens struggle with rising living costs. 

A critical front in Russia’s economic disinformation strategy involves misrepresenting the effects of 
energy sanctions on Europe. Russian propaganda minimizes the economic consequences of these 
sanctions for Russia while exaggerating the negative impact on European businesses and households. For 

                                                             
 
 
1 See, for example, Reuters. France, Germany, others urge EU Commission to protect elections in Europe from foreign interference. 30.01.2025. 

Reuters. Available at: https://www.reuters.com/world/europe/france-germany-others-urge-eu-commission-protect-elections-europe-foreign-2025-

01-30/?utm_source=chatgpt.com 
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example, pro-Kremlin media and online influence campaigns have promoted the idea that European 
sanctions against Russian gas and oil are more detrimental to EU economies than to Russia’s, branding 
Western policies as "self-destructive" (Institute for Internet and Social Media Research, IISMR, 2022). This 
narrative is designed to increase skepticism toward EU sanctions, sow political divisions, and foster 
opposition among business leaders and policymakers. 

Russian propaganda also directly targets industries vital to European economic stability. One of the 
most affected sectors is food processing, particularly concerning the export of Ukrainian wheat. Russian 
narratives claim that European farmers and food industries are suffering due to Ukrainian grain imports, a 
tactic aimed at undermining European support for Ukraine and creating tensions between agricultural 
businesses and their governments (IISMR, 2022). By distorting economic realities, these campaigns 
attempt to drive wedges between stakeholders and weaken international support for Ukraine. 

Additionally, multinational corporations and major brands have been frequent targets of Russian 
disinformation. These attacks often take the form of conspiracy theories alleging corporate complicity in 
government policies, portraying Western businesses as profiteers of war while ordinary citizens bear the 
economic burden. Such narratives aim to erode trust in both governments and major corporations, 
fostering economic insecurity and increasing pressure on political leadership. 

Interviews conducted within the AI4Debunk project support several of these findings. Respondents 
from the business sector demonstrated a strong awareness of ongoing disinformation campaigns. While 
none of the companies or individuals interviewed reported being directly targeted by Russian 
disinformation, some respondents mentioned encountering fake news disseminated by rival companies. 

 
Respondent: As a former head of a private regional media outlet, I can say that I have not personally 

experienced direct disinformation attacks. However, I can point to examples where others have. The fact 
that we do not feel it personally does not mean it doesn’t exist. 

 
Despite the prevalence of AI-driven solutions in the fight against disinformation, the majority of 

respondents—primarily from the IT sector—did not consider AI tools to be the most effective means of 
countering propaganda. Instead, they emphasized the importance of education, transparency in 
communication, cybersecurity training, collaboration among partners, and the role of civil society in 
mitigating the impact of disinformation. They also highlighted that technological solutions can only be 
effective if the public has confidence in them. 

Answering the question of future perspectives, respondents identified several key challenges. One 
prominent concern is the tendency within the EU to overregulate businesses. Innovation and technological 
advancement thrive in environments with minimal bureaucratic barriers, yet many European companies 
feel increasingly constrained by excessive regulations. This regulatory burden could stifle economic growth 
and impede businesses’ ability to counter disinformation effectively. 

Additionally, declining trust in institutions has a direct impact on trust in businesses. Respondents 
emphasized the necessity of democratic governance in fostering collaboration among stakeholders 
engaged in combating disinformation. Without a foundation of trust, these efforts risk being ineffective. 

There was also significant criticism of traditional fact-checking mechanisms. Many respondents found 
fact-checking efforts to be ineffective, and in some cases, counterproductive—potentially contributing to 
the spread of misinformation rather than curbing it. Instead, they advocated for a multifaceted approach 
to resilience-building, including well-funded professional journalism and independent investigative 
reporting. Strengthening these pillars of democratic discourse could provide a more sustainable and 
impactful defense against disinformation campaigns in the long run. 

One effective way to reduce the impact of disinformation risks on the business community is to 
expand the concept of workplace safety culture by incorporating measures to mitigate the effects of 
disinformation. This is particularly important in vulnerable sectors such as energy, food, defence, and 
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technology. Larger companies have a potential to integrate disinformation-related risks into their existing 
risk management and crisis communication frameworks, establishing internal protocols for identifying and 
responding to disinformation attacks. These protocols should include real-time monitoring of emerging 
narratives that may target the company or its sector, enabling timely and strategic responses to potential 
threats.  

At the same time, this approach is less easily implemented when it comes to changing the perceptions 
of business community leaders and altering established information consumption habits. It is even more 
challenging to introduce at the level of small and medium-sized enterprises, where resources and 
awareness of disinformation risks are more limited. 

In this case, more grass-roots initiatives aimed to promote cross-sector collaboration and industry-led 
resilience might be more effective. It means that collaboration mechanisms between industry 
associations, civil society, media, and academic institutions for sharing intelligence and co-develop 
counter-narratives is one of the instruments in a toolbox. Engagement in multi-stakeholder initiatives to 
develop shared best practices on tackling disinformation – might be another. 

At the employers’ representation and political decision-making levels additional measure might be 
initiatives focusing on sector-specific information space monitoring and warning systems. In sectors like 
agriculture, energy, or defence, set up watch units or intelligence partnerships to track and report on 
propaganda campaigns might be practical instrument for supporting entrepreneurs in navigating 
information space.  

2.3 PUBLIC OPINION MAKERS: MEDIA, NGOS, ACADEMIC AND THINK TANK 
COMMUNITY 

Russian disinformation campaigns deliberately target opinion leaders across the European Union, 
including journalists, media influencers, civil society representatives, academics, and policy analysts. 
These efforts aim to shape public discourse, manipulate policymaking, raise skepticism about democratic 
values, and erode trust in institutions. 

To extend their reach and exert a direct influence on public opinion in European countries, Kremlin-
linked actors have established think tanks and advisory groups that promote pro-Russian narratives within 
Western academic and policy circles. A notable example is the Institute for Democracy and Cooperation 
in New York, which focuses on criticizing U.S. human rights policies, effectively serving as a conduit for 
Russian disinformation. Additionally, Russian-affiliated organizations strategically position Western 
analysts on the boards of Russian corporations to legitimize Moscow’s narratives. Research has 
demonstrated that in Germany, for instance, Russia analyst Alexander Rahr frequently advocated for pro-
Kremlin perspectives while concealing his affiliations with the Valdai Club and his consultancy work for 
Russian-owned energy firms (Pomerantsev & Weiss, 2014). 

Investigations have further revealed that RT channelled nearly $10 million through a Tennessee-based 
firm to finance social media content aligned with Russian interests, all while concealing its state-backed 
origins. Although some influencers deny being aware of Russian funding, this aligns with RT’s established 
strategy of co-opting right-wing populist media, mimicking their style, and amplifying their narratives. RT 
also finances and promotes media personalities in targeted countries whose views naturally align with 
Russian geopolitical goals, capitalizing on the psychological effect that repeated narratives gain credibility 
regardless of their accuracy (Open University, 2024; Watt, 2025). 

Additionally, the Kremlin systematically co-opts Western experts, analysts, and journalists through 
long-term influence operations. By embedding these individuals in pro-Kremlin narratives through trusted 
media figures and intellectual circles, Moscow gradually moulds their perspectives. As Ben Judah explains, 
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many Western analysts begin to internalize Russian-crafted myths, such as the notion that there is no 
viable alternative to Putin, his characterization as a moral conservative, or the portrayal of dissident groups 
like Pussy Riot as extremists. These narratives, perpetuated by Kremlin-affiliated intellectuals and media 
outlets, systematically shape Western discourse to Moscow’s advantage (Pomerantsev & Weiss, 2014). 

In the United Kingdom, the Kremlin has sought to influence political elites by placing prominent 
figures on the boards of Russian companies, a tactic colloquially referred to as “lords on the boards” or 
“rent-a-peer.” Investigations by The Guardian and World Affairs Journal have exposed the Westminster 
Russia Forum (formerly Conservative Friends of Russia), a lobbying group with ties to a suspected Russian 
intelligence operative. This group worked to prevent the imposition of UK sanctions against Russian human 
rights violators. Figures close to Putin, including MP Vasily Shestakov, have attended Conservative Party 
fundraising events, leading to criticism of David Cameron’s government for its perceived leniency toward 
Russian influence (Pomerantsev & Weiss, 2014). 

A research team from AI4Debunk conducted interviews with 12 respondents from the public opinion-
making community. All participants reported encountering various forms of disinformation in their daily 
work. The most prevalent narratives identified were centred on discrediting Ukraine—portraying it as a 
failed state, allegedly governed by Nazis, undeserving of Western support, and hostile toward minorities. 
While Ukrainian, Latvian, and Belgian respondents primarily highlighted disinformation related to the war 
in Ukraine, their counterparts from Norway and Italy also noted an increase in false narratives surrounding 
climate change, suggesting a growing diversification of disinformation themes. However, many 
respondents emphasized that misinformation often arises from a lack of knowledge and access to 
objective information on climate change rather than from a well-orchestrated disinformation campaign. 

The discussion also addressed the effectiveness of debunking efforts, both those undertaken by 
respondents they and those observed in other institutions. Half of the respondents acknowledged the 
difficulty in measuring the impact of debunking initiatives due to constantly evolving strategies and tactics 
used by disinformation actors. Nonetheless, they agreed that public awareness and critical thinking have 
served as natural defences against such manipulation. 

 
Respondent: Just as it is difficult to measure the true impact of disinformation on broader socio-

political processes, it is equally hard to measure the impact of the fight against disinformation—especially 
when it comes to fact-debunking. There is also considerable discussion about the opposite effect: the 
amplification of disinformation content through attempts to debunk it. This is particularly true among 
groups that are more inclined to consume various types of disinformation content. 

 
Among the most effective counter-disinformation tools cited were: 
 Transparent communication policies that proactively counter misinformation before it spreads. 
 "Pre-bunking," or inoculating the public against disinformation in advance, which was deemed 

more effective than reactive debunking. 
 

Respondent: We are acutely lacking proactive action. The core Western strategies are focused on 
reactive measures, which constantly leave us one step behind an enemy whose primary modus operandi is 
proactive action. 

 
 Media literacy and educational programmes targeting children, as they can influence their 

parents through a "train-the-trainer" approach. 
 High-quality journalism and the engagement of credible experts in public discourse. 
 
Respondent: It is necessary to continue investing in quality, high-standard journalism. State must focus 

on specialized support programs not only for the national public broadcaster but also for regional media 
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outlets. On the one hand, they need additional training to recognize disinformation, but on the other—
effective financial support programs to preserve local journalism existence in the regions. 

 
 Development of innovative, well-structured, and engaging information tools to counter 

disinformation narratives. 
 

Some respondents echoed concerns raised by previous research groups, emphasizing that while 
technological tools can assist in debunking efforts, they are not sufficient in combating the widespread 
dissemination of misinformation, disinformation, and fake news in the digital age. 

Respondents proposed several approaches for effectively countering disinformation, highlighting the 
importance of a coordinated and collaborative effort that integrates public awareness campaigns, media 
literacy initiatives, critical thinking programs, and policy-driven solutions. While technological tools were 
acknowledged as valuable, their limitations were also underscored. Specifically, AI-driven tools can be 
leveraged to debunk falsehoods but can also be exploited to spread disinformation. Furthermore, the 
context in which disinformation is framed plays a crucial role in shaping its effectiveness, yet technological 
solutions often fail to account for contextual nuances. Consequently, respondents advocated for the 
inclusion of social scientists in the development of technological debunking tools to ensure they 
incorporate a broader understanding of geopolitical, cultural, and psychological factors influencing 
disinformation narratives. 

As far as challenges in the future are concerned, respondents emphasized the need for 
interdisciplinary collaboration between computer scientists and social scientists to develop more effective 
counter-disinformation strategies. They expressed concerns over the ongoing erosion of democratic 
norms—a process that began over 15 years ago and has been accelerating in recent years. This democratic 
backsliding could result in a range of unforeseen consequences, further exacerbating the spread of 
disinformation. As one respondent aptly stated: "Without journalism, there is no democracy." 

Geopolitical tensions and competitive dynamics among states, institutions, businesses, and media 
entities will continue to shape the global information landscape. In light of this, respondents urged greater 
attention to cognitive issues, including biases and psychological vulnerabilities that contribute to the 
susceptibility of individuals to disinformation. Addressing these cognitive factors, they argued, will be 
crucial in strengthening societal resilience against the influence of foreign disinformation campaigns. 

For a long time, the primary focus has been on debunking initiatives. However, their effectiveness has 
proven to be limited—or, in some cases, even non-existent. Therefore, it is crucial to move swiftly and 
decisively toward proactive strategies, particularly through pre-bunking efforts. Introducing new forms of 
critical thinking training is especially viable at the level of this target group. Equally important is the 
development of proactive communication frameworks within the media, academic, and civil society 
sectors that can anticipate, contextualize, and neutralize disinformation narratives before they spread. 

Besides, exactly this target group might is involved and needs to be involved more in AI tool 
development to ensure fact-checking and narrative analysis tools account for context, nuance, and local 
sensitivities. This enables to create engaging, user-friendly digital tools that simplify access to verified 
information and debunk disinformation narratives without amplifying them.  

At the same time, several key risks must be carefully managed when developing proactive counter-
disinformation strategies. First, there is often a limited understanding of disinformation dynamics among 
actors outside the field of social sciences—particularly within the technology sector, for example. This gap 
can result in oversimplified or ineffective responses. To address this, it is essential to involve social science 
experts with a deep, interdisciplinary understanding of today’s complex information ecosystems, societal 
vulnerabilities, and the broader challenges facing democratic resilience. Second, the rapid pace of 
technological development demands not only the inclusion of social scientists in tech-related initiatives 
but also their active engagement in staying abreast of emerging digital tools, platforms, and manipulation 
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techniques. Without this two-way learning process, counter-disinformation efforts risk being outdated, 
uncoordinated, or misaligned with real-world threats. 

Third, there is a risk of institutional isolationism—where expertise in technology, media, and social 
sciences remains fragmented. Cross-sectoral collaboration must be fostered to ensure that ethical, 
contextual, and technical perspectives inform each other in real time. Only by bridging these knowledge 
domains can we build effective, adaptive, and future-proof strategies against the evolving threat of 
disinformation. 

Overall rising awareness of influence tactics is needed in this target group particular and in regard of 
information resilience of European societies in general. While this particular target group is concerned, 
such measures as publishing regular briefings on the latest trends of disinformation and information 
influence operations in general are crucial and have a potential to meet interested audiences. Besides, 
these audiences have proved to be able to create ethical and self- regulating formal and informal networks 
focused on rise of professionalism and exclusion of “bad seeds” in these communities.  

In this case, “train the trainers” approach, as well as training the public opinion leaders to identify co-
optation tactics (e.g., advisory roles in foreign corporations, sponsored speaking engagements) and resist 
narrative laundering is an effective instrument to promote mentioned above initiatives.  

Last, but not least, and increasingly important aspect is support to secure and diversify funding for 
civil society and research. NGO’s and academia are threatened by resent political developments in terms 
of luck of financial, institutional and discursive support from political establishment. There is a need to 
ensure stable, transparent funding for NGOs and think tanks that specialize in counter-disinformation 
work, especially in smaller or high-risk EU member states. No less important is a need to promote financial 
independence in the information space to prevent foreign funding from compromising public discourse. 

2.4 RUSSIAN SPEAKING DIASPORA IN THE WEST 

Russian disinformation campaigns aggressively target Russian-speaking communities within the European 
Union, leveraging language, cultural identity, and historical narratives to advance Moscow’s geopolitical 
interests. These efforts aim to sow discord, deepen societal divisions within host countries, and sustain 
Kremlin influence over diaspora populations. 

Research indicates that age, gender, education, income level, and political ideology significantly shape 
how individuals consume media and perceive disinformation (Blanco-Herrero et al., 2021, p.9). While 
political ideology strongly influences media consumption habits, it has only a limited impact on how 
individuals assess fake news. Younger people, who are more active on social media, report greater 
exposure to misinformation, whereas older individuals tend to view disinformation more critically (Blanco-
Herrero et al., 2021, p.10). 

Among Russian-speaking communities in Europe, language proficiency and historical ties to the 
former Soviet Union play a crucial role in shaping their media consumption. Many members of these 
communities, particularly older generations with lower digital literacy, continue to rely on Russian-
language media as their primary source of news. This dependency creates a significant vulnerability, as 
state-sponsored propaganda infiltrates these information ecosystems, making it difficult for audiences to 
distinguish between factual reporting and Kremlin-backed narratives. 

In countries with significant Russian-speaking populations, such as Estonia and Latvia, a key objective 
of Russian disinformation is to portray the Baltic States as xenophobic and hostile toward Russian-speaking 
minorities. This tactic serves to weaken Western support for these nations while legitimizing Moscow’s 
geopolitical ambitions. The strategy also fuels nationalist sentiment within Russia, reinforcing a revanchist 
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foreign policy that frames the Russian Federation as a protector of Russian speakers abroad (Lucas & 
Pomerantsev, 2016). 

Respondent: Russian disinformation still reaches wide audiences of receptive residents—people we have failed to 
engage with our own narrative over the past thirty years. This is not just about language; it is about the ability to 
touch on those deeper sentiments related to a sense of belonging, positive identity, and attitudes toward life and 

relationships within society and state. 

Additionally, the Russian government employs state-funded programs, such as the ‘Russian World’ 
initiative, to exert influence over Russian-speaking communities within the EU. Originally framed as a 
cultural diplomacy initiative under the Russian Ministry of Foreign Affairs, this program provides financial, 
linguistic, and cultural support to diaspora communities while simultaneously promoting pro-Kremlin 
narratives. 

As the Russian diaspora has become more politically diverse, Russian disinformation campaigns have 
adapted their messaging, tailoring content to different subgroups within Russian-speaking communities. 
The Kremlin’s key objectives include: 

Amplifying divisions between older, Kremlin-aligned Russian-speaking populations and younger, anti-
war Russian migrants. 

Undermining European integration efforts by fostering distrust toward EU institutions and national 
governments. 

Discrediting Ukraine and its allies to discourage public support for sanctions and military aid. 
Beyond influencing information narratives, Russian intelligence services have employed traditional 

tactics to infiltrate diaspora communities. Russian agents have been identified posing as Kyiv sympathizers 
within organizations representing Ukrainian war refugees and Russian dissidents. These operatives work 
to build networks, spread misinformation, and potentially conduct intelligence-gathering operations. The 
Kremlin’s infiltration tactics not only compromise community trust but also create an atmosphere of 
suspicion and division among Russian-speaking populations in the West. 

The Kremlin has also leveraged artificial intelligence to target Russian-speaking audiences in Europe. 
A Russian network named "Pravda" exploits AI chatbots to disseminate disinformation across multiple 
European languages. This network consists of over 150 websites disguised as legitimate news platforms, 
distributing false narratives designed to manipulate Russian-speaking communities and shape public 
opinion in favour of Moscow’s geopolitical interests. 

As part of the AI4Debunk project, researchers conducted interviews with seven Ukraine war refugees 
and Russian diaspora representatives. The findings from this group were markedly different from those of 
previous interviewees, underscoring the need for policies that address the specific informational 
challenges faced by displaced persons who left their country without a clear prospect of return. 

Only one refugee interviewed directly identified as being targeted by Russian disinformation 
campaigns. The remaining respondents expressed little concern about disinformation itself, focusing 
instead on their struggle to access reliable, objective news. Many refugees reported difficulties in 
navigating fragmented information sources on social media and voiced frustration over the lack of clear, 
comprehensible explanations of events in Ukraine. They emphasized the need for news coverage that 
balances regional and national developments while being presented in an accessible format. 

A significant challenge noted by interviewees was their limited proficiency in the languages of their 
host countries, which hindered their ability to stay informed about local events and policies. Their primary 
concern was not exposure to disinformation but rather a lack of access to trustworthy information, 
contributing to a sense of social exclusion. Leaving large groups in an information vacuum creates a 
favourable environment for the spread of disinformation narratives and other malign operations. 
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Based on the findings, several key recommendations emerged for host countries, local communities, 
and Ukrainian civil society: 

 Enhanced media literacy programmes are needed, particularly targeting newly arrived 

refugees, to help them navigate the information landscape effectively. 

 Cybersecurity awareness campaigns to protect vulnerable populations from potential 

exploitation by malign actors. 

 Improved access to multilingual, fact-based news sources, ensuring refugees receive 

accurate and comprehensive coverage of events in Ukraine and their host countries. 

 Collaboration between governments, civil society organizations, and media outlets to 

develop structured, inclusive information channels that meet the needs of displaced Russian-

speaking communities. 

The collected interviews provide valuable insights that could inform policy decisions in refugee-
receiving countries and contribute to more effective counter-disinformation strategies. Addressing these 
informational challenges is critical not only for the well-being of Russian-speaking communities but also 
for strengthening societal resilience against Kremlin-backed influence operations. 

In response to the existing challenges, there are several recommendations for building resilience 
against disinformation for this particular target group.  The umbrella aim in here is to adopt a 
comprehensive, inclusive strategy to reduce vulnerability and strengthen informational resilience among 
these populations. A critical exit point in here is the expansion of multilingual access to reliable, fact-based 
information. Many Russian speakers, particularly older generations or recent refugees with limited host-
country language proficiency, rely heavily on Russian-language media, which often includes Kremlin-
aligned content. Investments in producing and distributing content in Russian and Ukrainian that covers 
both domestic affairs and developments in Ukraine, Russia and the European host countries.  

Building a positive sense of belonging is also vital to countering the narratives that portray host 
countries as hostile or discriminatory. Specialized programs that promote shared democratic values, 
inclusive national identity, and a nuanced understanding of historical legacies can foster greater 
integration and reduce openness to the hostile external messaging.  

Furthermore, authorities should closely follow the risks of infiltration and covert influence operations 
within Russian-speaking communities. This includes detecting individuals posing as refugees or activists 
to gain influence and gather intelligence and those using media freedom in Europe for spreading 
disinformation, as well as other activities aimed to realize foreign information manipulation interference.  

The final part is common recommendations for addressing disinformation related challenges in all the 
target groups. A comprehensive and effective approach to countering disinformation across diverse 
communities requires a strong emphasis on media and digital literacy, adapted to the educational, 
generational, linguistic, and regional characteristics of different target groups—especially those most 
vulnerable to manipulation. Such initiatives should not only equip individuals with the ability to critically 
assess information and verify sources but also foster a deeper understanding of the societal and ethical 
implications of engaging with disinformation.  

This is particularly important given the growing trend of individuals knowingly sharing false content 
for ideological or political reasons, reflecting a shift from being passive recipients to active agents of 
disinformation. Addressing this requires educational programs that move beyond technical skill-building 
to cultivate civic responsibility and ethical awareness in information practices. These efforts should include 
culturally relevant and engaging formats—such as podcasts, videos, and influencer-driven content—that 
resonate with specific audiences, particularly youth who are most active online. Public outreach 
campaigns, especially those involving direct interpersonal communication, can play a critical role in 
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shifting social norms by emphasizing the real-world consequences of disinformation and discouraging its 
intentional spread.  

Underpinning all these efforts must be a strong foundation of interdisciplinary collaboration among 
policymakers, educators, technologists, social scientists, journalists, and civil society actors. Through 
coordinated action, continued research on media habits, and the development of context-sensitive, 
narrative-based interventions, societies can build greater resilience against the evolving threat of 
disinformation. 
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3 PRELIMINARY IDENTIFICATION OF GROUPS MOST VULNERABLE TO 
DISINFORMATION - Joen Martinsen, Pascaline Gaborit, Vishnu Rao  

Misinformation and disinformation can affect anyone online. According to Statista, 70% of Europeans 
regularly encounter misinformation (Watson, January 14, 2024). According to AI4DEBUNK 2024 Survey, 
regarding the question, "What impact do you believe fake news has on society?", there was a strong 
consensus among the respondents that it has a highly significant impact. In fact, 92% of all respondents 
indicated either a "significant impact" or "very significant impact" of fake news on society. This highlighted 
the broad recognition of fake news as a serious societal issue from a citizen's perspective (AI4DEBUNK 
D.12.1). 

While everyone is susceptible, certain groups are more vulnerable to disinformation than others. For 
instance, during the 2016 U.S. presidential election, only 1% of Twitter users accounted for 80% of 
exposures to fake news sources, and an even smaller group—0.1% of users—accounted for 80% of shares 
(Brashier, 2024, p. 3). This highlights that some groups are more prone to believing and sharing 
disinformation. In a European Commission report, three key factors are identified as contributing to our 
vulnerability: an overload of information (1); the influence of viral advertising and user engagement 
platforms on public opinion (2); and the interplay of rapid technological advancement, globalization, and 
postcolonialism altering the global order (3) (European Commission, 2019: 12). These factors contribute 
to everyone’s vulnerability to false information, but other factors play in making certain populations more 
vulnerable than others.  

Vulnerability to disinformation could be understood as the weakness of consumers to identify 
manipulation (intentional or unintentional) by the media in sharing false or incorrect information (Puebla-
Martínez, 2021, p.1) or the weakness of users to identify misleading information and manipulation as the 
disinformation does not apply only to the media but embraces more broadly social media, and more 
recently GPT searchers. Identifying groups based on their vulnerability may be geographically defined, 
with studies indicating that central European countries such as Poland, the Czech Republic, and Slovakia 
are more likely to be affected by "fake news" (Thomas, 2024, May 22; European Parliament: 2021) but 
recent studies from Stratcom and Viginum agency in France rather show that disinformation is widely 
spread across Europe. Additionally, demographics such as age, gender, education level, income, ethnic, 
social and religious background might influence vulnerability to misinformation and disinformation. Some 
research goes beyond traditional categories, considering also more complex factors (Balčytienė & Larovyi, 
2023, p. 7). This paper  reviews studies on vulnerable populations and integrates result from our interviews 
and AI4DEBUNK online survey D.12.1., Gaborit 2024), focusing primarily on research conducted in the EU 
and its member countries. In addition to this definition, ‘vulnerable groups’ are also identified as 
minorities, which are targeted by hate speech in the second paragraph of this paper.  

3.1 AGE GROUPS AND VULNERABILITY 

Age is a significant factor influencing vulnerability to disinformation, and extensive research has been 
conducted on this issue. Generally, older adults are considered more susceptible to misinformation and 
disinformation (Boulianne et al., 2022; Rodríguez-Pérez & Canel, 2023; Vidgen et al., 2021). However, some 
studies contradict this perception. Brashier (2024) found that both older and young adults were equally 
capable of discerning truth from false news stories about COVID-19 (p. 2). Additionally, susceptibility to 
rumours about the virus, such as the claim that 5G networks exacerbate the coronavirus, was found to 
decrease with age (Brashier, 2024, p. 3-4). This research, focused on COVID-19, suggests that older adults 
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may be particularly adept at identifying false information about health issues, potentially standing out as 
more discerning than younger individuals in this specific context. Nonetheless, the oldest populations 
(65+) are generally associated with higher vulnerability and a greater likelihood of believing and sharing 
false information (Vidgen et al., 2021, p. 9).  

Fraud represents another significant avenue through which elderly individuals are targeted by 
misinformation campaigns. Several studies have found that old people have a higher chance of being 
targeted by fraud and scams compared to younger people (Piterová, 2020). Shao et.al (2019) found that 
elderly were more targeted for “remote” purchasing such as online shopping. DeLiema (2018) found that 
elderly were more likely to be targeted by financial exploitation if they do not have any friends or family 
to guard their assets for them, and victims also proved to have lower cognitive abilities. Judges et al. (2017) 
also proved that victims have different cognitive abilities compared to non-victims of fraud. Research on 
the exploitation of the elderly through fraud has highlighted several vulnerability factors. This trend is 
particularly of a concern as generative AI will increase the capabilities of fraud makers with generating 
signatures, logos, letterhead papers etc. Increased age is often associated with lower cognitive abilities 
and a higher likelihood of social vulnerability, particularly when there is a lack of support from relatives 
and the surrounding environment. .  

Conversely, younger people, especially those with extensive internet use, are also considered more 
vulnerable. A study of Spanish youth revealed that 50% never hear or read their news from radio or press, 
whether analog or online, while 70% frequently or always use social media for information (Pérez-Escoda 
et al., 2021, p. 13). This heavy reliance on social media increases their exposure to disinformation. 
However, Pérez-Escoda et al. (2021) also found out that the younger generation is highly aware of the lack 
of credible sources online. This suggests that although they are exposed to a lot of disinformation, young 
people show less vulnerability to it. Still, some studies indicate a higher risk of young people sharing false 
information online, primarily driven by a desire to spread awareness, especially if the information aligns 
with their beliefs and values (Valencia-Arias et al., 2023, pp. 7-8).  

3.2 MINORITIES AND HATE-CAMPAIGNS 

Minorities are among the groups most vulnerable to distorted information, in the sense that false stories 
and information is being spread about them. An EP research group identified minorities, including Roma 
people, Jews, Muslims, and people of Asian descent, as primary targets of disinformation campaigns. The 
EP acknowledges that disinformation is often "weaponized" against these groups (European Parliament 
(i), 2021, p. 9). For example, false stories about Roma people stealing children have been circulated to 
incite fear and prejudice (European Parliament (i), 2021, p. 14). Individuals who hold hateful opinions are 
the ones in these cases who are associated with the vulnerability to distorted information. Hatred and 
misinformation often go hand in hand as extreme views such as Islamophobia, antisemitism, and racism 
can make people more likely to believe targeted disinformation about minorities, thereby reinforcing 
these emotions revolving around hate  (Balčytienė & Larovyi, 2023, p. 4). This aligns with Valencia-Arias 
et al. (2023), who argued that people are more likely to believe false information if it aligns with their 
worldview and values. 

In addition to ethnic and religious minorities, sexual minorities in the LGBTQ+ community are also 
targeted by similar trends of hate and disinformation. Another report by an EP research group identified 
specific disinformation campaigns aimed at these groups, often targeting and relayed by homophobic 
populations (European Parliament (ii), 2021). One such narrative spread among third countries and 
diasporas from third countries is that homosexuality is a form of Western colonialism and moral 
degradation of the third world. This disinformation is equally propagated in Europe by the Russian 
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government, which has actively pushed this narrative in Central European countries such as Slovakia and 
the Czech Republic to foster negative views of the West (European Parliament (ii), 2021, p. 11). This 
highlights a possible political dimension to hate and disinformation, with certain countries being more 
vulnerable than others. However, Russia is not the only government spreading hateful disinformation 
about the LGBTQ+ community. Turkey, for instance, has openly condemned homosexuality and is believed 
to have originated a campaign blaming LGBTQ+ individuals for the COVID-19 pandemic. This narrative was 
later echoed by religious leaders in European countries like Hungary, Bulgaria, Poland, Italy, and Germany 
(European Parliament (ii), 2021, p. 12). The portrayal of homosexuality as an "illness" has a long history, 
such as the stigma associated with HIV, often perpetuated by conservative religious communities who are 
more likely to believe these narratives. 

On the other hand, minorities themselves can also be particularly vulnerable to misinformation and 
disinformation. While it has been noted that those with negative and hateful views toward minorities are 
more susceptible to disinformation, minorities themselves can share this vulnerability. Historically, these 
communities have often had difficult relationships with state governments, leading to higher levels of 
distrust, which can increase susceptibility to conspiracy theories (European Parliament, 2021). In the US, 
minorities have been found to be more vulnerable to distorted information, with studies showing that 
African American adult men are particularly susceptible to online misinformation compared to other 
groups (Seo et al., 2021) but this echoes among others the link between disinformation and the social and 
educational background. This illustrates however also that the vulnerability of minorities to disinformation 
is not unique to Europe. It also underscores that both those who hold hateful views and the minority 
communities themselves are susceptible to disinformation, highlighting the complex nature of this issue. 

3.3 RURAL COMMUNITIES AND EDUCATION LEVEL 

Geographic location is another factor that influences vulnerability to disinformation, and this is also a 
challenge for the AI4DEBUNK project. Research indicates that rural communities, which often have less 
access to reliable information, are more susceptible to disinformation than their urban counterparts. Rural 
communities are frequently aging, have lower internet accessibility, and rely on increasingly centralized 
local media that often fails to address their specific needs (European University Institute, 2024, pp. 6-8). 
There is an increasing assumption that the political leaning towards the far right is Europe is both fuelled 
by disinformation, but also a major source of polarizing and hateful narratives. As another example, in 
Bulgaria, the rural population is at a very high risk of not getting access to local news, overall limiting their 
access to information (European University Institute, 2024, p. 23). Austin (2023) links this vulnerability of 
rural communities to populist movements that employ propaganda methods associated with "post-truth," 
which includes blurred truths and outright false information (pp. 95-97). According to him populist 
movements tend to exploit rural communities, capitalizing on their feelings of neglect (Austin, 2023, p. 
98). Making rural communities more at risk of being targeted by disinformation campaigns. The current 
situation of the U.S with the victory of populist movements leading to Donald’s Trump election. could be 
also explained as ‘the revenge of the places that don’t matter’ as some researchers pointed out (Rodrigèz-
Pose, 2018) 

A common stereotype associated with rural communities and followers of populist movements is that 
they are uneducated. Several studies point to a lower education level increases the chance of believing in 
misinformation and conspiracy theories (Douglas, 2020; Georgiou et.al, 2020). Pop & Ines (2019) verified 
with their study on European countries that young, educated individuals had a lower acceptance rate to 
share unverified information and were therefore less likely to share misinformation (pp. 11-15). So, a lot 
of research is pointing to more educated people are less likely to believe and share false information 
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online. However, a study examining the recognition of misinformation related to COVID-19 found that 
years of education did not significantly impact vulnerability to misinformation. Instead, factors such as 
digital literacy, numerical literacy, health literacy, and cognitive skills were found to be more critical in 
recognizing misinformation. According to the study, these skills do not necessarily correlate with the 
number of years spent in formal education (Vidgen et al., 2021, pp. 2, 9-10). One study focusing on the 
beginning of the Covid-19 pandemic found that education level displayed a knowledge gap about covid, 
but education level did not play a role regarding susceptibility to misinformation about covid (Gerosa et.al, 
2021). This illustrates that the link between knowledge and believing in misinformation and disinformation 
is less straight forward that simply number of years spent in education. Individuals could definitely have a 
high education without having high levels of media literacy and ability to critically assess origin of sources 
online.  

The research conducted by Seo et al. (2021) involved providing a series of computer and information 
literacy sessions to low-income, older Black Americans at a senior centre. Participants who attended these 
courses were significantly better at identifying fake news compared to individuals with higher education 
levels who did not attend the sessions. These findings suggest that targeted education aimed at improving 
media literacy is more effective in building resilience against false information online than higher 
education alone. Similar results were presented from an experimental study by Adjin-Tettey (2022) that 
illustrated how increased media literacy education increased chances of finding inauthentic information 
and decreased chances of sharing misinformation (pp. 11-12). These findings demonstrate how media 
literacy training can mitigate other vulnerability factors, such as age, income, and minority status, 
discussed in this assessment. This underscores that everyone is susceptible to misinformation and 
disinformation, but simultaneously, everyone has the potential to build resilience against it through media 
literacy training. Consequently, media literacy education empowers individuals to reduce their 
vulnerability to false information.  
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4 THREAT ACTORS – INFORMATION MANIPULATION AND DISINFORMATION – 
Joen Martinsen, Pascaline Gaborit 

When addressing the topic of disinformation, discussions often centre on prevention strategies, its impact, 
and methods for detection. However, an equally critical aspect is understanding the threat actors 
responsible for disseminating disinformation. Since disinformation involves the deliberate spread of false 
information, the intent behind these actions is to craft and promote deceptive narratives. By examining 
the actors who originated the disinformation, we can gain deeper insights into its mechanisms, and how 
to protect ourselves from it. This paper focuses on proposing a short overviews of the main key threat 
actors involved in disinformation as identified by the European Union’s website dedicated to Foreign 
Information, manipulation and interference2, focusing on who is posing significant risks to Europe. 

The European Union (EU) classifies threat actors into three main categories: state actors, non-state 
actors, and proxies. It also distinguishes threats based on their attribution, identifying them as either 
technical or political. When foreign entities engage in spreading false or misleading information, this 
activity is termed "Foreign Information Manipulation and Interference" (FIMI). FIMI is defined as a largely 
non-illegal pattern of behavior that undermines or has the potential to undermine democratic values, 

                                                             
 
 
2 https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manipulation-interference-fimi_en 
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procedures, and political processes. It is typically deliberate, manipulative, and coordinated, involving both 
state and non-state actors, including their proxies, operating within and beyond national borders (ENISA 
(i), 2023, p. 6). 

In its assessment of the cyber threat landscape, the EU Agency for Cybersecurity (ENISA) identified 
several core motivations behind these activities. These include geopolitical objectives, the intent to 
disrupt, ethical or ideological justifications, and the pursuit of economic or financial gain (ENISA (ii), 2023, 
p. 12). 

With this understanding of the varied motivations of threat actors, we now turn to examine specific 
cases and categories in greater detail. 

4.1 ADVANCED PERSISTENT THREAT (APT) 

States and non-state actors or even groups or individuals can be threat actors regarding disinformation. A 
significant type of non-state actor is the so-called advanced persistent threat (APT), a term used to 
describe malicious, organized, and highly sophisticated cyber campaigns (Ahmad et al., 2019). APT groups 
are often funded by state governments, providing them with the resources to conduct cyber-attacks and 
other hybrid threats like disinformation (Małecka, 2024, p. 55). These groups played a notable role during 
the Russian military invasion, acting as separate entities from the state despite government funding. 
Russian disinformation about NATO and the war in Ukraine achieves global reach through these non-state 
actors. Russian "influence-for-hire" firms in South America, such as the Social Design Agency (SDA), the 
Institute for Internet Development, and Structura, have received substantial funding from Russia to spread 
disinformation. In response, the European Union imposed sanctions on SDA and Structura, recognizing 
these campaigns as threats to the EU and its member states (Antoniuk, 2023, November 8).  
 

JIHADIST ORGANIZATIONS 

Non-related state groups that threaten Europe with its disinformation and propaganda are jihadist 
organizations such as Al-Qaeda and Daesh (Islamic State) and their respective offspring groups. The 
internet has become a key tool for these jihadist organizations, where disinformation is used to spread 
narratives and ideologies that are toxic and dangerous (Ammar, 2023). Groups like Al-Qaeda and 
particularly Daesh strategically use press releases and social media posts to expand their global influence, 
attract sympathizers, recruit new members, and incite violence in the name of their organizations 
(Slaughter, 2019). For example, al-Qaeda figure Ibrahim al-Qusi also called upon Muslims in France to 
"storm out" and encourage to kill those who mock the Prophet Muhammad (Europol, 2023, p. 17). The 
Jihadist media outlet, Jaysh al-Malahim has even encouraged European Muslims to take advantage of the 
war in Ukraine, by volunteering to participate in the war, and receive weapon training, ammunition and 
guns by the Ukrainian government, to then later use this to commit terrorist attacks in European countries 
(Europol, 2023, p. 23). Some of the disinformation produced by these groups portrays life within their 
organizations in a positive light, while also promoting anti-Western narratives and double standards to 
attract sympathizers (Slaughter, 2019; Europol, 2023, p. 25). This starkly different worldview fuels an 
ongoing information war with the West.  
 

4.2 STATE ACTORS 
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RUSSIA 

Russia is frequently highlighted as a leading state actor in discussions about disinformation, known for its 

sophisticated campaigns targeting Eastern Europe and its interference in elections across Western Europe 

(Warren et al., 2023, p.18) The overarching objective of Russian disinformation is to maintain "Russian 

primacy in the post-Soviet space," employing information warfare as a strategy to offset its relatively 

smaller economic and military capabilities compared to the West (Jacuch, 2024, p. 150). Since the illegal 

annexation of Crimea in 2014, Russian disinformation campaigns targeting European countries have 

escalated significantly (Jacuch, 2024, p.146). More recently, information manipulation has become a core 

element of Russia's security strategy and has played a critical role increasingly amplified since its invasion 

of Ukraine (ENISA (i), 2023, p.113). During this conflict, Russia's disinformation efforts have aimed to sow 

chaos within the Ukrainian population and undermine morale, thereby weakening resistance (Małecka, 

2024, p. 56). Traditionally, state media outlets such as RT, the Novosti agency, and Sputnik have been the 

primary vehicles for disinformation. However, with the advent of the Internet and social media, these 

efforts have expanded to include the use of bots, trolls, and fake websites (Jacuch, 2024, p.151). Pro-

Russian disinformation websites frequently propagate narratives that portray NATO, the EU, and "the 

West" more broadly as harmful and malevolent (Jacuch, 2024, p. 155). Overall, Russia is a significant threat 

actor to Europe motivated by geo-political ambitions in eastern-Europe, undermining the trust and 

support to western media and institutions.  

CHINA 

In recent years, China has increasingly emerged as a significant threat in cyberspace and information 
manipulation (DG for External Policies of the Union, 2024:16, Sebok et al. 2021). During the COVID-19 
pandemic, China was even more active than Russia in spreading disinformation. Chinese efforts focused 
on obscuring the virus's origins and the Chinese Communist Party’s initial response, which involved 
concealing the outbreak and silencing doctors who attempted to sound the alarm (Nesotras, 2021, p. 201). 
Additionally, China engaged in information manipulation by promoting alternative origin stories, such as 
falsely claiming that the virus originated from a lab in the U.S. , in an effort to divert attention from the 
virus emergence in Wuhan (DG for External Policies of the Union, 2024, p. 17). 

China also seized the pandemic as an opportunity to launch disinformation campaigns in the Balkans, 
aiming to enhance its soft power in the region. These efforts were notably effective, shifting public opinion 
more successfully than the EU managed during the early phase of the pandemic (Cojocaru, 2020, p. 18). 
Similar to Russia’s disinformation activities in Ukraine and other former Soviet states, China has 
disseminated false information related to the protests in Hong Kong and anti-government demonstrations 
there (Dotson, 2019), as well as in Taiwan's elections (Lian, 2023). China has also adopted tactics similar 
to Russia’s, such as the "flooding" strategy (Lian, 2023, p. 6), indicating that it draws some inspiration from 
the Kremlin. 

Although the war in Ukraine currently positions Russia as the more prominent threat actor in Europe, 
China and the Chinese Communist Party have also enhanced their disinformation capabilities, 
demonstrating their potential to pose an equally significant threat. Chinese sources have even been 
implicated in spreading disinformation about the war in Ukraine, targeting the Czech Republic to lower 
morale and emphasize the economic losses incurred by supporting the war (DG for External Policies of the 
Union, 2024, p. 17).  However, a recent NATO Stratcom report shows that the Russian disinformation is 
not automatically relayed by China (Hellstrom et al. 2023). This shows how China also has demonstrated 
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its geopolitical ambitions and interests in Europe, and therefore is also China a serious threat actor to 
Europe. 

OTHER STATE ACTORS 

Outside of China and Russia, there are some additional state actors who are less prominent but still 
significant in attempts to spread disinformation in Europe. Among these is Turkey, which is particularly 
active in the Balkans. Turkey conducts numerous "influence operations" in countries such as Albania and 
Kosovo, targeting Muslim communities with propaganda campaigns that promote Turkey as a leader of 
the Islamic world (European Parliament, 2021, p. 39). Additionally, Turkey runs broader campaigns aimed 
at enhancing its image as a protector of Europe and the Western Balkans against migration (European 
Parliament, 2021, p. 15).  

Furthermore, Israel also operates a significant influence network in Europe. An example of pro-Israeli 
influence that have reached Europe was sourced from a political firm called “Stoic”, who have 
disseminated disinformation regarding the war on Gaza and have created false narratives portraying all 
the protesters in the US and Europe as antisemitic (Robins-Early, 2024). Additional countries such as Iran 
3 and India4 are also significant, but with less impact/interference on European countries despite 
European hostages being held by the government under clearly fake accusations. What these countries 
and their activities have in common is a focus on improving their national image or promoting narratives 
that strengthen their geopolitical standing. Unlike Russian disinformation, which often aims to disrupt 
trust and institutions, these efforts are less disruptive, with Iran being a possible exception. 
 

4.3 NON-STATE ACTORS 

ANTI SCIENCE MOVEMENTS  

In the United States, anti-science movements have become powerful drivers of disinformation, 
particularly in the aftermath of recent election cycles. These movements, often rooted in ideological 
mistrust of expertise, government institutions, and mainstream media, fuel narratives that undermine 
evidence-based policymaking—not only on public health and climate but also on electoral integrity. 
Following the 2020 U.S. presidential election, for example, many of the same networks that spread climate 
denial and vaccine misinformation pivoted to promote unfounded claims of election fraud. This 
convergence highlights how anti-science sentiment is less about specific scientific issues and more about 
a broader rejection of authority and fact-based discourse. Such disinformation ecosystems, amplified by 
social media and partisan echo chambers, erode public trust and create fertile ground for conspiracy 

                                                             
 
 
3 Iran suppresses press freedom which allows it to control what narratives are being reported on internationally 
(Hassaniyan, 2022). The European Parliament has highlighted the "Iran Experts Initiative," which involves efforts to 
promote favorable narratives of Iran in European countries and influence decision-making processes in the EU 
(Saadati, 2024). 
4 India has been involved in numerous disinformation campaigns targeting Pakistan (Saud & Kazim, 2022) and EU 
DisinfoLab discovered pro-Indian disinformation spreading across 116 countries that seeked to discredit Pakistan 
internationally and has targeted the European Parliament to influence EU decision-making (Hussain & Menon, 
2020). 
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theories that delegitimize democratic outcomes and obstruct coordinated responses to urgent societal 
challenges. 

HACKERS AND “HACKTIVISTS” 

Additionally, another type of threat actors are collectives of so-called “hacktivists”.  An example of such an 
actor is the pro-Russian hacktivist group called Killnet. They are mostly known for their DDoS (Denial-of-
service) attacks but do also spread pro-Russian propaganda and disinformation (Warren et.al, 2023, p. 
517). Hacktivist groups like Killnet usually have a more diverse funding sources, and sustain themselves 
with private telegram fundings, self-funding crypto-mining activities, so although they might get some 
indirect funding from the Russian government, are they financially independent from Kremlin (Warren 
et.al, 2023, p. 518). Hacktivist groups like Killnet often take upon responsibility for conducting a 
cyberattack and express their support to the Russian government (Guchua & Zedelashvili, 2023).  So, these 
hacktivist groups are not directly linked to any state government, they are self-proclaimed Russian patriots 
(Di Corinto, 2024, p.12). According to Google, Russian hackers after attracting information, shared the 
intelligence with these hacktivist groups within 24 hours (Di Corinto, 2024, p. 11), indicating some 
cooperation.  

FAR RIGHT AND POPULIST MOVEMENTS 

Far-right and populist movements have garnered significant attention in recent years across Western 
countries for their surprisingly sophisticated cyber capabilities and innovative techniques in spreading 
disinformation (Tenove, 2018, p. 33). A notable example, paralleling Russia's intentional disinformation 
strategies, emerged from individuals linked to the U.S. far right. During the 2017 French presidential 
election, candidate Emmanuel Macron's emails were hacked, and falsified documents were inserted to 
suggest connections to offshore financial accounts. This effort was coordinated with a social media 
campaign on Twitter, representing a sophisticated attempt to undermine Macron just two days before the 
election’s second round (Bollmann & Gibeon, 2022, p. 1-4). Numerous alt-right groups from the U.S. 
played a crucial role in disseminating this disinformation online, demonstrating the movement's ability to 
organize individuals across international borders, and thereby posing a serious threat to European 
democracies (Downing & Ahmed, 2019). The hashtag #MacronLeaks generated 47,000 tweets from 7,000 
far-right American accounts, highlighting the substantial effort to spread disinformation. However, the 
campaign's effectiveness was limited, as most tweets were in English, reducing their impact on the French 
population (Vilmer et al., 2018, pp. 76, 80). This case exemplifies how groups and individuals also from 
Western countries can act as threat actors, intent on undermining elections and democratic institutions 
based on their political beliefs. 

Far right and populist campaigns are driven not only by external actors but also by internal forces and 
more recently they have received backed up from members of the US administration such as Elon Musk. 
An incident in Italy, ahead of the 2019 European Parliament elections, demonstrated the significant 
internal threat posed by far-right extremism. Social media posts explicitly mentioned the far-right party 
"CasaPound" and its associated publishing house "Altaforte," while disinformation from certain websites 
was amplified over 5,000 times on X (formerly Twitter) by a few hundred far-right accounts (Pierri et al., 
2020, p. 13). Similar far-right activities were observed in Germany, where disinformation and hate speech 
spread in the lead-up to federal elections (Tenove, 2018, p. 15). These disinformation strategies involved 
the widespread use of fake and duplicate accounts, recycling followers, and employing bait-and-switch 
tactics on pages covering popular topics, all of which accelerated the spread of their content (Pierri et al., 
2020, p. 19). The dissemination of hateful and polarizing content by far-right movements poses a serious 
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threat to democracy in many European countries, and the movement represents a much more internal 
threat emerging in European societies themselves, compared to the other threat actors reviewed above. 

THRILL SEEKERS 

Another group in cyberspace is not typically driven by political, ideological, or economic motives but rather 
by the desire for reputational or personal satisfaction. Referred to as "Thrill-Seekers," these individuals 
engage in cyber activities, such as spreading disinformation, primarily for entertainment or the challenge 
itself (Tenove, 2018, p. 34). Although not extensively discussed in the literature and perhaps not 
considered the most significant threat actor, it is important to recognize the diverse motivations behind 
disinformation campaigns. Even terrorist groups have been known to appeal to thrill-seekers by offering 
opportunities for adventure and danger, and groups like Al-Qaeda as actively promoted this in their 
recruitment (John, 2013, p. 71). This group may be driven by a need to prove their capabilities, which can 
lead them to step outside secure environments and take risks and participate in acts such as hacking and 
spreading disinformation (John, 2013, pp. 163-164). As a result, the term "Thrill-Seekers" encompasses a 
broad range of individuals who may either align with other groups or movements or operate 
independently. 

CONCLUSION 

The disinformation landscape is shaped by a broad and evolving array of threat actors, including state-
sponsored groups, non-state entities, ideological movements, and individuals with varied motivations. 
Advanced Persistent Threat (APT) groups—often backed by states like Russia—play a central role in cyber-
enabled disinformation campaigns, targeting institutions and public opinion across Europe. Extremist 
organizations such as Al-Qaeda and Daesh exploit digital platforms to propagate radical ideologies and 
recruit members. Capable authoritarian states, notably Russia and China, continue to pose a strategic 
threat: Russia concentrates its efforts on destabilizing Eastern Europe, while China seeks to obscure 
information about COVID-19 and expand its geopolitical influence. Beyond these, disinformation is 
increasingly driven by domestic actors, including far-right populist movements, conspiracy networks, and 
anti-science groups. These actors undermine trust in democratic institutions, public health initiatives, and 
climate policy through coordinated narratives that reject scientific evidence and promote cultural 
polarization. Hacktivist collectives and ideologically motivated individuals also contribute, while so-called 
“thrill-seekers” disseminate false information for entertainment or notoriety. The normalization of 
"alternative facts," a term popularized during Donald Trump's first presidency and strengthened during his 
second mandate is further eroding the public's ability to discern truth from falsehood across different 
countries, exacerbating divisions and undermining democratic discourses.  
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5 SOURCES AND HOSTS OF PROPAGANDA - Dzvenyslava Shcherba 

5.1 INTRODUCTION 

Propaganda operates through a structured and deliberate mechanism of influence. Rather than being 
chaotic, it is highly systematic—crafting narratives tailored to specific audiences by exploiting their 
vulnerabilities, fears, and strategic concerns. Its primary objective is to undermine social cohesion and 
weaken support for democratic institutions across political, economic, and societal dimensions. 
Consequently, a broad spectrum of social groups becomes the target of disinformation campaigns. 

To achieve these objectives, propaganda and disinformation actors employ a wide range of 
manipulation techniques. These include the exploitation of sensitive topics, emotional triggers, and 
societal anxieties. Key strategies involve the distortion of historical narratives, the incitement of ethnic, 
cultural, and religious tensions, the promotion of conspiracy theories, and the dissemination of hate 
speech against various social groups—including women, LGBTIQ individuals, and ethnic minorities. 
Together, these tactics fuel division, nationalism, and xenophobia, contributing to the broader 
destabilization of society. For instance, historical grievances are frequently weaponized during political 
campaigns to pressure governments and influence policy decisions. 
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One of the most damaging elements of contemporary disinformation efforts is the misrepresentation 
of the war in Ukraine. These manipulated narratives seek to erode international support for Ukraine, 
delegitimize its leadership, discredit victims of war crimes, and shift public opinion against the provision 
of aid. 

Understanding the mechanisms and impact of disinformation requires distinguishing between its 
sources—those who originate false narratives—and its hosts—the platforms and intermediaries that 
disseminate these narratives to target audiences. This chapter aims to identify the principal sources and 
hosts of propaganda within the EU media landscape, with a particular focus on those spreading 
disinformation about Ukraine and the European Union more broadly. These include Russian or pro-Russian 
media outlets, pseudo–non-governmental organizations, and EU-sceptical networks operating within EU 
Member States. Collectively, these actors form an interconnected network that targets various social 
groups, as outlined earlier. 

5.2 RUSSIAN AND PRO-RUSSIAN MEDIA OUTLETS 

Within this category of disinformation and propaganda sources and hosts, it is important to recognize that 
it encompasses not only traditional media operating in Russian, Ukrainian, and other national languages—
allowing them to target audiences across various EU countries (e.g., Sputnik, RT, NewsFront, Golos.EU)—
but also a complex and multifaceted network of pages, groups, and accounts on social media platforms 
such as Facebook, Instagram, YouTube, X, TikTok, and Telegram. These platforms enable disinformation 
actors to reach broad and diverse audiences across different age groups and interests. 

This malign activity on social media highlights the urgent need for prebunking strategies in countering 
disinformation, as well as the implementation of more agile and adaptive response mechanisms. The 
ability to quickly create multiple fake profiles or groups, replicate disinformation narratives, and restore 
deleted content poses significant challenges to disinformation mitigation efforts. 

In particular, Telegram presents a distinct threat in the context of propaganda and disinformation 
dissemination. It facilitates the operation of anonymous, Russia-linked sources that actively spread 
disinformation—especially about the war in Ukraine and anti-EU narratives. The platform’s lack of 
regulatory oversight, combined with potential ties to Russian authorities, has transformed it into a tool 
not only for disinformation but also for recruitment into sabotage operations. 

This tactic is especially dangerous in Ukraine, where vulnerable individuals—including teenagers, 
those struggling with addiction, and people without stable employment—are specifically targeted through 
Russian-linked Telegram channels. These individuals are recruited to carry out acts of sabotage against 
Ukrainian military personnel and equipment, further demonstrating the platform’s role in hybrid warfare 
strategies. 

However, it also targets people in the EU countries. In particular, according to the data of Organised 
Crime and Corruption Reporting Project, administrators of Russian anonymous Telegram channels 
affiliated with the PMC “Wagner” (private military company “Wagner”), whose mercenaries had been 
involved in the war against Ukraine since 2014, target young people from the EU countries so as to involve 
them into sabotage activities via Telegram bot.  

 

https://www.occrp.org/en/investigation/make-a-molotov-cocktail-how-europeans-are-recruited-through-telegram-to-commit-sabotage-arson-and-murder
https://www.occrp.org/en/investigation/make-a-molotov-cocktail-how-europeans-are-recruited-through-telegram-to-commit-sabotage-arson-and-murder
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Source: OCCRP 

In addition to Telegram channels that directly recruit audiences for criminal activities aimed at 
undermining the security of EU Member States, there also exist extensive networks of Telegram channels 
operating in various national languages beyond Russian and Ukrainian—such as Polish, Italian, English, 
German, and Spanish. These channels actively disseminate disinformation about the European Union and 
the war in Ukraine, and in some cases, even encourage subscribers to oppose and disrupt the EU and 
NATO. These institutions are portrayed as threats to a so-called “multipolar world”—a concept promoted 
and propagated by the Kremlin as part of its broader strategy to exert influence on the international stage. 

 

 

“Not my flag. Against propaganda, censorship and war of NATO and the EU” (in Italian) 

 

https://www.occrp.org/en/investigation/make-a-molotov-cocktail-how-europeans-are-recruited-through-telegram-to-commit-sabotage-arson-and-murder
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“The Western propaganda has been accusing Russia of committing a crime [in Bucha in 2022] that was 
committed by the NATO hordes” (in Polish) 

 

There are also cases of using the titles and visuals of credible media outlets (e.g. BBC, Reuters, the 
Guardian, Bild) in fake polls, textual and visual materials aiming at providing fake credibility to this content. 
After it is created it is also disseminated within cross-platform propagandistic sources.   

Russia is also leveraging proxy websites to reach a broader audience and amplify specific 
disinformation narratives. According to a report published by the U.S. Department of State, several of 
these proxy sites are particularly active in spreading pro-Kremlin propaganda and manipulating public 
opinion around the world. Among the most prominent are The Strategic Culture Foundation, Global 
Research, New Eastern Outlook, News Front, SouthFront, Katehon, and Geopolitica.ru. These platforms 
often present themselves as independent think tanks or alternative news outlets, but they frequently echo 
Kremlin talking points and distort facts to serve Russian geopolitical interests. 

Lastly, Russia actively leverages entertainment content—including clips from its own television series, 
talk shows, and blogs—to subtly promote its narratives on platforms such as TikTok and Instagram. 
Although TikTok has been officially blocked in Russia since 2022, Russian users continue to disseminate 
propaganda through the use of VPNs. These actors have also adapted by creating hundreds of accounts 
that spread anti-Ukrainian narratives and evoke nostalgia for "Slavic unity" or past "friendship" with 
Russia. 

A notable example is the emergence of Instagram accounts portraying the lifestyles of EU citizens 
living in Russia. However, these are far from ordinary lifestyle blogs. Rather, their creators use this content 
to promote a favourable image of Russia, implicitly contrasting it with the EU—while remaining silent on 
the ongoing war in Ukraine. 

 

https://www.disinfo.eu/wp-content/uploads/2022/09/Doppelganger-1.pdf
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“In its turn, people with brain choose to see the truth with their own eyes” (in Polish) 

5.3 PSEUDO-NGOS 

Another significant source and host of propaganda and disinformation within the EU are pseudo–non-
governmental organizations (pseudo-NGOs). These entities often operate under the guise of “human 
rights organizations” or legitimate civil society groups to gain public trust and credibility. In reality, 
however, many of these structures are deeply involved in spreading propaganda and false narratives. 

One of the most prominent examples is the Foundation to Battle Injustice (R-FBI)—a Russian 
organization established in 2021, ostensibly to advocate for victims of judicial injustice, police brutality, 
and political persecution. Despite its stated mission, investigations have revealed that the foundation 
functions primarily as a tool of Kremlin propaganda, disseminating disinformation and seeking to influence 
public opinion, particularly in Western countries. 

The R-FBI was founded by Yevgeny Prigozhin, a Russian oligarch closely linked to President Vladimir 
Putin. Prigozhin—often dubbed "Putin’s chef" due to his catering business ties—has been implicated in 
numerous influence operations, including his leadership of the Internet Research Agency, which played a 
central role in interfering with the 2016 U.S. presidential election. The foundation’s leadership includes 
individuals formerly affiliated with Russian state-controlled media and entities with connections to Russian 
intelligence, further underscoring its alignment with Kremlin interests. 

Although the foundation claims to defend human rights, its activities are overwhelmingly focused on 
exposing alleged abuses in Western countries—often through distortion or outright fabrication of 
events—to portray these societies in a negative light. This selective and manipulative approach serves to 
deflect attention from Russia’s own human rights violations and to discredit Western democracies. 

For example, the R-FBI has played a role in amplifying anti-government sentiment in Germany, 
particularly targeting public support for the German government’s policies on the war in Ukraine. By 
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promoting narratives that emphasize domestic unrest and dissatisfaction, the foundation aims to sow 
division within German society and erode trust in democratic institutions. 

 

 

The foundation has established a German branch, aiming to extend its influence within Europe. This 
branch collaborates with local influencers and organizations to disseminate pro-Russian narratives, often 
under the guise of advocating for civil liberties and human rights. By embedding itself within legitimate 
social causes, the foundation attempts to mask its true agenda and gain credibility among European 
audiences.  

Reports have highlighted the foundation's involvement in disinformation campaigns targeting 
European elections. These campaigns are closely linked to the R-FBI and the founder - Prigozhin. Before 
his death in August 2023, he was involved in organizing and financing influence operations in Russia and 
abroad. He founded a troll farm named the "Internet Research Agency," and it has been reported that 
some individuals involved in the R-FBI previously worked for this agency.   

In addition to the findings of the mentioned reports, the investigations have uncovered that the 
foundation is part of a broader Russian disinformation network. A report by Clemson University’s Media 
Forensics Hub, conducted in collaboration with CNN, identified the Foundation to Battle Injustice as a 
spinoff of the Russian “troll factory” responsible for interfering in the 2016 U.S. presidential election. This 
network has been actively engaged in disseminating misleading narratives aimed at influencing political 
discourse in both the United States and Europe. The foundation’s tactics include the use of social media 
platforms to spread disinformation, often through fake personas and coordinated campaigns designed to 
amplify their reach. Through these methods, the foundation seeks to sow discord, polarize societies, and 
erode trust in democratic institutions. 

The activities of the R-FBI reflect the evolving nature of information warfare, in which state actors 
deploy seemingly independent organizations to project influence and spread propaganda. By presenting 
itself as a human rights advocacy group, the foundation exploits societal divisions and manipulates public 
opinion to advance the geopolitical objectives of the Russian state. 

5.4 EU-SCEPTICAL NETWORKS IN THE EU MEMBER STATES 

https://www.praeventionstag.de/nano.cms/daily-prevention-news/details/9733
https://www.cnn.com/2024/10/30/europe/russian-disinformation-harris-walz-us-election-intl/index.html
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Lastly, it is worth mentioning that hosts and sources of disinformation and propaganda are not limited to 
Russian media, social media accounts and pseudo-NGOs. There are huge EU-sceptical networks operating 
within the EU countries. In particular, these networks disseminate anti-EU sentiments accusing it of 
“exploitation of less privileged EU Member States” or “disruption of national sovereignty and traditions”. 
After the beginning of the full-scale invasion of Ukraine, this disinformation also began to include the 
narratives against support of Ukraine (e.g. the brochure of the Polish far-right party “Konfederacja” with 
the title “Stop the Ukrainisation of Poland”) either by providing the military aid and imposing anti-Russian 
sanctions or by supporting Ukrainian refugees in the EU countries.  

“Stop the Ukrainisation of Poland. Save life, not the level of life” (in Polish) 
 

In particular, the impact of EU-sceptical hosts and sources can be seen before the European 
Parliamentary Elections in 2024. In particular, in this period, the ads promoting anti-EU narratives have 
been detected on social media. They included the following narratives, that fully comply with previously 
described disinformation narratives that proves the existence of coordinated disinformation campaigns 
operated by EU-sceptical groups:  

1. Economic hardship in Europe supposedly caused by support of Ukraine 

2. Promotion of pro-Russian politicians and parties throughout the EU countries 

3. Anti-Ukrainian sentiments including disinformation about Ukrainian refugees in the EU countries 

or manipulations related to the provision of the aid to Ukraine 

4. Criticism of EU institutions and leaders 

5. Attempts to discourage the participation in elections 

 

To avoid ad removal by Meta's algorithm, the advertisements were not labelled as political and used 
complex obfuscation techniques, such as inserting spaces or hyphens in politically sensitive words to avoid 
automated content moderation. For example, the ads deliberately avoided naming directly political 
figures, using periphrases instead and inserting spaces between letters to evade automated detection 

https://ec.europa.eu/regional_policy/whats-new/panorama/2023/09/09-06-2023-the-development-trap-a-cause-of-euroscepticism_en
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(e.g., "r.uss.i" instead of "Russia"). In total, during the period from May 1-27, 2024, such advertisements 
reached 3,075,063 Meta users: 

 61 ads reached 1,441,543 Italian accounts 

 101 ads reached 854,052 French accounts 

 75 ads reached 429,369 German accounts 

 38 ads reached 350,099 Polish accounts 

 

EUDisinfoLab, EEAS STRATCOM, AI Forensics, and Meta itself have linked the campaign as part of the 
broader Doppelganger campaign organized by the Russian organization Social Design Agency (SDA). It is 
important to note that in this campaign, Russia systematically supported far-right views and parties, such 
as "Alternative for Germany" or the French "National Rally". In the broader context, support for 
conservative right-wing parties in Europe increased from 18% in 2019 to 26% in 2024, which may partially 
reflect the influence of such disinformation campaigns on Europe's political landscape. 

Russian disinformation and propaganda efforts are multifaceted, multilingual, and cross-platform. 
They target a broad spectrum of audiences based on language, geography, age, interests, and political 
orientation. From state-backed media and pseudo-NGOs to domestic EU-sceptical actors and anonymous 
social media accounts, the ecosystem of disinformation is complex and adaptable. Given this reality, 
countering disinformation requires comprehensive, coordinated strategies. These must involve both – de-
bunking and proactive pre-bunking efforts.  

  

https://md.teyit.org/file/meta-threat-report.pdf
https://md.teyit.org/file/meta-threat-report.pdf
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6 CONCLUSION 

The working paper has illustrated the complex, adaptive, and multi-layered nature of disinformation 
efforts in the European context, with a primary emphasis on Russia’s operations but also incorporating 
other threat actors such as China and various proxy groups. The insights collected from stakeholders within 
policy, business, media, academia, civil society, and diaspora communities reveal not only the prevalence 
of disinformation but its targeted, strategic character. Far from being random attacks in the information 
ecosystem, disinformation functions as a deliberate tool of political warfare, aimed at eroding democratic 
resilience and sowing distrust across key societal fault lines. 

One of the central findings of this research is the growing integration of artificial intelligence in 
disinformation production and dissemination. Stakeholders acknowledged that AI-generated deepfakes, 
hyper-personalized propaganda, and cheap content generation now make it easier, faster, and cheaper to 
manipulate narratives on a mass scale. Combined with algorithm-driven amplification on social media, this 
trend threatens to outpace traditional fact-checking and media literacy interventions, underscoring the 
need for new, proactive frameworks in combating disinformation with inclusion of technological tools like 
AI. 

Furthermore, the research reveals that disinformation does not affect all groups equally. Instead, it is 
shaped by specific vulnerabilities related to age, language, digital literacy, institutional trust, and 
sociopolitical positioning. Targeted narratives are designed to resonate with the emotional, cultural, and 
ideological predispositions of each audience. Therefore, understanding the “why” and “how” behind 
disinformation targeting is just as critical as identifying the “who.” 

Across the four stakeholder groups—policymakers, business actors, public opinion shapers, and 
diaspora representatives—several cross-cutting challenges emerged: 

 A lack of coordination among EU member states in institutional responses, particularly in 

developing a consolidated, rapid-response capability against disinformation. 

 Overreliance on reactive strategies such as traditional debunking, which are increasingly 

ineffective in the face of AI-generated content and deepfakes. 

 A gap in trust and media credibility, particularly among marginalized and diaspora groups, which 

fosters susceptibility to external narratives. 

 Insufficient collaboration between technical and social science fields, which weakens the 

effectiveness of AI-based fact-checking tools due to poor contextual sensitivity. 

Participants frequently emphasized the limitations of current countermeasures, especially fact-
checking initiatives that can inadvertently amplify disinformation or fail to reach the audiences most in 
need. Many also raised concerns about the EU's fragmented regulatory landscape, the absence of 
common standards on foreign sponsorship transparency, and the need for long-term, sustainable funding 
for civil society actors working on media resilience. 

At the same time, interviewed respondents highlighted several critical areas, which need further 
policy development and pro-active interventions: 

 Pre-bunking and inoculation strategies: Rather than waiting for disinformation to spread, 

proactive measures should prepare audiences for manipulation attempts by exposing typical 

tactics in advance. Education systems can play a pivotal role here. 

 Target-group-specific engagement: Each societal group requires tailored interventions. For 

instance, diaspora communities need multilingual, culturally relevant content; public opinion 
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leaders require secure funding and training in co-optation awareness; while businesses benefit 

from integrating disinformation risks into crisis management frameworks. 

 Cross-sector intelligence-sharing platforms: Public-private partnerships and civil society 

collaborations can offer real-time monitoring of disinformation trends and foster innovation in 

communication strategies. This includes involving social scientists in AI tool development to 

ensure contextual nuance. 

 Investment in local journalism and regional media ecosystems: Resilient, well-funded, and 

professional local media serve as the first line of defense against information voids and 

propaganda. This is especially important in rural and underserved areas that are particularly 

vulnerable to manipulation. 

 Development of EU-wide regulatory frameworks: Building on initiatives like the Digital Services 

Act, there remains a pressing need for harmonized laws governing foreign political sponsorship, 

disinformation dissemination, and electoral integrity protections. 

Disinformation is not merely a byproduct of digital transformation—it is a weaponized tool of 
geopolitical influence. As such, countering it demands a whole-of-society approach that bridges 
technology, education, governance, and civic engagement. The AI4Debunk working paper argues that no 
single solution will suffice. The insights and recommendations presented here will serve as a foundation 
for continued dialogue and action among European institutions, civil society, and international partners. 
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ANNEX 

POLICY BRIEF - DISINFORMATION TARGET GROUPS IN THE EU MEMBER STATES 

June 2025 | AI4Debunk Working Paper Series 

Executive Summary 

The spread of disinformation presents an increasingly complex challenge to democratic societies across 
the European Union (EU). It serves as a strategic instrument of foreign influence and political warfare—
most prominently used by the Russian Federation, with rising concerns about China and various non-
state actors. This policy brief draws on theoretical and empirical insights from Work Packages 4 and 5. It 
identifies the societal groups most affected by foreign disinformation, examines the tactics employed by 
malign actors, and offers actionable recommendations to strengthen societal resilience. 

Based on 43 qualitative interviews conducted in six countries, the study focuses on four key stakeholder 
groups: policymakers, the business community, public opinion leaders, and the Russian-speaking 
diaspora. It also identifies other vulnerable segments, such as youth, the elderly, minorities, rural 
populations, and individuals with low digital literacy. 

POLICYMAKERS 

Policymakers are often targeted through politically charged narratives, infiltration tactics, and AI-
generated content intended to distort electoral processes and undermine democratic cohesion. 
Campaigns such as Russia’s "Storm-1516" illustrate the use of AI to create and distribute politically 
disruptive narratives. Interviewed policymakers identified such influence tools as financing politicians 
and political parties, activities of disinformation networks and pseudo-NGOs.   

Challenges 

 Erosion of Public Trust: Declining confidence in democratic institutions facilitates the spread of 

disinformation. 

 Geopolitical Tensions: Heightened rivalries result in increasingly aggressive influence campaigns. 

 EU Fragmentation Risks: Disinformation exploits intra-EU divisions, undermining cohesion. 

 AI and Deepfakes: Technological advancements enhance the realism and impact of false 

narratives. 

 Shifting Strategic Focus: Emphasis is moving from reactionary debunking toward strengthening 

information integrity. 

Recommendations 

 Targeted Debunking: Design interventions for specific demographic groups, especially the 
digitally active youth. 
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 Civil Society Engagement: Leverage NGOs to counter propaganda through community-based 
initiatives. 

 Public Education Campaigns: Promote critical thinking via education, media reform, and digital 
tools. 

 Cybersecurity and Media Literacy: Pair digital hygiene training with media literacy to bolster 
democratic resilience. 

BUSINESS COMMUNITY 

Businesses are targeted through economic propaganda, especially in sectors affected by sanctions, energy 
shifts, and trade disruptions. By targeting European business communities, Russian propaganda seeks to 
destabilize economic systems, question EU sanctions on Russia, provoke backlash against pro-Ukraine 
policies, manipulate public perception, and amplify uncertainty among business leaders and consumers. 
Through the dissemination of false narratives about economic downturns, distortions in energy markets, 
and direct attacks on key industries, these disinformation efforts aim to weaken European economies, 
erode trust in governments, and foment widespread dissatisfaction. 
 

Challenges 

 Regulatory Overreach: Excessive EU regulation stifles innovation and weakens business-led 
countermeasures. 

 Trust Deficit: Erosion of institutional trust hampers collaboration on disinformation resilience. 
 Ineffective Fact-Checking: Traditional methods may unintentionally reinforce false claims, 

highlighting the need for systemic solutions. 

Recommendations 

 Digital Skill Development: Equip employees and consumers with digital competencies to resist 
manipulation. 

 Cross-Sector Collaboration: Foster partnerships between industry, academia, media, and civil 
society to co-develop counter-narratives. 

 Public Confidence Building: Focus on transparency, education, and partnership over sole 
reliance on technology. 

 Support for Journalism: Invest in professional reporting and investigative outlets as pillars of 
democratic discourse. 

 Expanded Safety Culture: Incorporate disinformation preparedness into workplace safety in 
sensitive sectors (e.g., energy, food, defense). 

PUBLIC OPINION LEADERS 

Public opinion leaders - journalists, academics, and civil society actors are at the core of information 
integrity and guardians of functioning and effective democratic political system in the EU. Their role in 
bridging government, business and civil society is decisive. But at the same time they could become both 
- targets and inadvertent amplifiers of disinformation. Pro-Kremlin outlets often co-opt analysts and 
media figures, while funding efforts aim to seed legitimacy for hostile narratives.  
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Challenges 

 Adaptive Disinformation Tactics: Malign actors constantly evolve strategies to bypass fact-
checking efforts. 

 Resource Constraints: Media organizations face financial and staffing limitations, hindering rapid 
response. 

 Insufficient Tech-Social Integration: Technical tools lack socio-political and psychological 
contextual awareness. 

Recommendations 

 Transparent Communication: Promote proactive messaging to neutralize misinformation before 
it spreads. 

 Pre-Bunking Campaigns: Educate the public in advance on common manipulation techniques. 
 Child-Focused Media Literacy: Use a "train-the-trainer" approach where children educate their 

families. 
 Expert Engagement: Include credible scholars and professionals in public communication. 
 Innovative Messaging Tools: Develop dynamic, accessible formats for fact-based narratives. 
 Cross-Sectoral Coordination: Ensure ethical, technical, and cultural expertise inform responsive 

strategies. 

RUSSIAN-SPEAKING DIASPORA IN THE WEST 

In recent years the Russian-speaking communities in Europe and the West has substantially increased 
due the war in Ukraine and anti-democratic policies against opposition and human rights activists and 
Belarus. Those diaspora groups are diverse in terms of age, linguistic skills, political preferences and 
future plans. Older generations and recent refugees, remain highly vulnerable due to language barriers 
and historical narratives. Russian disinformation exploits identity, cultural ties, and geopolitical 
sentiments to foster alienation and discontent. Interviews revealed a critical need for multilingual, 
accessible, and culturally relevant information as well as trust-building initiatives to promote belonging 
and inclusion. 

Challenges 

 Disinformation Disguised as Cultural Diplomacy: Russia exploits shared heritage and language 
to propagate propaganda. 

 Targeted Messaging: Content is tailored to subgroup identities within the diaspora, complicating 
debunking. 

 Attack on European Identity: Messaging undermines trust in EU institutions and support for 
Ukraine. 

 Intelligence Tactics: Covert operations continue to target and infiltrate diaspora networks. 

Recommendations 

 Support Independent Multilingual Media: Fund regionally relevant content in Russian and 
Ukrainian. 



 

 

 

 

AI4Debunk – D5.1 WORKING PAPER 3 
Disinformation target groups in the EU member states, sources 
and hosts of propaganda 

48 

 

 Partner with Diaspora NGOs: Co-create accessible formats like WhatsApp bulletins and YouTube 
explainers. 

 Media Literacy for Refugees: Focus on orientation for new arrivals navigating foreign media 
environments. 

 Cybersecurity Awareness: Protect at-risk communities from digital exploitation. 
 Inclusive Information Channels: Coordinate between states, NGOs, and media to ensure 

accurate, multilingual reporting. 

CONCLUSION 

Across the four stakeholder groups—policymakers, businesses, opinion leaders, and diaspora 
communities—common challenges and themes emerged: 

Shared Challenges 

 Lack of EU Coordination: No unified, rapid-response system exists across member states. 
 Overreliance on Reactive Strategies: Traditional debunking struggles against advanced AI-driven 

content. 
 Trust and Credibility Deficits: Marginalized groups are especially vulnerable to hostile narratives. 
 Technological Shortcomings: AI tools often lack cultural and contextual sensitivity due to limited 

interdisciplinary collaboration. 

Key Recommendations 

 Proactive Pre-Bunking: Equip populations with awareness before disinformation strikes. 
 Tailored Interventions: Customize responses for specific groups (e.g., youth, diaspora, 

journalists). 
 Cross-Sector Intelligence Sharing: Encourage public-private platforms to monitor and respond to 

disinformation trends. 
 Investment in Local Journalism: Strengthen media ecosystems in underserved regions. 
 EU-Wide Regulatory Action: Harmonize disinformation-related laws and oversight, including 

foreign influence and electoral protections. 

 
Disinformation is not simply a byproduct of the digital age—it is a weaponized instrument of geopolitical 
interference. Confronting it requires a whole-of-society approach that fuses education, governance, civic 
engagement, and technological innovation. No single actor or strategy is sufficient; coordinated 
resilience is imperative. 
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