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Over the past decade, disinformation has emerged as one of the most salient security and governance
challenges confronting democratic societies. The accelerating evolution of information and
communication technologies (ICTs), the proliferation of social media platforms, and the increasing
sophistication of artificial intelligence (Al) tools have dramatically expanded the scale, speed, and
complexity of information flows. In this environment disinformation has become a pervasive
instrument of political influence, societal destabilization, hybrid warfare and military operations.

The Al4Debunk project has developed a theoretical framework for understanding disinformation,
particularly in the context of European Union (EU) policymaking. This article synthesizes key elements
of that framework, focusing on the definitional contours of disinformation, its structural components,
mechanisms of diffusion, societal impacts, and the EU’s institutional responses.

Defining disinformation
The conceptualization of disinformation varies across scholarly, governmental, and institutional
contexts. A recurring definitional element is the intentional nature of such activities. Disinformation is
not merely inaccurate information but deliberately crafted and disseminated content intended to
deceive and cause harm.

EU institutions have adopted a functional definition: “verifiably false or misleading information that is
created, presented, and disseminated for economic gain or to intentionally deceive the public, and may
cause public harm,” where public harm includes threats to democratic processes, public health,
security, and the environment. NATO's formulation further emphasizes the emotional dimension,
noting that disinformation often seeks to evoke anger, fear, or disgust to override rational deliberation.
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