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aggregate "DisinfoScore." While these components provide a strong foundation, future 
work will focus on the deep integration of the Knowledge Graph to provide the rich 
contextual data required to unify the system and enhance its adaptive intelligence. 
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EXECUTIVE SUMMARY 

This report details the foundational development of multimodal analysis systems for the 

AI4Debunk project, designed to address sophisticated, multi-format disinformation. The current 

work establishes three core pillars of a comprehensive decision support solution. A multimodal 

information extraction system uses facial and audio recognition to identify individuals in media 

for ingestion into a Knowledge Graph. A second component provides cross-modal coherence 

analysis, leveraging a contrastive language-image model to detect out-of-context disinformation 

by checking image-text consistency. These tools are integrated into the central AI4Debunk 

Platform, which serves as a modular and extensible orchestration layer. This platform dynamically 

activates specialized modules based on an incoming news item's specific modalities. It then 

aggregates their analyses to compute a single "Disinfoscore" that quantifies the assessed level of 

disinformation. While these systems provide a robust foundation, current limitations include the 

separate operation of identification systems and a lack of deep contextual awareness. Therefore, 

the next phase of development will prioritize the deep integration of the project's Knowledge 

Graph. This strategic goal is intended to provide the rich contextual data necessary to unify the 

modules and empower the entire platform with greater adaptive intelligence. 
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1 INTRODUCTION 

The contemporary digital news landscape is characterized by its inherently multimodal nature, 

where text, imagery, and audio collectively contribute to the narrative. Consequently, analytical 

approaches that are restricted to a single modality, such as text, are insufficient for 

comprehensive disinformation detection. This necessitates the development of advanced 

systems capable of synthesizing and reasoning over information distributed across various 

modalities. 

 

While existing state-of-the-art systems can process multimodal inputs, they are often engineered 

for narrow, task-specific applications (e.g., classification), which limits their operational flexibility. 

Conversely, while Multimodal Large Language Models (LLMs) offer greater versatility through 

prompt engineering, their significant computational overhead and deployment complexity 

present substantial barriers to practical application in real-world scenarios. 

1.1 OBJECTIVES 

The primary objective of this work package is to develop a suite of multimodal systems to serve 

as a decision support framework for disinformation analysis. This report details the initial 

implementation of the three core components developed to achieve this goal: 

 

Multimodal Information Extraction: Systems designed to extract and normalize key information 

from various data modalities, primarily for ingestion into the project's knowledge graph. 

 

Cross-Modal Coherence Analysis: A system engineered to verify the semantic consistency 

between an image and its corresponding textual caption. This component can function as a 

standalone tool or as an integrated module within the main platform. 

 

AI4Debunk Modular Platform: A flexible, modular platform designed to orchestrate the analysis 

of multimodal news content. Its architecture allows for the seamless integration of new analytical 

modules as state-of-the-art technologies evolve. 

1.2 EXPECTED OUTCOME 

This report details the design and initial implementation of the aforementioned systems. These 

components constitute the foundational work for the comprehensive AI4Debunk decision 

support solution, with further development and integration planned for Task 9.2. 
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2 MULTIMODAL INFORMATION EXTRACTION SYSTEM FOR KNOWLEDGE 
GRAPH INGESTION 

The core objective of this component is to perform robust, cross-modal entity identification to 
facilitate the linking of individuals across disparate news sources within the project's knowledge 
graph. Accurate multimodal recognition is critical for reliable identity resolution. This 
implementation focuses on two primary modalities: audio and facial imagery. 

2.1 AUDIO MODALITY: SPEAKER IDENTIFICATION 

Speaker diarization and recognition functionalities were implemented utilizing state-of-the-art 
pipelines from the SpeechBrain and PyAnnote toolkits. These frameworks were selected for 
their modular architecture and access to pretrained models that demonstrate high accuracy in 
segmenting and attributing identities within multi-speaker audio streams. 

2.2 IMAGE MODALITY: FACE RECOGNITION 

Facial recognition is performed using the ArcFace model, chosen for its demonstrated high 
performance on standard benchmarks (e.g., Labeled Faces in the Wild) and its computational 
efficiency. The model's use of an additive angular margin loss function enhances the 
discriminative power of its feature embeddings, enabling precise identity matching under real-
world conditions with constrained computational resources. 

2.3 CURRENT STATUS AND FUTURE WORK 

Currently, the audio and facial recognition systems operate independently. Future work will 
focus on developing an integrated, multimodal identification system capable of fusing 
information across these modalities for enhanced accuracy and robustness. 

 

3 CROSS-MODAL COHERENCE ANALYSIS 

This system is designed to assess the semantic coherence between an image and its 
accompanying textual caption. Its primary function is to detect Out-of-Context (OOC) 
disinformation, a prevalent manipulation technique where genuine images or texts are 
repurposed to misrepresent or fabricate a narrative, thereby exploiting their perceived 
authenticity to mislead audiences. 
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3.1 TECHNICAL IMPLEMENTATION 

The methodology leverages the Contrastive Language-Image Pre-training (CLIP) model. It 
employs CLIP's distinct encoders—a Transformer for text and a Vision Transformer (ViT) for 
images—to project each modality into a shared, high-dimensional embedding space. The cosine 
distance between the resulting text and image vectors is then calculated. If this distance 
exceeds a predefined threshold, the image-text pair is flagged as semantically incoherent. 

3.2 LIMITATIONS AND FUTURE ENHANCEMENTS 

A primary limitation is that while CLIP excels at encoding high-level semantic content, 
preliminary experiments suggest it may not adequately capture complex contextual details, 
such as verifying the temporal alignment between an event described in the text and the date 
an image was created. 

To address this, the following steps are planned: 

• Benchmarking: Ongoing work in Task 8.2, to be continued in Task 9.2, involves the 
development of a dedicated benchmark to quantitatively evaluate the system and 
validate this hypothesis. 

• Knowledge Graph Integration: Future enhancements will focus on integrating 
contextual information from the WP6 Knowledge Graph to enrich the input data and 
improve coherence assessment. 

• Advanced Model Development: A more ambitious research direction involves fine-
tuning an existing model or training a new model from scratch, specifically designed to 
incorporate a wider range of contextual cues beyond basic semantic similarity. 

 

4 THE AI4DEBUNK PLATFORM 

An initial version of a modular, multimodal platform for processing and analyzing news content 
has been implemented, as displayed in Figure 1. The platform is architecturally composed of 
two primary elements: 

• A collection of specialized, independent modules, each designed to process a specific 
data modality or perform a distinct analytical function. 

• An orchestration layer that dynamically activates relevant modules based on the 
modalities present in an incoming news item. This layer also aggregates the outputs 
from activated modules to compute a composite Disinfoscore, quantifying the assessed 
level of disinformation. 
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The platform's architecture is explicitly designed for modularity and extensibility. New modules 
can be integrated, or existing ones modified, with minimal impact on the overall system, 
provided they adhere to the platform's defined API specifications (e.g., input/output formats, 
class methods). In the current implementation, module activation is predicated solely on the 
modalities present in the input data. 
 
 

 

FIGURE 1 AI4DEBUNK PLATFORM 

 

4.1 IMPLEMENTED MODULES 

The current version of the platform, illustrated with orange-highlighted components in Figure 1, 
integrates the following analytical modules: 

1. Claim Similarity Estimation: Compares an input news item against a knowledge base to 
identify supporting or opposing claims (detailed in D8.1). 

2. Deepfake Detection Suite: A collection of tools for detecting manipulated media across 
modalities (detailed in D8.1), including: 

o Text-Based DeepFake Detection: Analyzes textual content for indicators of 
artificial generation or manipulation. 

o Image/Video DeepFake Detection: Examines visual media for signs of deepfakes, 
providing outputs such as localization heatmaps and authenticity scores on a 
frame-by-frame basis for video. 

o Audio DeepFake Detection: Processes audio signals to detect synthetic or cloned 
voices. 
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3. Cross-Modal Coherence Analysis: The module described in Section 3, which assesses 
the semantic alignment between images and their captions. 

4.2 DISINFOSCORE CALCULATION AND FUTURE DIRECTIONS 

Modules can operate as standalone tools or contribute to the platform's aggregate analysis. The 
Disinfoscore is currently calculated as a weighted average of the normalized outputs from each 
activated module. A detailed description of this mechanism is provided in deliverable D8.4. 
The platform's modularity enables significant adaptability. However, the performance of 
individual modules on novel data or in new contexts can be limited. To address this, future 
work, continuing from WP8 into WP9, will focus on deeper integration with the project's 
knowledge graph. By providing rich, structured contextual information and semantic 
relationships, the graph can enhance module performance and enable dynamic adaptation to 
new entities, terminology, and evolving events. 
 
 

5 CONCLUSION 

This report has detailed the design and initial implementation of the core multimodal 
components for the AI4Debunk project. We have successfully developed foundational 
capabilities for multimodal information extraction, established a mechanism for cross-modal 
coherence analysis to detect Out-of-Context disinformation, and engineered the first version of 
the AI4Debunk platform. 

The primary contribution of this work is the establishment of a modular and extensible 
architecture. This platform provides the flexibility to integrate, update, and deploy diverse 
analytical tools in response to the rapidly evolving landscape of digital disinformation. The 
systems for entity identification and coherence analysis serve as both powerful standalone 
tools and integral initial modules for this overarching framework. 

Looking ahead, the next phase of development, to be conducted in Task 9.2, will focus on 
addressing current limitations and enhancing system intelligence. The central strategic priority 
is the deep integration of the Knowledge Graph. By leveraging the rich, structured context 
provided by the graph, we aim to: 

• Enhance module performance by supplying the contextual information that models like 
CLIP currently lack. 

• Unify the separate audio and facial identification systems into a cohesive, truly 
multimodal entity recognition pipeline. 

• Improve the platform’s adaptability to new events, entities, and disinformation 
narratives. 
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The work completed in this task establishes a robust foundation. Future efforts will build upon 
this groundwork to create a sophisticated, context-aware decision support system for 
effectively combating multimodal disinformation. 
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