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EXECUTIVE SUMMARY 

The AI4Debunk project aims to create a decision support system to help users identify 

disinformation, built on a modular platform that integrates multiple specialized analysis tools. 

These modules include similarity estimation, a deepfake detection suite, and a cross-modal 

coherence checker. To provide a unified assessment, the platform aggregates outputs from all 

activated modules into a single "DisinfoScore". In the current implementation, this score is 

calculated as a simple weighted average of normalized outputs from each module. A key limitation 

of this version is the use of a uniform weighting scheme, which assumes each module provides an 

equal contribution. Furthermore, robust evaluation is hindered by the lack of a suitable, multimodal 

dataset. Future work will address these limitations by transitioning to a more flexible agent-based 

orchestration system. This new architecture will improve modularity and introduce critical 

explainability features. Finally, a bespoke evaluation dataset is actively being constructed to enable 

rigorous validation of the platform's performance. 
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1 INTRODUCTION 

The AI4Debunk project is designed to develop a sophisticated decision support system that assists 

citizens and media professionals in the assessment of online content for potential disinformation. 

The core of this initiative is a multimodal, adaptable, and modular platform, the architecture of 

which is depicted in Figure 1. This platform integrates a suite of specialized analysis modules, 

each targeting a distinct facet of disinformation. 

The current implementation of the platform comprises the following core modules: 

• Similarity Estimation Module: This module ingests a given news artifact and queries a 

proprietary knowledge base to retrieve semantically similar articles. The retrieved set is 

partitioned into articles that support and those that oppose the reference content, providing 

crucial context (detailed in deliverable D8.1). 

• Deepfake Detection Suite: This is a collection of specialized tools for detecting synthetic 

media across different modalities, as delineated by the orange boundary in Figure 1 (see 

deliverable D8.1 for a comprehensive overview). 

o Textual Deepfake Detection: Analyzes text fragments (e.g., social media posts, 

article excerpts) to verify authenticity. The output is designed to be richer than a 

simple binary classification, providing supporting evidence at the phrase or word 

level to facilitate further investigation. 

o Image/Video Deepfake Detection: Analyzes visual media for signs of 

manipulation by AI. The output includes localization heatmaps indicating 

manipulated regions, a binary authenticity assessment, and a probabilistic 

confidence score. For video inputs, the analysis is performed on a frame-by-frame 

basis. 

o Audio Forgery Detection: Processes audio streams from video files or standalone 

audio clips to detect synthetic or manipulated speech (e.g., voice cloning). 

• Cross-Modal Coherence Analysis Module: This module evaluates the semantic 

consistency between an image and its associated text (e.g., caption, legend). It outputs a 

quantitative score representing the semantic distance between the two modalities, where a 

higher value indicates greater incoherence. 

The types and modalities of the modules’ input are predefined by the developer in this architecture. 

A fundamental design principle is that an incoming news artifact is processed only by modules 

whose input modality requirements are met. These concurrently processing modules are referred 

to as "activated modules." 
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FIGURE 1 AI4DEBUNK PLATFORM 

2 DISINFOSCORE AGGREGATION 

The platform synthesizes the outputs from all activated modules into a single, unified metric 
termed the "DisinfoScore" (DS). This score provides a top-level indicator of the likelihood that a 
given news artifact contains disinformation. The aggregation is performed via a weighted average 
of the normalized outputs from each activated module, as illustrated in Figure 2. 
 
 

 

FIGURE 2 DISINFOSCORE CALCULATION 
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2.1 OUTPUT NORMALIZATION 

To ensure commensurability between the heterogeneous outputs of the different modules, a 
normalization step is applied to transform each output into a standardized score, Si, within the 
range [0, 1]. This score represents the module's assessed likelihood of disinformation. The 
normalization schemes are as follows: 

• Similarity Estimation: The normalized score is derived from the proportion of supporting 
articles (retrieved from the knowledge base) that are themselves verified instances of 
disinformation. 

• Deepfake Detection: The module's probabilistic confidence score, when available, is used 
directly as the normalized score. In cases where only a binary output is provided (0 for 
authentic, 1 for deepfake), this value is used. 

• Cross-Modal Coherence: The calculated semantic distance between the image and text is 
directly utilized as the normalized score, as it is already scaled within the [0, 1] range. 

2.2 SCORE CALCULATION 

The final DisinfoScore, DS, is computed as the weighted average of the normalized scores from 
the N activated modules: 

𝐷𝑆 =  ∑ 𝑊𝑖 . 𝑆𝑖

𝑁

𝑖=1

 

 
In the current implementation, a uniform weighting scheme is employed. The weight for each 
activated module, Wi, is calculated as: 

𝑊𝑖 =
1

𝑁
 

where N is the total number of activated modules for the given news artifact. 
 

3 LIMITATIONS AND FUTURE DIRECTIONS 

The initial implementation of the DisinfoScore calculation presents several limitations that will be 
addressed in future work packages. 
A primary limitation is the use of a uniform weighting scheme, which presupposes that each 
module contributes equally to the final disinformation assessment. This is a significant 
simplification. Future work will explore two potential enhancement strategies: 

1. Empirical Weight Tuning: A more sophisticated approach involves training the weights Wi 
on a pre-annotated, multimodal dataset. This would allow the system to learn the relative 
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importance of each module's output in identifying disinformation. However, this method 
has a critical drawback: it is not scalable or adaptable. The AI4Debunk platform is designed 
for modularity, allowing for the addition, removal, or modification of analysis modules. A 
statically trained model would require complete re-training—and potentially new data 
collection—following any change in the platform's module configuration. 

2. Agent-Based Orchestration: This is the designated path for future development. In this 
paradigm, each analysis module is encapsulated as an autonomous "Agent." A higher-
level "Orchestrator Agent" will be responsible for dynamically querying the available 
agents, aggregating their outputs, and deriving the final DisinfoScore. This architecture 
offers two principal advantages: 

o Enhanced Modularity: The system becomes resilient to changes in the set of 
available modules. The Orchestrator can adapt its aggregation strategy based on 
the agents that respond. 

o Explainability (XAI): The Orchestrator can be designed to generate a reasoning 
trace, providing a transparent explanation of how it arrived at its final score based 
on the evidence provided by the individual agents. 

A second limitation is the current lack of comprehensive system evaluation due to the scarcity of 
suitable datasets. While numerous disinformation datasets exist, finding one that is both 
multimodal and aligns with the specific input requirements of our diverse modules has proven 
challenging. To address this, work has been initiated in WP8 to construct a bespoke evaluation 
dataset by aggregating and curating several existing resources. This effort will be continued and 
finalized in WP9 to enable rigorous performance validation. 

4 CONCLUSION 

This report has detailed the initial implementation of the DS aggregation mechanism, which serves 

as the central decision support metric for the AI4Debunk platform. The current system successfully 

integrates normalized outputs from a diverse suite of analysis modules—including similarity 

estimation, deepfake detection across multiple modalities, and cross-modal coherence—using a 

uniform weighted average. 

While this approach provides a functional baseline, its limitations are explicitly acknowledged. 

The primary drawbacks are the non-adaptive, uniform weighting of module contributions, and the 

significant challenge of system evaluation due to the lack of comprehensive, suitable multimodal 

test data. 

The future direction for this work package is clear. One of the explored options would be to pivot 

from the current static model to a more dynamic and intelligent agent-based orchestration. This 

advanced architecture is the designated path forward as it inherently provides greater modularity, 

adaptability to platform changes, and a crucial framework for system explainability (XAI). The 

parallel effort to construct a bespoke, multimodal evaluation dataset, which will continue in WP9, 

is critical to rigorously validating the performance of this next-generation system. The successful 

execution of these future work items will be essential in advancing the AI4Debunk platform from 

its current prototype to a robust, scalable, and transparent decision support tool. 
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