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EXECUTIVE SUMMARY 

The AI4DEBUNK project is developing an advanced decision support system to help citizens and 

media professionals identify disinformation. The system is built on a multimodal, modular, and 

adaptable platform that integrates various specialized analytical components. Key modules include 

a similarity estimator that compares news against a knowledge base, a comprehensive deepfake 

detection suite for text, audio, and video, and a cross-modal coherence module to verify image-

text alignment. These modules are dynamically activated based on the content of the incoming 

news item. 

The modules can be used individually or to calculate the DisinfoScore, a weighted average of the 

results from all activated modules. This design provides inherent explainability by transparently 

showing which factors contributed to the final assessment. Future work under WP9 will transition 

the platform to a sophisticated agentic architecture. This new model will use a central "Orchestrator 

Agent," powered by a Large Language Model, to manage the various analysis tools. This agent 

will also interact directly with the knowledge graph for enhanced contextual reasoning. This 

evolution aims to deliver a more nuanced, articulate, and trustworthy system for securing the 

digital information ecosystem. 
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1 INTRODUCTION 

The AI4DEBUNK project is dedicated to the development of an advanced decision support 

system. This system is engineered to assist citizens and media professionals in conducting 

informed assessments of digital content to identify potential disinformation. 

The core of the project is a multimodal, modular, and adaptable platform, as depicted in Figure 

1. This architecture allows for flexible and targeted analysis by integrating various specialized 

modules, each designed to perform a distinct function. The current implementation of the platform 

includes the following core components: 

• Similarity Estimation Module: This module accepts a given news item as input and 

queries a dedicated knowledge base to retrieve semantically similar articles. The returned 

results are classified based on their stance relative to the input, identifying content that 

either supports or opposes the reference news item. This provides crucial context by linking 

new information to existing, verified narratives. 

• Deepfake Detection Suite: This suite comprises a set of specialized tools for detecting AI-

manipulated media across different modalities, as highlighted in orange in Figure 1. 

o Textual Analysis: This component performs an authenticity verification on text-

based content (e.g., articles, social media posts). Its output includes a binary 

classification or a probabilistic score, supplemented with highlighted phrases or 

words that warrant further investigation, thereby offering granular explainability. 

o Image/Video Analysis: This module assesses the authenticity of visual media. It 

delivers a multifaceted output, including localization heatmaps to pinpoint 

manipulated regions, a binary assessment (authentic/manipulated), and a 

probabilistic confidence score. For video analysis, assessments are conducted on a 

frame-by-frame basis. 

o Audio Analysis: This component processes audio signals, either from standalone 

files or embedded in videos, to detect synthetic or manipulated speech and other 

audio artifacts indicative of deepfakes. 

• Cross-Modal Coherence Analysis Module: This module evaluates the semantic 

alignment between an image and its accompanying textual caption or description. It 

quantifies the compatibility of the visual and textual information, outputting a coherence 

score ranging from 0 to 1, where a lower score indicates a greater semantic distance or 

mismatch between the two modalities. 

Upon receiving an input news item, the platform dynamically activates only the modules whose 

input requirements are satisfied by the modalities present in the content. 
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FIGURE 1 AI4DEBUNK PLATFORM 

2 DISINFOSCORE CALCULATION AND EXPLAINABILITY 

The platform aggregates the outputs from all activated modules into a single, composite metric 

termed the DisinfoScore. This score is calculated as a weighted average of the normalized outputs 

from each active module, as illustrated in the formula in Figure 2. 

 

FIGURE 2 DISINFOSCORE CALCULATION 

 

The modular architecture and the weighted aggregation method provide a high degree of inherent 

explainability. The final DisinfoScore is not a black-box output; rather, its composition is 

transparent. The individual scores from each module serve as direct indicators of their contribution 
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to the final assessment. This allows users to precisely identify the source of potential 

disinformation—whether it stems from similarity to known false narratives, the presence of 

manipulated media by AI (deepfakes), or a logical inconsistency between the text and 

accompanying imagery (out-of-context information). 

This approach ensures that the system's reasoning is traceable and comprehensible, and its design 

is inherently extensible to incorporate additional analysis modules in the future. 

3 FUTURE DIRECTIONS: AN AGENT-BASED ARCHITECTURE 

Future development, under Work Package 9 (WP9), will focus on transitioning the platform to a 

more sophisticated agentic architecture. In this paradigm, each analytical module will be 

encapsulated as an independent "Agent" or "tool." These agents will be managed by a central 

"Orchestrator Agent" powered by a Large Language Model (LLM). 

This Orchestrator will dynamically invoke the appropriate tool agents to analyze incoming content, 

interpret their outputs, and interact directly with the project's knowledge graph for enhanced 

contextual reasoning. This evolution aims to produce a more nuanced final assessment, complete 

with a detailed, human-readable explanation of the decision-making process. Key research and 

development efforts will include the selection, integration, and potential fine-tuning of suitable 

LLMs to serve as the cognitive core of this advanced agent-based system. 

 

The modular nature of the AI4DEBUNK Platform and the weighted average approach used to 

calculate the disinfoscore, provide by nature explainability of the decision taken. Indeed, the output 

scores of each module indicate the contributions of each module to the score calculation. These 

scores are a direct indication of what part of the input news is used to communicate disinformation: 

similar text that are known to be disinformation (coming from the knowledge graph developed in 

WP6 for example), deepfake content or Out-Of-Context image-textual description pairs in this 

case. 

This approach generalizes to other module than the ones currently implemented in the 

AI4DEBUNK Platform. 

4 CONCLUSION 

The WP8 has successfully built a modular, and multimodal platform for the systematic analysis of 

disinformation. The current implementation provides a tangible decision-support tool by 

integrating distinct analytical vectors—semantic similarity, multi-format deepfake detection, and 

cross-modal coherence. 

A key achievement of the current architecture is the DisinfoScore, which moves beyond opaque, 

binary assessments by providing inherent explainability. The transparent, weighted contribution 
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of each module allows users to identify the specific nature of the disinformation, whether it stems 

from manipulated media, logical inconsistencies, or relation to known false narratives. 

This solid foundation serves as the baseline for the project's next evolutionary phase. The planned 

transition to an agentic architecture, orchestrated by a Large Language Model, promises to 

significantly enhance the system's capabilities. This future-state system will not only streamline 

the analysis process but also introduce a more profound level of contextual reasoning and 

articulate, human-readable explanations. The AI4DEBUNK consortium is well-positioned to 

deliver this advanced, adaptable, and trustworthy system, providing a critical resource for media 

professionals and citizens in the ongoing effort to secure the digital information ecosystem. 
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